COSC-5130 Final Examination Questions

Please answer ten (10) of the following questions.  Please note that some questions are required.  Your answers should be in sufficient detail to demonstrate your mastery of the subject matter.

1. When you have completed nine (9) questions, if you feel that some subject area was still not covered, you may develop your own exam question and provide a thorough answer.

2. Define biometrics.  Discuss four (4) biometric technologies, comparing them in terms of accuracy and uniqueness.  Give two (2) examples of how biometric technologies are used today.

3. Describe five (5) applications which might use biometrics in the future.  Why would biometrics be a good choice for these applications?

4. Describe the five (5) web server security zones discussed in class.  Define authentication, authorization, data integrity, confidentiality, non-repudiation, and auditing.

5. Define computer crime.  Describe two (2) examples of computer crime other than those discussed in class.  Describe three approaches which can reduce exposure to computer crime.

6. From your perspective, discuss the role of government, the role of the individual, and the role of technology in the prevention of computer crime.

7. Define hacking.  Describe internal and external hacking attacks.  Research and describe two examples of computer crime.

8. NOTE: THIS IS A HYPOTHETICAL QUESTION FOR CLASS PURPOSES ONLY.  Develop a plan to hack into the XYZ company’s computer network.  XYZ uses Windows for its desktop and server platforms and has a web server outside its corporate firewall.

9. Describe the five (5) worst security mistakes made by people in their home offices, as discussed in class.  Describe three (3) types of electronic intrusion which can affect a home office and how to protect against each of them.

10. Develop and document a security plan for your home office.

11. Describe the contents of a disaster recovery plan.  Identify five (5) examples of a disaster.

12. Develop a plan to sell disaster recovery planning to upper management.

13. Develop and document a plan for disaster recovery for your home office.

14. Describe the trade-off’s between password strength and ease of use by the user.  In your opinion, what is the optimum approach for password selection?  Why?

15. Define identity theft.  Describe three (3) ways your identity can be stolen.  Describe five (5) things you can do to minimize your risk of identity theft.  

16. Research and describe any current laws relating to identity theft.  In your opinion, what should be the penalty for identity theft, if any?

17. Describe the two (2) methods discussed in class for hacking into satellite television.  Discuss the legal and technical responses from the satellite television industry.

18. Discuss the breadth of the e-commerce data security issue.  Describe the current legislation relating to e-commerce data security.

19. Discuss the design guidelines for e-commerce data security presented in class.

20. Describe the three (3) pieces of data security-related legislation discussed in class, and one (1) piece of legislation not discussed in class.  In your opinion, what should be the role of legislation in the protection of electronic data?

21. Define symmetric key, public key, private key, digital signature, digital certificate.

22. Describe in detail how SSL works.

23. Define computer virus.  Describe the types of virus infections discussed in class.  Describe three (3) things you can do to protect against a computer virus.

24. Discuss three (3) threats relating to the use of biometric technologies.  Discuss three (3) privacy-related issues relating to biometrics.

25. Describe the legal and ethical issues relating to peer-to-peer sharing of copyrighted files.  In your opinion, is this activity legal or illegal?  Why?

26. Describe three (3) techniques used for social engineering attacks.

27. Define denial of service attack.  Identify and define three (3) of the types of DOS attacks discussed in class.  What measures can be taken to prevent DOS attacks?

28. Define firewall.  What does a firewall do?  Who needs firewall protection?  Why?

29. Define encryption.  Discuss how public and private keys are used to implement encryption.

30. Discuss the reasons why we should be concerned about online security.  Discuss the solutions described in class.

