COSC-5130 Final Examination Questions

Please answer ten (10) of the following questions.  Please note that some questions are required.  Your answers should be in sufficient detail to demonstrate your mastery of the subject matter.

1) When you have completed nine (9) questions, if you feel that some subject area was still not covered, you may develop your own exam question and provide a thorough answer.

2) Define what is meant by a fault-tolerant system.  Identify and describe the points of failure described in class, and for each point, discuss how to provide fault-tolerance.

3) Define and describe the differences between SAN and NAS.  Identify the benefits and drawbacks of each.  Give a commercial example of each.

4) Develop a plan for a highly fault-tolerant network, either at work or at home.  If at home, you should plan for multiple computers, high-speed Internet connection, file sharing, and printer sharing.  Describe any single points of failure not covered by your design and explain why they could not be included.

5) Define VPN.  How does it work?  Describe how it provides the four critical security functions discussed in class.

6) Describe in detail a VPN design to connect the secure internal networks of two companies in different locations.  Identify and describe all required hardware, software, and communications components.

NOTE:  You may only answer a maximum of two (2) of questions 7-9.  

7) Define hacking.  Identify and describe four (4) tools used by hackers.  Discuss how hackers learn to hack.

8) Visit a web site dedicated to hacking.  Describe the information and tools available on the site in detail.

9) Develop and document a detailed plan for protecting your home computer from hacking.

10) REQUIRED QUESTION.  Define identity theft.  Describe two technical and two non-technical methods for stealing someone’s identity.  Describe two technical and two non-technical method for protecting yourself from identity theft.  In your opinion, what should be the legal penalty, if any, for identify theft?

11) Design and document a detailed disaster recovery (business continuity) plan for your home PC.  What types of disasters will you plan for, and why?  What types of disasters will you not plan for, and why?

12) Identify and describe three types of disasters which can disrupt a company’s information technology organization.  How can each be planned for in a business continuity plan?  Classify each disaster using the information provided in class.  Discuss the cost and benefit trade-offs of disaster recovery planning.

13) Define Wi-Fi security.  Identify the components required to implement a Wi-Fi network.  Describe the WEP protocol.  Describe the goals of WEP and identify two problems with it.  In your opinion, is Wi-Fi ready for “prime time”?  Why or why not?

14) Define database security, using the framework discussed in class.  Identify and describe three threats to database security.  Describe how database security might be implemented, using the concepts of identification, authentication, authorization, integrity, consistency, and auditing.

15) What is a firewall?  How does a firewall work?  Why do you need a firewall at home?  Describe one example of a hardware firewall product and one example of a software firewall product, both intended for home use.  Do you need both?  Why or why not?

16) Research and discuss (in detail) the ethical and legal issues involved with “spyware”.

17) Describe what is meant by a corporate security policy.  Describe the need for such a policy.  Describe the four major components of this policy, and give an example of each.

18) Describe (in detail) the following firewall technologies and features:

· Packet filter

· Proxy

· Stateful inspection

· NAT

· High-availability

19) Research and compare the features of two commercial corporate firewall products.  Which would you select for your company, and why?

20) Describe the five solutions for providing Internet data transfer security discussed in class.  Identify the strengths and weaknesses of each.

21) Read “The Code Book” by Simon Singh.  Write a one-page review of this book.

22) Define PKI.  What problem(s) are attempted to be solved with PKI?  Describe the PKI architecture discussed in class.

23) Describe in detail the pitfalls of PKI discussed in class.  Suggest a possible solution for each pitfall.

24) Extra Credit (1 point).  Define non-repudiation services in the context of PKI.

25) What (if any) role should the federal government have in the creation, management, and protection of private keys?  Defend your answer in detail.

26) Design and document an encryption/decryption algorithm.

27) REQUIRED QUESTION.  .  Define:  virus, worm, trojan horse, email virus, logic bomb.  How are each of these spread?  How do they do their damage?  Describe three (3) of the virus types discussed in class.  What is a virus hoax?

28) Describe in detail an approach to protect your home network from virus infection.

29) Compare the features of three (3) commercial virus protection software products.  Which do you prefer and why?

30) REQUIRED QUESTION.  Define biometrics.  Describe four biometric technologies discussed in class, comparing them based on accuracy and ease of use.  Differentiate between identification and verification.  Which biometric technology do you feel offers the greatest potential for widespread commercial use?  Why?  Give an example of an application of this technology.

31) Discuss in detail the ethical and legal issues involved with using biometric technology.  Do you feel that using biometrics is an invasion of privacy? Why or why not?

32) Evaluate the five future biometric technologies (page 8) discussed in class, using the evaluation quadrant presented in class (page 11).  Compare these five technologies in terms of accuracy and ease of use.  Describe your rationale for this analysis.

33) Define SSL.  Describe how SSL provides secure communications between a web browser and a web server.

34) Define denial of service attack.  Describe the three types of these attacks discussed in class.  Describe how to combat a DOS attack.

35) Research and describe in detail two recent well-known DOS attacks.

36) Identify and describe in detail six methods for securing a home office or small office.

37) Assume you travel a great deal and must take a laptop computer with you.  Develop and document a detailed security policy for your laptop computer.

38) Design and document in detail a security plan for a home wireless network.

39) Define computer espionage.  Differentiate between “hacker” and “spy”.  Describe one piece of legislation relating to computer espionage.

40) EXTRA CREDIT – 2 points.  Discuss the ethical issues (in your opinion) of the “carnivore” application.

41) Provide three definitions of computer crime.  Give an example of each.  Is there a profile of a “typical” computer criminal?  If so, what is it?

42) Describe three examples of computer crime discussed in class.

43) Develop and document a brief outline for a security plan to protect a data center.

