COSC-5130 Final Examination Questions

Please answer ten (10) of the following questions.  Please note that some questions may be required.  Your answers should be in sufficient detail to demonstrate your mastery of the subject matter.

1. When you have completed nine (9) questions, if you feel that some subject area was still not covered, you may develop your own exam question and provide a thorough answer.  NOTE:  THIS QUESTION CAN BE REPEATED UP TO THREE TIMES.

2. Describe the three (3) pieces of data security-related legislation discussed in class.  In your opinion, what should be the role of legislation in the protection of electronic data?

3. Define firewall.  What does a firewall do?  Describe three types of firewalls.

4. Define data mining.  Describe the goals of database security.  Describe the threats to database security discussed in class.

5. Describe how to perform a database security assessment.  Describe what is meant by a database protection scheme.  Discuss the statement “security is a journey, not a destination.”

6. Describe the system for industrial wireless security discussed in class.  Discuss one use you might have for such a system.

7. Define identity theft.  How is it accomplished?  How can you protect yourself against it?

8. Define hacking.  Describe how it is accomplished.  Describe how you can protect yourself against it.

9. NOTE:  THIS IS A HYPOTHETICAL SITUATION.  Plan a hacking attack against a home network.  This network uses a cable modem for Internet access and a wireless router.  All computers on the network are running Windows XP.

10. Define denial of service (D.O.S.) attack.  How is a D.O.S. attack accomplished?  How can you protect against a D.O.S. attack?

11. Define encryption.  Describe in detail how public and private keys operate.

12. Describe the Esafe mail scanner.  Describe the multiple layered approach discussed in class for preventing spam.  Describe rules-based content filtering.

13. Define authentication.  How is authentication accomplished?  Describe three authentication methods and/or technologies discussed in class.

14. Define biometrics.  Describe pro’s and con’s of biometric technology.

15. Describe how fingerprint scanning works.  Discuss in detail two other (non-fingerprint) biometric technologies.

16. Define SSL.  Describe the goals of SSL.  Define the two SSL sub-protocols.

17. Describe three types of viruses and there types of annoying non-viruses.  Describe how to protect a computer network from virus infection.  Describe how anti-virus systems work.

