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Handout #1:  Introduction to Networking

A network is usually defined as a group of computers connected together using some media in order to share information or resources between them.  These computers could be desktop PCs, workstations, servers, and/or mainframes.  The media could be an assortment of wired and wireless media.  Some of the information and resources which can be shared on a LAN include:

· Messages

· Data

· Mail

· Printers

· Fax devices

· Modems

· Databases

· General-purpose computers

Networks are usually categorized as local or wide area.  A local area network (LAN) is used to connect computers within a localized area, such as a single floor of an office building or a section of a manufacturing floor.  A wide area network (WAN) is used to connect multiple LANs, sometimes in a world-wide network.  Finally, sometimes the term metropolitan area network (MAN) is used to describe a network of LANs in a single geographic area, such as a city.  Thus, a corporation with locations in Orlando, Miami, Bithlo, Gotha, and Los Angeles could have several LANs in each location, with the connection of the LANs in each location termed a MAN.  The network used to connect all locations could then be called a WAN.  In most usages, the term MAN is omitted in favor of WAN.

Components of a network:

· Media:  the physical connection between the computers on the network.  This may consist of wiring (cables) or wireless technology.

· Client:  a computer that uses the services of another computer (called a server).  

· Server:  a computer that provides services to another computer (called a client).

· Peer:  a computer that can act as both a client and a server.

· Resource:  anything available to a client on a network.

· User:  a person who uses a client to access resources on a network.

· Protocol:  a set of rules which govern the communication between computers on a network.

· Topology:  the physical and logical design of the network.

There are two basic types of LANs:  peer-to-peer and server-based.  

Peer-to-peer networks.  In this type of network, each PC (also called a node or host or workstation) can function as both a client and a server.  There is no central control of the network or of the access to the various resources on the network.  Instead, each PC user controls the access to the resources on his/her PC using share-level security.  In this type of security, each user determines which resources on the PC will be shared, and what type of access will be granted to these resources.  A password can then be assigned to any shared resource.  The user is responsible for administering the password and providing it to any users who need it.  

Advantages of peer-to-peer networks:

· Low cost to set up, with no central server, no network operating system, and no  dedicated network administrator

· Easy to set up

· Easy to maintain when there are less than 10 users

Disadvantages of peer-to-peer networks:

· There is no central administration, thus leaving the administration of the network to the collective users

· Data is scattered across all PCs rather than being stored on a central server

· Security is very weak due to its design

· All users must be trained in how to share resources

Peer-to-peer networks are typically found in homes and in small offices.  Once the number of users exceeds 10, and when security becomes an issue, peer-to-peer networks are not a feasible choice.  A peer-to-peer network can be implemented using Windows 95, Windows 98, and Windows NT workstation, as well as the older Windows for Workgroups.  In fact, these desktop operating systems have peer-to-peer networking built in, and all that is needed is to connect the PCs (well, almost all…..more about that later).

Server-based networks.  

Almost all business networks are server-based, meaning that there is at least one dedicated server on the network to provide centralized services and administration for the client PCs.  A server is typically a more powerful workstation dedicated to one or more centralized tasks and services.  Types of servers typically found on networks include:

· File servers:  provide central storage of files which can be shared among client users.

· Print servers:  provide central control and access for printers which can be shared by client users.

· Application servers:  provide central application processing.

· Database servers:  provide central control, administration, and access to databases.

· Mail servers:  handle routing and distribution of email.

· Communications servers:  handle remote users dialing in to the network.

In a server-based network, users log in to the network using a user name and password provided by the network administrator. Security on a server-based network is controlled by user-level security, meaning that access to the various resources on the network is controlled by the rights assigned to each user’s user name.  

Advantages of a server-based network include:

· Centralized security
· Dedicated servers
· Ease of accessing the network and its resources
· Ease of data backup
· File synchronization 
Disadvantages of server-based networks include:

· Higher cost due to dedicated servers, network operating system, network administrator
· Dependent on the network administrator to assign user names, rights, etc.
· Costly, difficult, and time-consuming to set up
Network services.  The following services are typically provided on a network:

· File services:  allowing files to be shared, transferred, protected, backed up, etc.  These include:

· File transfer – simply transferring a file from one computer to another

· File storage – storing files in a central location to be shared by multiple users

· File update synchronization – making sure that updates to common files are synchronized when the files are being updated by multiple users

· File protection – providing access protection to sensitive files

· File archiving – providing backup and restore services for common files

· Print services:  allowing multiple users (PCs) to share common printers.  This typically involves queueing of printed output and allowing for print scheduling.

· Message services:  allowing email with attached files.

· Directory services:  keeping track of all users and information about them.

· Applications services:  providing centralized processing of certain types of applications.

· Database services:  providing access to database management systems as well as database replication.

LAN/MAN/WAN characteristics.  A LAN can typically be characterized as follows:

· Confined to a small area, such as a single building, a single floor of a building, or a single department.

· Very high speed.

· Relatively inexpensive.

· Low error rates.

A MAN can be characterized as follows:

· Larger area than a LAN, such as a college campus or an entire city.

· Slower than a LAN.

· More expensive than a LAN.

· Moderate error rates.

A WAN can be characterized as follows:

· Very large area, even world-wide.

· Much slower than a LAN.

· Very expensive.

· Much higher error rates.

Handout #2:  Protocols & The OSI Model

The set of rules which defines how computers communicate with each other on a network is called a protocol.  Some protocols are proprietary to a specific company, while other protocols are used by anyone who wishes to implement them.  In 1984, the International Standards Organization, or ISO, developed and published a guide, or model, for future networking protocols.  This model is called the Open Systems Interconnection, or OSI, model.  The OSI model describes how information is passed from an application running on one computer on a network to another computer on a network.  The OSI model consists of seven “layers”, as shown below:

	Layer title
	Function

	Application 
	Interface between the user’s application and the network

	Presentation 
	Negotiates data exchange formats

	Session 
	Allows users to establish connections using easily remembered names

	Transport 
	Provides end-to-end, reliable connections

	Network 
	Routes data through a large internetwork

	Data Link 
	Determines access to the network media

	Physical 
	Transforms data into bits that are transmitted across the physical media


This multi-layer protocol model is usually called a “protocol stack”, since it consists of a number of layers stacked on top of each other.  At the sending PC, the user’s application “talks to” the Application layer, which then talks to the Presentation layer, etc., until the data (in the form of bits) is sent across the media by the Physical layer.  On the receiving end, the Physical layer receives the data (in bits), and then sends the data through the various layers until the Application layer communicates with the receiving user’s application.  The data at each layer is in a different format and is called by different names, as shown below:

	Layer
	Data format

	Application 
	Messages

	Presentation 
	Packets

	Session 
	Packets

	Transport 
	Datagrams and segments

	Network 
	Datagrams

	Data Link 
	Frames

	Physical 
	Bits


It should be noted that the term “packets” is also commonly used to describe data at any of the seven layers.

Layer 1:  The Physical Layer.  
The basic function of the Physical layer is to send bits over the physical media.  The Physical layer is also responsible for assuring that data is read the same way at the destination as it was sent from the source.  The Physical layer specifies the mechanical, electrical, and functional means to establish and maintain network connections.  In summary, this layer performs the following functions:

· Transmits data (in the form of bits) across the physical media

· Specifies requirements for how transmissions occur

· Makes sure that data transmission is compatible with other devices

Layer 2:  The Data Link Layer.

The basic function of the Data Link layer is to provide a reliable method of transmitting data across the physical media.  The Data Link layer breaks the data into frames, transmits the frames sequentially, and then processes acknowledgement transmissions from the receiver.  The Data Link layer consists of two sublayers, called the Media Access Control (MAC) sublayer and the Logical Link Control (LLC) sublayer.  Schematically, the LLC sublayer sits on top of the MAC sublayer.  

The MAC sublayer of the Data Link layer is responsible for physical addressing and access to the network media.  The MAC address on a network interface card is accessed at this sublayer.  Since only one PC can access the physical media on a LAN at a time, the MAC sublayer must provide access management.  There are three aspects to managing access control to the media:

· Addressing.  Every device on the network has a unique address (the MAC address).

· Contention.  If two devices transmit data at the same time a “collision” will occur, resulting in corruption of the data transmission.  Devices using contention-based networking will first “listen” to the network to see if any other devices are already transmitting data, and if not, will then transmit.  The most common form of contention-based networking is called CSMA/CD (short for Carrier Sense Multiple Access/Collision Detection).  This method is used by the Ethernet standard, which will be discussed later.   

· Deterministic.  In a deterministic network, PCs can only transmit data in a specific order.  The most common form of this is called token passing, found in token ring networks.  

The LLC sublayer of the Data Link layer is responsible for establishing and maintaining data link connections between network devices.  In this, it is responsible for flow control and error correction at this layer.  The LLC can support both connection-oriented and connectionless communications.  Error control at the LLC sublayer is implemented using cyclic redundancy checks (CRCs) and checksums.  CRCs are used to detect transmission errors by first calculating a CRC number (a checksum) using a specific algorithm, and then sending this number with the message to the recipient, who then performs the same calculation to assure that the message was transmitted without error.

Layer 3:  The Network Layer.

The Network layer is responsible for routing information from one network device to another network device.  This layer determines the path to be taken for devices residing on other networks.  Connections between devices at the Network layer are considered connectionless, because no connection is established or maintained at this layer.  When data is sent, it is assumed that the data arrived properly unless a retransmission is requested by the recipient.  At the Network layer, data is converted into packets for transmission.  Thus, the Network layer’s function is to get packets through the network in the best possible way.  The Network layer uses network addresses vs. MAC addresses (more about this later).

Basically, the Network layer accepts messages from the source device, converts the messages to packets, and makes sure the packets are directed toward the destination device.  In order to find the best route a packet should take through the network, the Network layer must find out if the destination device is on the same network as the sending device or on another network.  If the destination device is on the same network, the route for the packets is fairly simple.  However, if the destination device is on another network, then the Network layer must decide where to send the packets in order for them to reach their final destination.  The Network layer will use switching, routing, and addressing to find the best route for the packets.

· Switching describes how data is forwarded across connected networks.  There are three basic forms of switching:

· Circuit switching establishes a dedicated connection between two communicating devices and sends all data across this connection.

· Message switching does not establish a dedicated connection, but sends the entire message as a whole across the network (sometimes called store-and-forward).

· Packet switching breaks the message into packets and sends each packet across the network independently.  The packets are then re-assembled at the destination.

· Routing determines the actual path the data will take across the network.  Routing tables are established and maintained to show the shortest routes between networks.  Routing can be done in two ways:

· Static routing uses routing tables established and maintained manually by network administrators.

· Dynamic routing uses automated methods to define routing paths.

· Addressing involves correlating the physical (MAC) address and the network (IP) address of a device.

Layer 4:  The Transport Layer

The Transport layer takes information from the next-higher layer (Session), breaks it up into manageable pieces, passes these pieces to the Network layer, and finally checks to make sure the pieces of information arrive at the destination successfully.  At the destination, the Transport layer puts the pieces of information back together in their original order.  The Transport layer operates in a connection-oriented mode, meaning that programs on the sending and destination devices actually establish a connection and conduct a dialog.  

Layer 5:  The Session Layer

The Session layer allows for a “session” to be established between the sending and receiving devices.  The Session layer uses remote addresses to establish connections between devices (more about addressing later).  Sessions can take one of these forms:

· Full-duplex:  Full, two-way simultaneous communication.

· Simplex:  One-way communication.

· Half-duplex:  Two-way non-simultaneous communication, with data only traveling one direction at a time.

Layer 6:  The Presentation Layer

The Presentation layer negotiates and establishes the format in which data will be exchanged between two devices (basically, it determines how data will be “presented”).  The Presentation layer handles character set and numeric translations, performs data compression, and is responsible for encryption.  

Layer 7:  The Application Layer

The Application layer is the top layer in the OSI model.  This layer provides the interface between the user’s application and the network.  Basically, any network service requested by a user’s application is provided through this layer, such as sending email, file transfer, etc.  

Summary.  The following table summarizes the functions of the seven layers in the OSI model:

	Layer 1:  Physical
	Concerned with the transmission of unstructured bit streams over the physical media.

	Layer 2:  Data Link
	Provides for reliable transfer of data across the physical media; sends blocks of data, called frames, with the required synchronization, error control, and flow control.

	Layer 3:  Network
	Provides the upper four layers with independence from the data transmission technologies used to connect devices; responsible for establishing & maintaining connections across networks.

	Layer 4:  Transport
	Provides reliable transfer of data between devices; also provides end-to-end error recovery and flow control.

	Layer 5:  Session
	Provides the control structure for communication between applications; establishes & manages connections, called sessions, between applications.

	Layer 6:  Presentation
	Performs data transformations, compression, encryption.

	Layer 7:  Application
	Provides application interface to the network.


Example.  In this example, a user on device #1 wishes to conduct a “chat” with a user on device #2.  The following steps would occur:

1. The user on device #1 enters the message to be transmitted into the chat application. 

2. The Application layer accepts the message and passes it on to the Presentation layer.

3. The Presentation layer translates into a standard format and encrypts the message, which is then passed to the Session layer.

4. The Session layer establishes the “session”, deciding on full-duplex as a session type.  The message is then passed to the Transport layer.

5. The Transport layer packages the message into segments.  The recipient’s name is “resolved” into a corresponding IP address (more about this later).  Finally, checksums are added for error checking.  The segments are then passed on to the Network layer.

6. The Network layer packages the data as datagrams.  Since the IP address is on a remote network, routing must be performed (again, more later).  The data is then sent on to the Data Link layer.

7. The Data Link layer then packages the message into frames.  The physical address of the recipient device (or an intermediate device) is resolved into a MAC address (once again, more later).  The access type for the network is determined (in this case, Ethernet).  The data is then passed on to the Physical layer.

8. The Physical layer packages the data into bits and sends the bits from the network adapter across the physical media.  

9. At the receiving device, the opposite sequence occurs, until the chat application on device #2 receives the message entered on device #1.  

Protocols.  A protocol specifies how computers on a network communicate with each other.  Most modern protocols are really protocol suites, meaning that they consist of several specific protocols arranged in a stack (similar to the OSI model).  Each specific protocol usually controls one aspect of communications between devices, such as file transfer, routing, etc.  Some of the most common protocol suites in use today are TCP/IP, IPX/SPX, and NetBEUI.  Later in this handout we will cover some of these protocol suites and map them to the OSI model.

Protocols can be categorized as routable and non-routable.  A routable protocol is one which can communicate across a router (duh!), making it possible to use such a protocol to communicate between a number of networks.  A non-routable protocol, therefore, is one which cannot communicate across a router (more about routers, bridges, hubs, etc. later).  However, given their lower overhead, non-routable protocols are usually faster and provide better transfer speeds.

Likewise, protocols can be categorized as connection-oriented and connectionless.  A connection-oriented protocol would be used to make sure that data arrives at its destination, and would use acknowledgements to do so.  Connectionless protocols do not provide this assurance; however, they are generally faster due to lower overhead.  Connectionless protocols are most commonly used for broadcast-type messages and where high speed is essential, such as with video data.

The TCP/IP Protocol Suite.  TCP/IP stands for Transmission Control Program/Internet Protocol.  TCP/IP is a very common suite of industry-standard protocols.  TCP/IP consists of four layers, as described below:

· Network Access Layer.  This layer corresponds to the OSI Physical and Data Link layers.  

· Internet Layer.  This layer corresponds to the OSI Network layer.

· Host-to-Host Layer.  This layer corresponds to the OSI Transport layer.

· Process/Application Layer.  This layer corresponds with the OSI Session, Presentation, and Application layers.

In TCP/IP, addressing is done as follows.  Every device has a physical (or hardware) address on the network adapter (called the MAC address).  In addition, every device on the network has a logical address which is assigned either by the network administrator (manually) or automatically by the network itself.  This logical address is called the IP address.  An IP address consists of four 1-byte numbers separated by periods (in the format xxx.xxx.xxx.xxx).  IP addresses are categorized into three classes, as follows:

· Class A addresses use the first byte for the network address and the last three bytes for the device address.

· Class B addresses use the first two bytes for the network address and the last two bytes for the device address.

· Class C addresses (the most common) use the first three bytes for the network address and the last byte for the device address.

The major protocols in the TCP/IP suite are:

· Internet Protocol (IP) – this is a connectionless protocol operating at the OSI Internet layer (and thus at the OSI Network layer).  The function of IP is to address and route packets through the network, and to break messages into fragments to be transmitted.  Each packet (also called a datagram) has the data itself plus an IP header.  The IP header contains the source device address and the destination device address as well as other information.  

· Transmission Control Protocol (TCP) – this is a connection-oriented protocol that operates at the TCP/IP Host-to-Host layer (and thus at the OSI Transport layer).  TCP creates and maintains connections (virtual connections) between two communicating devices (sometimes called nodes or hosts).  TCP adds its own header to each IP packet.  The TCP header contains such information as flow control, sequencing, and error checking.  Connections between communicating devices are implemented using “ports” on each device.  A port is a logical “mailbox” on each device used for TCP connections.  

· User Datagram Protocol (UDP) – this is similar to TCP except that it uses connectionless communications.  UDP is useful when the overhead of TCP is not desired.

· Address Resolution Protocol (ARP) – this is used to resolve IP and MAC addresses.  ARP maintains a list of IP/MAC addresses, and when an IP address is found with no corresponding MAC address, ARP will send out a discovery packet to the network.  The device with the designated IP address will respond with its MAC address.  (Actually, this is a little simplified.)  ARP operates at the TCP/IP Internet layer, corresponding to the OSI Network layer.

· Domain Name System (DNS) – this converts a user-understandable name, such as bubba@barbeque.com, to an IP address.  DNS operates at the TCP/IP Host-to-Host layer, and thus at the OSI Transport layer.

· File Transfer Protocol (FTP) – this is a commonly-used protocol for transferring files from one device to another.  FTP operates at the TCP/IP Process/Application layer.  

· Simple Mail Transfer Protocol (SMTP) – this is responsible for making sure that email is delivered between servers.  It does not handle delivery of email to client devices.  SMTP operates at the TCP/IP Process/Application layer.

· Dynamic Host Configuration Protocol (DHCP) – this powerful protocol can assign IP addresses on a network automatically when each device logs on to the network.  The DHCP server is given a range of IP addresses by the network administrator, and assigns these addresses to each device at log on time.  DHCP operates at the TCP/IP Process/Application layer.

· Telnet – this allows a user to log in remotely to another computer and run applications on the remote computer.  Telnet operates at the TCP/IP Process/Application layer.

· Network File System (NFS) – this is an advanced method of sharing files and disk drives with some advantages over FTP and Telnet.  NFS operates at the TCP/IP Process/Application layer.

The IPX/SPX Protocol Suite.  IPX/SPX stands for Internetwork Packet Exchange/Sequenced Packet Exchange.  IPX/SPX was developed by Novell as a server-based protocol suite (whereas TCP/IP has certain peer-to-peer functions).  

NetBEUI.  NetBEUI (NetBEUI Extended Interface) is a small, fast protocol used in Microsoft networks.  However, a major drawback of NetBEUI is that it is non-routable.  

Handout #3:  Network Media

This handout will cover network adapters and transmission media.

Network Adapters.  A network adapter, or network interface card (NIC), has the function of moving data from a computer to the transmission media (usually wiring).  The network adapter transforms computer-readable data (bits) into signals which can be transmitted across the media to the destination, and on the receiving end, the network adapter will transform the signal back into computer-readable data.  Network adapters work at the OSI Data Link layer, providing the MAC and LLC sublayer functions.  The circuitry on the network adapter which does the transformation of data from bits to a signal is called a transceiver.  Most network adapters use built-in, or on-board, transceivers; some cards, however, connect to external transceivers.  Basically, the transceiver will convert the data (bits) into a signal suitable for the transmission media being used.  Thus, different media types (coax, twisted pair, fiber, wireless) will require transceivers to match their specific signal requirements.

Before it can be used effectively, a network adapters must be configured to the physical device into which it is installed.  Most network adapters require some or all of the following parameters to be configured:

· IRQ – interrupt request

· I/O address

· Shared memory address

· DMA – direct memory access

Interrupt request (IRQ):  An IRQ is an assigned value that a device sends to the computer’s CPU to interrupt the CPU’s processing when it needs to send data.  Each device in a computer must have a unique IRQ or a conflict will arise.  Some devices are already assigned IRQ settings when a computer is built; others are available for expansion devices.  The following table shows the standard (or, more accurately, common) usage of IRQ settings in most computers:

	IRQ Setting
	Usage

	0
	System timer

	1
	Keyboard

	2
	Cascade IRQ controller or

Video adapter

	3
	COM2 & COM4

	4
	COM1 & COM3

	5
	LPT2

	6
	Floppy disk controller

	7
	LPT1

	8
	Real-time clock

	9
	Cascade from IRQ 2

	10
	Unassigned (often used by SCSI controllers)

	11
	Unassigned

	12
	PS/2 style mouse

	13
	Math coprocessor

	14
	Primary hard drive controller (typically an IDE drive)

	15
	Secondary hard drive controller (if needed)


I/O Address:  A network adapter will use an IRQ to interrupt the CPU.  It also needs a method for communicating with the main circuit board of the computer.  This is usually accomplished by assigning a specific I/O address, or port number, to be used by the adapter.  Certain I/O addresses are already assigned (see table below), so they cannot be used by the network adapter.  For example, using the table below, a network adapter could not use address 0x3B0, but addresses 0x300 and 0x330 are available.

	I/O Address (Port Number)
	Usage

	0x200
	Game controller

	0x230
	Bus mouse

	0x270
	LPT3

	0x2F8
	COM2

	0x370
	LPT2

	0x3B0
	LPT1

	0x3F8
	COM1


Shared Memory Address:  This is an option to using I/O addresses.  With this approach, the network adapter and software driver (more on these later) use a shared RAM address in high memory for communications.  This method is slower than using the I/O address method.  When using shared memory addressing, it is critical to use an unassigned memory range to avoid conflicts.

Direct Memory Access (DMA):  DMA allows the network adapter to communicate directly with the computer’s memory without using the CPU.  When using DMA, it is important to make sure to select a free DMA channel (one not already in use).

The basic idea with the previous discussion is to select and IRQ which is not already in use, and then to provide either and I/O address, a shared memory address, or a DMA channel which is also not in use.  Once the IRQ and I/O address (or shared memory address or DMA) have been selected, then the network adapter must be configured to recognize them.  Basically, the network adapter must be “told” which IRQ and I/O address to use.  In the past, this was accomplished with jumpers and/or DIP switches.  However, most modern network adapters use software to perform this configuration.  When installed in a “Plug-&-Play” system, the computer and the network adapter will conduct a dialog during system boot-up to select and assign the IRQ and I/O address values to the adapter.  If the system is not “Plug-&-Play”, then the user must use the software supplied with the adapter to perform the configuration manually.  

Once the adapter has been configured, it must be interfaced to the computer.  This usually means installing the software driver.  The purpose of the driver is to interface between the computer’s operating system and the network adapter card.

There are two standards for network adapter drivers:  NDIS and ODI.  NDIS, or Network Device Interface Specification, was developed by Microsoft and IBM.  The primary purpose of these standards is to allow third-party vendors to develop NIC drivers that will work with Microsoft and/or Novell network operating systems.  The other important purpose of these standards is to allow the use of multiple protocols and multiple network interface cards (NICs) at the same time.  The process of connecting a protocol to a network card is called “binding”.  

NDIS is typically associated with Microsoft-based networks.  It allows for multiple NDIS-compliant network interface cards to be bound to one protocol stack, or for multiple protocols to be bound to a single NIC, or for multiple NICs to be bound to multiple protocols.  ODI was developed by Novell as its implementation of NDIS.  ODI is used by Novell’s NetWare suite of products and provides similar functionality to NDIS.  Basically, ODI allows for Novell’s protocol suite (IPX/SPX), as well as Microsoft’s implementation of IPX called NWLINK, to be bound to multiple NIC drivers.  

Network adapters have several architectures, including the following:

· Industry Standard Architecture (ISA) – this is an older, slower standard developed by IBM for the original PC

· MicroChannel Architecture (MCA) – this is a newer IBM standards developed primarily for their proprietary architectures

· Extended Industry Standard Architecture (EISA) – this is a newer open standard designed to extend the ISA standard

· Video Electronic Standards Association (VESA) – originally designed for video cards, this standard extends ISA at a lower cost than EISA but with some significant drawbacks (for example, lack of motherboards supporting the VESA standard)

· Peripheral Component Interface (PCI) – this is a new standard providing higher speed but without backward compatibility

· Personal Computer Memory Card International Association (PCMCIA) – this small, credit-card sized standard is used primarily with laptop computers

Once the network adapter is configured and interfaced, it can be connected to the network.  As will be discussed later, there are a number of different types of transmission media, each requiring a different type of connection.  The more common connectors are:

· BNC connector – used for thin Ethernet coaxial cable and the older ARCNET

· RJ-45 connector – used for twisted pair cable

· DIX connector – used for thick Ethernet coaxial cable (an older standard)

· AUI connector – actually a renamed DIX connector, mostly used for external transceivers

There are two basic categories of transmission media:  bounded, or those using some sort of physical connection, and unbounded, or those using wireless connections.  

The three primary types of bounded media are:

· Coaxial cable

· Twisted pair cable

· Fiber optic cable

Data transmission across coaxial cable and twisted pair cable utilizes electrical impulses; data transmission across fiber optic cable uses light impulses.  

Electrical properties important for cable:

· Resistance – when electricity moves through wiring it meets resistance.  When resistance is met, the energy is converted to heat, and signal strength is lost.  Resistance applies to direct current (DC).

· Impedance – this is similar to resistance, but occurs with alternating current (AC).

· Noise – this refers to interference from external sources.  Noise can be caused by radio interference (RFI) or electromagnetic interference (EMI).  Common causes of noise include motors, transformers, fluorescent lighting, and power taken directly from the power company.

· Attenuation – this refers to the “fading” of an electrical signal over a distance.  

· Cross-talk – this refers to “leakage” of the signal on one cable into another by an electrical field.

Coaxial cable:   Coaxial cable, or coax, consists of a center conductor (either solid or stranded) wire embedded within a nonconductive material, which is surrounded by an outer conductor made of metal mesh. The outer mesh is then covered by a protective jacket.  The outer conductor serves to shield the inner conductor from EMI.  Coax cable is categorized by gauge and impedance.  Gauge is used to measure the thickness of the cable, and is expressed in an RG (Radio-Grade) number.  The higher the RG number, the thinner the central core, and vice versa.  Impedance is measured in Ohms.  Basically, every device attaching to the cable should use the same impedance.  To connect two or more computers on a coaxial network, each computer’s network interface card is connected to the coaxial cable (using “T” connectors), and the ends of the cable are terminated (using Terminators).  Common forms of coaxial standards include:

· 50-ohm RG-7 or RG-11 – used for thick Ethernet networks

· 50-ohm RG-58 – used for thin Ethernet networks

· 75-ohm RG-59 – used for cable television

· 93-ohm RG-62 – used for ARCNET networks

Characteristics of coaxial cable are:

· low cable costs

· easy to install

· capacity up to 10 Mbps

· Medium attenuation

· Medium immunity to EMI

The primary disadvantage of coaxial cable is that a single failure in the cable can disrupt an entire network.

Twisted-pair cable.  Twisted-pair cable is the most common form of cable used today for implementing data communication networks.  This type of cable consists of pairs of copper wire (either stranded or solid), each protected by a plastic-like coating, and twisted around each other.  The twisting of the pairs of cable helps to reduce EMI and crosstalk.  There are two basic types of twisted-pair cable:

· Unshielded twisted-pair, or UTP
· Shielded twisted-pair, or STP
Unshielded twisted-pair cable, or UTP, is more common than STP.  It can be used for voice transmission or data transmission.  The impedance of UTP is 100 ohms.  There are five categories of UTP:

· Category 1 UTP – normally used for telephones
· Category 2 UTP – used for low-speed (up to 4 Mbps) data networks
· Category 3 UTP – used for Ethernet networks up to 10 Mbps (theoretically up to 16 Mbps)
· Category 4 UTP – used for networks needing up to 20 Mbps
· Category 5 UTP – used for high-speed networks (up to 100 Mbps)
The most common form of UTP being installed today is Category 5.  RJ-45 connectors are used to connect the cable to the network adapter interface.  In order to connect two or more computers on a Category 5 UTP network, each computer is connected to a central “hub”.  UTP cable has two primary drawbacks.  First, it is fairly susceptible to EMI.  Second, it is limited to fairly short distances (approximately 100 meters) due to high attenuation.  Advantages of UTP include low cost, easy installation, and high speed capacity.

Shielded twisted-pair (STP) is used mostly in token ring implementations.  It is shielded, thus providing increased EMI protection over UTP.  STP has higher capacity than UTP, the same attenuation issues, and his more costly.  

Fiber-optic cable.  While coax, UTP, and STP use metal wires and electrical transmission, fiber-optic cable uses strands of glass over which light is transmitted.  The central glass core of fiber-optic cable is surrounded by a reflective material, called cladding.  Since it does not use electricity to transmit data, fiber-optic cable is immune to EMI.  Also, due to its use of light, there is generally no attenuation problem with fiber-optic cable.  There are two basic types of fiber-optic cable:

· Single-mode – only allows one light path through the cable

· Multi-mode – allows several light paths through the cable

Single mode cable is faster and will cover longer distances, but is more expensive.  The characteristics of fiber-optic cable are:

· Very high speed (up to 2Gbps and more)

· No EMI interference

· Very low attenuation

· Very expensive

· Very difficult (and expensive) to install

Unbounded Media.  Unbounded media (usually called wireless media) does not use a physical connection between devices.  Rather, data is transmitted between devices through the air.  There are three primary types of wireless (OK, unbounded) media:

· Radio waves

· Microwave

· Infrared

Radio waves.  Radio waves use RF transmitters and receivers to send and receive data.  There are three categories of radio wave transmissions:

· Low power, single frequency – usually operates in a 20-25 meter distance.  Fairly inexpensive, useful in a single office geography where wiring is not feasible.  EMI can pose a significant problem for this type of wireless transmission.  Attenuation is also a major problem due to the low power used.  Bandwidth capacity is usually 1Mbps to 10Mbps up to 25 meters.

· High power, single frequency – used for longer distances.  Very useful for mobile workforces.  Subject to EMI interference, but attenuation is not a major problem.  Costs are significantly higher than for low power option.  Bandwidth is 1Mbps to 10Mbps, suitable for long distances.

· Spread spectrum – uses several frequencies at once to provide EMI-resistant transmissions.  Cost is similar to high power/single frequency option.  Transmission bandwidth is 2mbps to 6Mbps.  Attenuation is a major problem.  This option is suitable in high-EMI locations where the low power option is not feasible.

Microwaves.  Microwaves travel at higher frequencies than radio waves.  They also provide better throughput than radio waves.  However, microwaves require line-of-sight connection between sender and receiver.  There are two basic types of microwaves:

· Terrestrial microwave – transmits signals across a few miles between sender and receiver.  A clear line of sight is required.  Costs are moderate, installation is relatively difficult.  Bandwidth is 1Mbps to 10Mbps.  Attenuation is variable, depending upon distance and conditions.  EMI resistance is usually not a problem.  Atmospheric conditions as well as obstacles, such as trees, birds, etc., can be a major problem.

· Satellite microwave – transmits signals from base stations to satellites and back to base stations.  Very high cost, very difficult and complex installation (try launching a satellite), capacity of 1Mbps to 10Mbps, attenuation is variable based on conditions, and EMI does not pose a major problem.

Infrared.  Infrared technology uses infrared light to transmit signals.  Infrared is immune to EMI, with attenuation variable depending on conditions.  This technology is fairly low in cost and fairly simple to install.  Obstacles to the light transmission can keep it from reaching the destination.  There are two basic flavors of infrared technology:

· Point-to-point – uses focused light beams.  Capacity is 100Kbps to 16Mbps.  Cost can be higher depending on the complexity of the installation and the amount of data to be transmitted.  

· Broadcast – uses a spread signal broadcast in all directions.  This reduces the problem of obstacles and allows multiple receivers.  Capacity is up to 1Mbps.

Handout #4 – Network Topologies and Designs

The word topology is used to designate the way computers are connected on a network.  It is important to distinguish between the logical topology and the physical topology.  The logical topology identifies the “logical” design of a network, whereas the physical topology describes the actual implementation of the logical design.  This handout will cover both topics.

Logical topology.  A local area network will typically be one of the following four logical topologies:  star, bus, ring, mesh.

Star.  This topology consists of PCs (or nodes or hosts or devices....) each connected to a central device with a separate cable.  The central device is typically called a hub (more on hubs later).    Each PC contains a network adapter (NIC) which is connected to a port on the hub using the appropriate cable.  When a PC needs to transmit data, it simply sends the message across the cable.  The message is then handled by the hub and passed on to the other PCs on the network (unless switching is being performed – see below).  A star network is fairly reliable, since a failure in any PC or cable will only affect that PC.  Of course, if the hub fails, the entire network is affected.  Expanding a star network is also relatively easy as long as the hub contains one or more empty ports.  If the hub is full, it is usually possible to add another hub, basically “daisy-chaining” the hubs together.  It is also possible to replace the hub with one having more ports.  There are three basic types of hubs:

· Passive hubs simply provide a central connection for the computers on the network but do not perform any other functions.

· Active hubs provide a central connection and also regenerate signals sent across it.  This “repeater” function allows the distance between PCs on the network to be increased.  (More about this later).  

· Switched hubs perform the same functions as active hubs and also provide the ability to route (or switch) messages directly to the receiving device, thus reducing traffic on the network.  (More about these later also).

Characteristics of a star topology include:

· Fairly inexpensive to purchase and install

· Easy to install, maintain, and troubleshoot

· Hubs can support multiple types of cables

· Require more cable than some network topologies since each PC has a dedicated cable leading to the hub

· Failure of the hub will take down the entire network

Bus.  A bus topology consists of a single cable (the “bus”) with all PCs connected directly to this cable.  Connection to the cable is usually accomplished with a “T” connector (more later....), and each end of the cable must be terminated properly.  If a PC wants to transmit data on the bus, it must first determine if the bus is already in use.  If not, then it can send the message.  Each PC on the bus receives the message and determines if the message is meant for that PC.  If not, the message is disregarded.  Termination is required to keep messages from being transmitted endlessly; terminators will stop a message and not pass it on.  Characteristics of a bus network include:

· Easy to install

· Inexpensive

· Easy to extend – just remove the terminator, add a length of cable, add a PC, and put the terminator back on

· Attenuation can be a problem if the network grows too long

· Can  be difficult to troubleshoot

Ring.  A ring topology is similar to a bus topology, but with the ends of the bus connected.  However, ring networks perform data transmission in a very unique way.  Data typically flows around a ring network in one direction.  Ring networks typically use a token to control data transmission.  The token is passed from PC to PC around the network.  When a PC has control of the token, it can then send data (with the token) around the ring.  The signal (token and message) are then sent to each PC on the ring until they reach the receiving PC.  Note that each PC on the ring regenerates the signal.  The receiving PC can then use the token to transmit data.  If a PC receives the token and does not need to transmit data, the token is passed to the next PC on the network.  Characteristics of a ring topology include:

· A very orderly network with no problems of collision or contention

· Good performance even under heavy transmission loads

· Less problem with attenuation due to signal retransmission

· If a PC or cable malfunctions, this can cause a problem for the entire network

· Adding or removing PCs can affect the entire network

Mesh.  A mesh network topology consists of connections between some or all of the individual PCs on the network.  It provides the highest degree of fault tolerance, but isn’t really practical to implement in most situations.  Characteristics include:

· High level of fault tolerance

· Fairly easy to troubleshoot

· Very difficult to install and maintain

· Extremely high costs

Physical topology.  There are several physical implementations of the logical LAN topologies discussed earlier in this handout.  The following common physical topologies will be described in the following discussion:  Ethernet, Token Ring, ARCNET, FDDI.

Ethernet.  This is the most common form of physical implementation of local area networks.  Ethernet is based on the IEEE Ethernet 802.3 standard.  This is an open standard for networks originally developed by Intel, Digital Equipment Corporation, and Xerox.  Ethernet can use a variety of cable types, each having its own characteristics relative to distance, speed, etc.  Ethernet provides a flexible standard utilizing a variety of equipment and cable types.  Some of the Ethernet implementations (10Base-2, 10Base-T) are fairly inexpensive and easy to install.  Transmission speed on Ethernet is usually 10Mbps or 100Mbps.  An Ethernet network is fairly easy to expand, but can suffer significant performance problems under heavy loads.  This handout will describe the following Ethernet implementations:  10Base-5, 10Base-2, 10-Base-T, 10Base-FL, and Fast Ethernet.

· 10Base-5.  This is the original Ethernet standard implementation.  It is often called “thick Ethernet” because it uses thick coaxial cable (RG-8).  This implementation of Ethernet uses external transceivers connected to each PC.  The transceivers are then connected to the Ethernet bus cable using “vampire clamps”.  This standard is not used as much as it was in the past.  Characteristics of 10Base-5 include:

· topology:  bus

· cable type:  thick coaxial cable (50-ohm, RG-8)

· speed:  10Mbps

· media access method:  CSMA/CD

· 10Base-2.  This is a newer implementation of Ethernet using thinner cable, called “thin Ethernet” (RG-58), and internal transceivers (built in to the NIC).  On a 10Base-2 network, PCs contain a NIC which has its own transceiver.  The transceiver is attached to the main network bus with a T-connector.  Each end of the bus cable is terminated.  This is a very common implementation of Ethernet, using flexible cable and fairly inexpensive parts.  Characteristics of 10Base-2 include: 

· topology:  bus

· cable type:  thin coaxial cable (50-ohm RG-58)

· speed:  10Mbps

· media access method:  CSMA/CD

· 10Base-T.  This implementation of Ethernet uses unshielded twisted-pair (UTP) cable and central hubs.  Each PC contains a network interface card (NIC) which is attached to a hub port using UTP and RG-45 connectors.  Note that UTP categories 3, 4, or 5 may be used.  In most implementations today, UPT category 5 cable is used due to its higher capacity.  A PC must be within 100 meters of the hub.  This is a very common Ethernet implementation, due primarily to the low costs, ease of installation, and the benefits of a star topology.  Characteristics of 10Base-T include: 

· topology:  star

· cable type:  category 3,4,5 UTP

· speed:  10Mbps (or 100 Mbps if category 5 cable and 100Mbps hubs are used)

· media access method:  CSMA/CD

· 10Base-FL.  This implementation uses fiber-optic technology operating at 10Mbps.  A star configuration is used.  Since fiber-optic cable does not suffer from attenuation like UTP, PCs can be up to 2,000 meters from a hub.  Characteristics of 10Base-FL include: 

· topology:  star

· cable type:  fiber-optic cable

· speed:  10Mbps (per the standard)

· media access method:  CSMA/CD

· Fast Ethernet.  This is a new standard operating at either 10Mbps or 100Mpbs and using Category 5 UTP or fiber-optic cabling.  (Note that one implementation of Fast Ethernet can use Category 3 UTP operating at 10Mbps).  Characteristics of Fast Ethernet include: 
· topology:  star

· cable type:  fiber-optic cable, Category 3-5 UTP

· speed:  10Mbps, 100Mbps

· media access method:  CSMA/CD
Token Ring.  Token Ring is based on the IEEE 802.5 standard developed primarily by IBM.  Token Ring is based on a ring logical topology, using token passing.  As mentioned earlier, this is a very orderly, well-managed model, and performs very well under heavy loads.  However, Token Ring is expensive to install, and has a more complex cabling design than Ethernet.  Token Ring is actually a logical ring implemented as a physical star network.  The central hub is called a Multistation Access Unit, or MAU.  A more sophisticated version of a MAU is the Controlled Access Unit, or CAU.  Finally, CAUs can be expanded using a Lobe Access Module, or LAM.  (Pretty cool acronyms, PCAs, huh?).  Token Ring can be implemented using shielded twisted-pair (STP), UTP, or fiber-optic cable.  Network speed is typically 4Mbps or 16Mbps.  When a Token Ring network is first activated, the first PC to become active is called the “active monitor”.  All other PCs are called “standby monitors” and could take over as an active monitor if necessary.  The active monitor PC creates the token and starts the process of identifying the devices attached to the network.  This identification is performed by having the active monitor send a token to its nearest PC neighbor, knows as the “nearest active upstream neighbor”, or NAUN.  The sending PC in this scenario is called the “nearest active downstream neighbor”, or NADN.  (more PCAs).  This keeps going until every PC has identified itself to all other PCs on the network.  Data transmission is performed by token passing, as described earlier in this handout.  Since token passing has higher overhead than CSMA/CD, a Token Ring network with a low load will not perform as well as an Ethernet network.  However, under heavy loads, Token Ring performance is in many cases superior to Ethernet.  Finally, Token Ring can be expensive and difficult to install and troubleshoot.  Characteristics of Token Ring include: 

· topology:  physical star, logical ring

· cable type:  UTP, STP, fiber optic

· speed:  4 Mbps or 16 Mbps

· media access method:  Token passing

ARCNET.  This is a older network implementation not used much in today’s world.  ARCNET uses token passing on a logical topology resembling a star and/or bus.  ARCNET can use hubs and either UTP or coaxial cable.  This is a simple and very mature technology which is inexpensive to install and maintain.  It can use several types of cable.  The major disadvantages to ARCNET are its low speed (2.5Mbps) and its limit of 255 nodes. Characteristics of ARCNET  include: 

· topology:  bus or star or a combination of bus and star

· cable type:  90-ohm, RG-62 coaxial cable, or UTP, or fiber optic

· speed:  2.5 Mbps (or 20Mbps for ARCNET Plus)

· media access method:  Token passing

FDDI.  FDDI stands for Fiber Distributed Data Interface.  This is a token-passing ring topology similar to Token Ring which runs on fiber-optic cable.  However, FDDI allows several PCs to transmit concurrently.  This is accomplished as follows.  In Token Ring, the PC with the token sends a message with the token on to the ring.  Then, in turn, each PC receives the token and message.  If the receiving PC is not the intended recipient, the token and message are retransmitted on the ring.  If the receiving PC is the intended recipient, the message is received and this PC can either send a message with the token or simply pass the token to the next PC on the ring.  In FDDI, a PC can transmit many messages (or frames) without waiting for the first message to make its way to the recipient.  When a PC is finished sending its message (or messages), the token is then passed to the next PC on the ring, who can also start transmitting.  This results in a constant stream of several messages circulating on the ring.  FDDI is a high-speed solution supporting 100Mbps transmission.  It uses fiber-optic cable, allowing for long distances (up to 200 km).  FDDI utilizes dual fiber rings, resulting in a very reliable network with fault tolerance.  Of course, this all carries a high price, and a single workstation can become a single point of failure for both rings.  Characteristics of FDDI include: 

· topology:  ring

· cable type:  fiber-optic cable

· speed:  100Mbps

· media access method:  Token passing

Handout #5:  Internetworking

Internetworking refers to connecting multiple networks, such as LANs, into one larger network, such as a WAN.  When PCs are attached to a LAN, they use a network interface card, or NIC, and the appropriate cable.  When LANs are connected, specialized devices such as repeaters, routers, bridges, hubs, and switches are used.  This handout will describe these devices and how they operate.

For all LAN implementations, there is a maximum distance specification.  LAN technologies are designed to operate within these specifications.  However, it is usually not satisfactory to implement an entire network within the specifications of the LAN implementation being utilized.  When a LAN has reached its length limits, another LAN is usually designed to support the additional PCs.  Then, the two LANs, or network segments, are connected using specialized internetworking technology.  

Repeaters.  A repeater is the simplest device which is used to connect two segments of a local area network.  Basically, a repeater connects two network segments, thus extending the length of the overall network.  A repeater regenerates the signal (that is, it amplifies and resends the signal), thus allowing the overall distance of the network to be expanded.  PCs on one network segment can then communicate with PCs on the other segment as if they were all attached to the same segment.  Repeaters can also convert the type of cable being used on the network from one type to another.  For example, one segment of an Ethernet network using UTP Category 5 cable could be connected to another Ethernet segment using thin coaxial cable through a repeater.  However, a repeater cannot connect two different types of networks, such as Ethernet and Token Ring.  Likewise, a repeater cannot be used to route traffic on a network.  Repeaters operate at the OSI Physical layer, and thus do not access network devices such as PCs by address.  

Bridges.  A bridge operates at the OSI Data Link layer, and thus can access network devices by the MAC addresses.  Like a repeater, a bridge can be used to connect two network segments, thus extended the network distance.  Bridges can also filter network traffic between the connected network segments.  For example, consider a network with two segments, A and B, connected using a bridge.  If a PC on segment A sends a message to another PC on segment A, the bridge will not send the message to segment B at all, but rather filter it to stay on segment A.  If a PC on segment A sends a message to a PC on segment B, then the bridge would allow the message to pass to segment B.  Bridges, like repeaters, can be used to connect different cabling types.  Special types of bridges, called translational bridges, can also connect different types of networks together.  

Disadvantages of bridges include increased processing overhead, increased cost, and the potential of broadcast storms.  A broadcast storm occurs when two network segments are connected with two different bridges (a fairly common situation).  Then, when a PC on one segment sends a broadcast message (a message meant for all network devices), each bridge on that segment will pass that message on to the other segment.  Then, the bridges will receive the message on the second segment and re-broadcast it back on the first segment, etc.  To help control broadcast storms, a special protocol has been developed called the Spanning Tree Protocol.  When a bridge is initialized on a network segment, this protocol will check for network loops and, finding one, will close it.  

The following discussion will provide more detail as to how a bridge actually works.  A bridge is actually similar to a single-purpose computer connected to both network segments.  As described earlier, a bridge will not forward a message, or frame, from one segment to another unless necessary.  Thus, messages between computers on the same segment will not cause the bridge to send the messages to the other network segment.  The function performed by a bridge in deciding whether to forward a message is called frame filtering.  (Note that broadcast messages are not filtered but sent on to the other segment automatically).  

Each message, or frame, sent across a network contains header information, including the physical (MAC) addresses of the sender and receiver.  A bridge will maintain a table of MAC addresses of the computers on both network segments.  This table is created and refined by the bridge (usually called “adaptive” or “learning”) whenever a message is sent on the network.  As each message is received, the bridge will extract the sender’s MAC address and note that this PC is on one of the network segments.  Then, as more messages are received, the bridge is able to develop a comprehensive list of MAC addresses for each segment.  In this way, when the bridge receives a message meant for a specific MAC address, the bridge can determine which segment to route the message to.  

Ethernet Hubs.  An Ethernet hub is a special form of repeater for UTP cable.  Sometimes these are called multi-port repeaters.  There are three categories of Ethernet hubs:

· Passive hubs – provide no signal regeneration.  Simply used to connect PCs. 

· Active hubs – provide regeneration of the signal.  These are used to connect PCs but do not provide any routing.

· Switches – these are actually multi-port bridges.  They connect the PCs, regenerate the signal, and provide filtering of traffic between the ports on the switch using the PC MAC addresses.  When used properly, switches can provide for rapid message transfer, because they essentially establish a dedicated connection between the sending and receiving device.

Passive and active hubs operate at the OSI Physical layer.  Switches operate at the OSI Data Link layer.

Modems.  A modem can also be used to connect LAN segments.  However, given the speed of telephone lines, the connection would be fairly slow compared to the other devices described in this handout.  Modems provide a low-cost solution which is fairly easy to set up and maintain, but a very low standard of service due to their slow transmission rate.

Multiplexors.  A multiplexor (or MUX for those in the know) is used to send multiple signals over one media.  The most common use of multiplexors on modern networks is where remote terminals connect to a central computer. 

Routers.  A router is a highly intelligent device operating at the OSI Network layer.  It can utilize either a device’s MAC address or its IP address to handle message routing.  Routers make intelligent decisions regarding the path a message should take through a network.  The segments of a network connected using routers are typically called subnets.  Routers keep track of the devices on each subnet by using “routing tables”.  Routers are very complex, requiring experienced (and usually expensive) personnel to set them up and maintain them.  Routers are also expensive, but in this case you generally get what you pay for.  The increased intelligence can also result in increased overhead, sometimes degrading network performance.  Finally, routers can also operate as bridges (sometimes called a “Brouter” or bridging router, thus letting them handle non-routable protocols such as NetBEUI.

There are two general types of routing tables:

· Static – these tables are established by the network engineer or adminstrator and do not change

· Dynamic – these tables are created and modified automatically by the router based on network conditions

Gateways.  A gateway is a special-purpose device designed to perform a specific function, such as some sort of protocol conversion or email conversion.  Gateways can operate at any of the OSI layers.   

