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COSC-5110 Final Exam

Please select the BEST answer for each question.  

1. Which of the following is a function of the OSI network layer?

a.
provide end-to-end, reliable connections

b. 
manage access to the network media

c. 
negotiate data exchange formats

d. 
route data through an internetwork

e. 
none of the above

2. Which of the following is a function of the OSI transport layer?

a.
provide end-to-end, reliable connections

b. 
manage access to the network media

c. 
negotiate data exchange formats

d. 
route data through an internetwork

e. 
none of the above

3. Which of the following is a function of the OSI data link layer?

a.
provide end-to-end, reliable connections

b. 
manage access to the network media

c. 
negotiate data exchange formats

d. 
route data through an internetwork

e. 
none of the above

4. Which of the following is a function of the OSI session layer?

a.
provide end-to-end, reliable connections

b. 
manage access to the network media

c. 
negotiate data exchange formats

d. 
route data through an internetwork

e. 
none of the above

5. Which of the following OSI layers are used to implement WAN internetworking technologies?

a.
All seven layers

b. 
Only the top three layers

c. 
Only the bottom three layers

d. 
Only the network, transport, and session layers

e. 
Only the physical layer

6. Which of the following is TRUE regarding how data is transmitted from one application to another application across a network?  

a. Each layer in the OSI stack will add its own “control information” to the data passed from the prior (higher) layer.

b. Control information can consist of headers and trailers.

c. Control information can contain, among other things, the sending and receiving addresses.

d. As data is passed upwards on the receiving end, control information is stripped off and used at the appropriate layer.

e. All of the above are true.

7. In the OSI model, the term “encapsulation” is used to refer to:

a. Packing all seven layers into on cohesive protocol stack.

b. Adding information units to data as it passes down the OSI stack.

c. When a lower OSI layer treats the data and control information passed from a higher layer as one logical piece of data.

d. Transforming data into bits for transmission across the media.

e. Nothing.  This is not an OSI layer term.

8. According to the notes used in class, which of the following is the correct name used to designate a unit of information at the OSI network layer?  

a.
frame

b. 
bits 

c. 
segment 

d. 
packet

e. 
message

9. According to the notes used in class, which of the following is the correct name used to designate a unit of information at the OSI data link layer?

a.
packet

b. 
frame

c. 
datagram

d. 
message

e. 
bits

10. Which of the following applications would MOST likely require connection-oriented communications?

a.
 transaction processing systems

b. 
 applications using broadcast messaging

c. 
 any applications which cannot tolerate transmission delays 

d. 
 any application requiring the transmission of large amounts of data

e. 
 none of the above

11. Computers connected to a LAN have which of the following types of addresses?

a. a physical address (or MAC address) recorded on the network adapter card which is understood at the physical layer, and a logical address (or IP address) which is understood at the data link layer

b. a physical address (or MAC address) recorded on the network adapter card which is understood at the physical layer, and a logical address (or IP address) which is understood at the network layer

c. a physical address (or MAC address) recorded on the network adapter card which is understood at the data link layer, and a logical address (or IP address) which is understood at the data link layer

d. a physical address (or MAC address) recorded on the network adapter card which is understood at the data link layer, and a logical address (or IP address) which is understood at the transport layer

e. a physical address (or MAC address) recorded on the network adapter card which is understood at the data link layer, and a logical address (or IP address) which is understood at the network layer 

12. The process of mapping logical network addresses (IP addresses) to physical addresses (MAC addresses) is called:

a.
encapsulation  

b. 
address routing

c. 
address resolution

d. 
address assignment

e. 
none of the above

13. How are logical network (IP) addresses assigned?

a.
Manually by the network administrator


b. 
Dynamically by a protocol

c. 
By the address encoded on the network adapter 

d. All of the above are correct

e. Only a. and b. are correct

14. Which of the following statements is TRUE regarding managing access to the network media?

a.
It is performed at the OSI physical layer

b. 
It can be either contention-based or deterministic

c. 
It is performed by the network administrator

d. 
It is performed by the router

e. 
It can be either static or dynamic

15. What is the highest OSI layer at which a repeater operates?

a.
physical

b. 
application

c. 
network

d. 
data link

e. 
transport

16. What is the highest OSI layer at which a bridge operates?

a.
application

b. 
physical

c. 
network

d. 
transport

e. 
data link

17. What is the highest OSI layer at which a router operates?

a.
physical

b. 
data link

c. 
network 

d. 
transport

e. 
application

18. What is the highest OSI layer at which an active Ethernet hub operates?

a.
physical

b. 
data link

c. 
network 

d. 
transport

e. 
session

19. What is the highest OSI layer at which an Ethernet switch operates?

a.
physical

b. 
application

c. 
network

d. 
transport

e. 
data link

20. Which of the following operations cannot be performed by a repeater?

a.
allowing a network to extend beyond its specified length

b. 
regeneration of the signal

c. 
connecting two different types of network cable

d. 
connecting two different types of networks (such as Ethernet and Token Ring)

e. 
all of the above can be performed by a repeater

21. Which of the following operations can be performed by a bridge but not by a repeater?

a.
connecting two different types of network cable

b. 
regeneration of a network signal

c. 
filtering messages between two network segments

d. 
connecting two network segments

e. 
all of the above can be performed by both a bridge and a repeater

22. Devices which store tables of MAC addresses and their related network segments are called:

a.
repeaters

b. 
hubs

c. 
bridges

d. 
all of the above

e. 
only b. and c.

23. With which of the following devices is the potential of a “broadcast storm” a problem?

a.
routers

b. 
hubs

c. 
bridges

d. 
only a. and b.

e. 
only a. and c.

24. A dedicated, leased line connecting two networks would be called which type of link:

a.
point-to-point

b. 
circuit switching

c. 
packet switching

d. 
connectionless

e. 
none of the above

25. When a dedicated physical circuit is established, maintained, and terminated through a carrier network for the duration of each communication session, this would be called which type of link:

a.
point-to-point

b. 
circuit switching

c. 
packet switching

d. 
connectionless

e. 
none of the above 
 

26. The type of bridges used in Ethernet implementations are called:

a.
transformational

b. 
translational

c. 
transparent

d. 
source-route

e. 
spanning-tree

27. The type of bridges used in Token Ring implementations are called:

a.
transformational

b. 
translational

c. 
transparent

d. 
source-route

e. 
spanning-tree

28. The type of bridges used to connect Ethernet and Token Ring networks are called:

a.
transformational

b. 
translational

c. 
transparent

d. source-route

e. This is not possible.  A bridge cannot connect two different types of networks.

29. The process of moving information across an internetwork from a source computer to a destination computer is called:

a.
switching

b. 
bridging

c. 
routing

d. 
both a. and c.

e. 
both b. and c.

30. Which of the following metrics would NOT be a good choice for programming a router?

a. path length (as assigned by the network administrator)

b. 
path length (as measured in meters)

c. 
bandwidth

d. 
communication cost

e. 
delay

31. How are routing decisions made?

a. According to a set of decisions pre-programmed into the router at the factory and which cannot be changed by the network administrator.

b. According to a set of static decisions programmed into the router by the network administrator.

c. According to a set of decisions dynamically maintained within the router based upon one or more metrics.

d. All of the above are true. 

e. Only b. and c. are true.

32. Which type of media access control is used with Ethernet?

a.
token passing

b. 
CSMA/CD

c. 
a combination of token passing and CSMA/CD

d. 
MAC address comparisons

e. 
both a. and b.

33. Which protocol within TCP/IP performs resolution of IP and MAC addresses?

a.
TCP

b. 
IP 

c. 
ARP

d. 
DHCP

e. 
DNS 

34. Which protocol within TCP/IP converts user-understandable names into IP addresses?

a.
TCP

b. 
ARP

c. 
IP

d. 
DHCP

e. 
DNS

35. Which protocol within TCP/IP is used to dynamically assign IP addresses to client devices?

a.
TCP

b. 
IP

c. 
DHCP 

d. 
DNS

e. 
ARP 

36. Which protocol within TCP/IP allows users to log in and run applications remotely on other computer systems?

a.
DHCP

b. 
DNS

c. 
Telnet

d. 
FTP

e. 
SMTP

37. Which protocol within TCP/IP provides for fast and efficient file transfers?

a.
DNS

b. 
TCP

c. 
Telnet

d. 
FTP

e. 
IP

38. Which of the following statements is NOT true regarding Gigabit Ethernet?

a. It can use fiber optic cable for media.

b. It can use special copper cable for media over very short distances.

c. It can support transmission speeds measured in billions of bits per second.

d. It is identical to standard Ethernet at OSI layers 1-7.

e. Its primary use is expected to be in constructing network “backbones”.

39. An IP address consists of:

a. A hard-coded address created when the network adapter was manufactured

b. An easily-understood name, such as coyote@roadrunner.com

c. A 32-bit address arranged into 4 bytes, such as 123.123.45.8



d. An Internet address used when logging on to the Web and which is assigned by your ISP

e. A unique number which can only be assigned to each PC by the network administrator

40. IP addresses can be:

a.
Class A

b. 
Class B

c. 
Class C

d. 
Any of the above 

e. 
None of the above

41. Which of the following is used to break a network address into subnet addresses?

a.
ARP
  

b. 
a bridge

c. 
the subnet mask

d. 
the MAC address

e. 
a router

42. Which of the following is used in TCP to allow a destination device to tell a sending device the size of a packet the destination device can accept in the next transmission?

a.
sliding window

b. 
bandwidth designation

c. 
subnet mask

d. 
packet size protocol (PSP)

e. 
none of the above

43. Network management consists of a number of conceptual areas.  Which of the following is NOT an area of network management?

a.
configuration management

b. 
security management

c. 
performance management

d. 
database management

e. 
accounting management

44. Which of the following aspects of network management is concerned with the detection, logging, and resolution of network problems?

a.
performance management

b. 
fault management

c. 
database management

d. 
accounting management

e. 
configuration management

45. Which of the following aspects of network management is concerned with the measurement of network utilization parameters in order to regulate users appropriately?

a.
utilization management

b. 
performance management

c. 
database management

d. 
configuration management

e. 
accounting management

46. When a computer outside your network uses a network address recognized as a trusted address by your network?

a.
man in the middle attack  

b. 
password attack

c. 
denial of service attack

d. 
address intermediation

e. 
IP spoofing

47. When your network is flooded with undesired network packets, you are having which of the following:

a.
IP spoofing attack

b. 
password attack

c. 
denial of service attack

d. 
man in the middle attack

e. 
virus attack

48. Which of the following is true concerning untrusted networks?

a. they are outside your security perimeter and thus are beyond your control

b. they are inside your security perimeter and have proven to be the source of virus attacks

c. they are outside your security perimeter and have proven to be the source of virus attacks

d. they are unknown to your security perimeter

e. they can be either inside or outside your security perimeter but have been proven to be the source of security attacks

49. Which technology is used to establish a security perimeter for your network?

a.
bridge

b. 
repeater

c. 
hub

d. 
firewall

e. 
specialized cabling

50. Which of the following is NOT true regarding human factors as they relate to network security?

a. Security measures which interfere with the use of systems will be resisted and possibly circumvented by users

b. Any user can potentially compromise system security

c. Passwords should make sense to users and should be easily remembered 

d. “Nonsense” passwords should be used whenever possible since they cannot be easily detected by intruders 

e. Many security procedures fail because their designers do not consider how users will react to them. 

