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COSC-5110 Midterm Exam

Select the BEST answer to each question and circle the letter for that answer on the answer sheet provided with this exam.

1. In a peer-to-peer network, who is responsible for security administration?

a.
the network administrator


b.
no one

c.
each individual user

d.
the network operating system manages security

e.
none of the above

2. Which network model has the following advantages:  Ease of backup, excellent security, very low cost, user autonomy.

a.
peer-to-peer

b.
server-based

c.
client/server

d.
both a. and b.

e.
none of the above

3. When a network uses share-level security, 

a.
Each user is responsible for administering his own user-id and password.

b.
Each user is responsible for administering access to the devices attached to his PC.

c.
Each user must get permission from the system administrator to change his password.

d.
The network can easily grow to several dozen users with no problem.

e.
The network is a server-based network.

4. Which of the following statements is NOT true?

a. A LAN is used to connect computers on a single floor of a building, while a WAN is used to connect computers in several buildings.

b. A LAN typically has higher data transfer speeds (per user) than a WAN.

c. A LAN typically costs more to install than a WAN.

d. A LAN can include computers in an entire building, and a WAN can include computers around the world.

e. A LAN typically has lower error rates than a WAN.

5. Which of the following statements is true regarding the OSI protocol model?

a.
it provides a framework for protocol development

b.
any protocol suite must contain seven layers

c.
each layer communicates with only the layer above it and the layer below it

d.
all of the above

e.
only a. and c.

6. The set of standards and rules which define how computers communicate with each other is called:

a.
a topology

b.
a stack or suite

c.
telecommunications

d.
a network architecture

e.
none of the above

7. Which OSI layer transforms data into bits that are sent across the physical media?

a.
application

b.
transport

c.
data link

d.
network

e.
physical

8. Which OSI layer provides end-to-end, reliable connections and routes data through a large internetwork?

a.
transport

b.
network

c.
data link

d.
session

e. None of the above

9. Which of the following statements is true regarding physical device addresses on a network?

a. Each node must have a unique physical address from all other nodes on its network

b. Each network must have a unique physical address from all other networks

c. A node can have more than one physical address

d. All of the above

e. Only a. and c.

10. Which of the following statements is true?

a. The data link layer understands physical device addresses on a network

b. The network layer understands logical addresses on a network

c. The session layer understands names on a network

d. All of the above are true

e. Only a. and b. are true

11. The data link layer has two sub-layers.  Which sub-layer is responsible for the physical addressing of the computer (using the address on the network adapter card) as well as managing access to the network media?

a.
logical link control

b.
transport

c.
network access control

d.
media access control

e.
the NIC

12. Which of the following is true?

a. Every network adapter card has a unique address hard-coded into it.  

b. When a new adapter card is installed into a PC, a unique address is configured into it when the PC first boots up.

c. The OSI model assigns unique addresses to network adapters.

d. There is no need for unique network addresses because this is taken care of by the network itself.

e. Network addresses are set up using jumpers, dip switches, or software, depending upon the network adapter itself.

13. When data is sent across a network, a unique number is sent with the data.  The receiving computer can use this number to determine if the data was correctly sent and received.  This number is called:

a.
a protocol check

b.
an algorithm

c.
a flow control

d.
a checksum

e.
a MAC address

14. The correct IEEE 802 standard for Ethernet is:

a.
802.1

b.
802.2

c.
802.3

d.
802.4

e.
802.5

15. The highest layer in the OSI model at which network adapters function is the _________ layer.

a.
physical

b.
data link

c.
network

d.
transport

e.
All 7 layers

16. How is a network adapter card set up and configured when it is installed?

a.
by using jumpers, dip switches, or software

b.
by making sure to use an unassigned IRQ setting

c.
by making sure to use an unassigned I/O address

d.
sometimes by using the software supplied with the adapter, and sometimes by plug-and-play

e.
All of the above

17. You have just purchased a new plug-and-play network adapter which can use IRQ settings 3,4,5.  Your computer has two printers (one using LPT1 and the other using LPT2).  You are using COM1 for your modem, and COM2 for a scanner.  You also have a secondary hard drive controller card installed to support your extra hard drive.  Which of the following is true?

a. The new card should work fine...just install it and let plug-and-play do the configuration.

b. You will have to use the software supplied with the card to set up the IRQ settings.

c. There is no way this card could ever work on your computer, regardless of what you do.

d. The card will work, but you’ll need to uninstall one of the printers or the scanner in order to use it.  Then, you will need to set up the card’s IRQ settings using the software supplied with the card.

e. The card will work, but you’ll need to uninstall one of the printers or the scanner in order to use it.  Then, you can install the card and let plug-and-play do the configuration.

18. You returned the network adapter card from the previous question to the store and exchanged it for another plug-and-play adapter card, which can use IRQ settings 3,4,5,11.  You still have the same computer.  Which of the following is true?

a. The new card should work fine...just install it and let plug-and-play do the configuration.

b. You will have to use the software supplied with the card to set up the IRQ settings.

c. There is no way this card could ever work on your computer, regardless of what you do.

d. The card will work, but you’ll need to uninstall one of the printers or the scanner in order to use it.  Then, you will need to set up the card’s IRQ settings using the software supplied with the card.

e. The card will work, but you’ll need to uninstall one of the printers or the scanner in order to use it.  Then, you can install the card and let plug-and-play do the configuration.

19. Which of the following I/O addresses would be good choices for a network adapter on a computer with a printer attached to LPT1 and a modem attached to COM1?

a. 0x2F8,0x300

b. 0x370

c.
0x300,0x3B0,0x3F8

d.
a. and b. only

e.
all of the above

20. You want to install a LAN at home.  You have the following computers:  a new laptop computer, a new desktop computer with two free PCI slots and two free EISA slots, and two old desktop computers each with one free EISA slot.  Which is the best approach to connect as many of your computers as possible?

a.
Install EISA network adapter cards for all three desktop computers to assure compatibility and leave the laptop computer out of the network.

b.
Install a PCMCIA card in the laptop computer and a PCI network adapter card in the new desktop computer and ESIA network adapter cards in the two older desktop computers.

c.
Install a PCMCIA card in the laptop computer and a PCI network adapter card in the new desktop computer and leave the two older desktop computers out of the network.

d.
Install a PCMCIA card in the laptop computer and ESIA network adapter cards in all three desktop computers.

e.
Install ESIA network adapter cards in all four computers.

21. When designing a local area network, you should:

a.
usually over-configure the wiring (cable) to allow for growth (if affordable)

b.
make sure that all PC’s are using network adapter cards made by the same vendor to assure compatibility

c.
make sure your selection of cable is appropriate for the physical environment.

d.
only a. and c. 

e.
only b. and c.

22. The software which communicates between the PC operating system and the network adapter card is called the:

a. protocol

b. device driver

c. IRQ

d. MAC address

e. None of the above

23. Which of the following is NOT an example of network media?

a.
coaxial

b.
fiber optic

c.
twisted pair

d. microwave

e. All of the above are examples of network media.

24. Shielded cable has an increased immunity to which of the following problems as compared with unshielded cable?

a.
EMI

b.
cross-talk

c.
attenuation

d.
all of the above

e.
none of the above

25. Which of the following is true regarding the coaxial cable used for Ethernet networks?

a.
It can be classified as thick Ethernet, thin Ethernet, or standard television cable.

b.
It uses BNC connectors, is low in cost, and has up to 10Mbps capacity.

c.
It is very difficult to install.

d.
A single cable failure can slow down the entire network.

e.
All of the above are true.

26. In general, which category of unshielded twisted pair (UTP) cable should be used for modern, high-speed local area networks?

a.
Category 1

b.
Category 3

c.
Category 5

d.
Either Category 3 or Category 5 will do.

e.
Actually, UTP cable is not suitable for high-speed LANs.

27. Which of the following is true regarding unshielded twisted pair cable?

a.
It is inexpensive to purchase, but expensive to install.

b.
It is relatively immune to EMI.

c.
It has a maximum capacity of 10 Mbps.

d.
It has very little problem with attenuation.

e.
None of the above.

28. The best selection of high-speed cable to connect several LANs, where high speeds are required,  would be:

a.
thin Ethernet coax

b.
Category 5 UTP

c.
Shielded twisted pair

d.
fiber optic

e.
thick Ethernet coax

29. Which of the following is NOT an example of wireless network media?

a.
microwave

b.
satellite

c.
radio wave 

d. Infrared

e. fiber optic

30. A star topology

a.
is about the same as a bus topology

b.
requires a hub

c.
functions the same as a ring topology

d.
uses token passing

e.
is difficult to troubleshoot

31. Which of the following is NOT true about Ethernet?

a.
it uses CSMA/CD

b.
it uses coaxial cable

c.
it uses twisted pair cable

d.
it is the most common network

e.
All of the above are true about Ethernet.

32. Which of the following Ethernet standards uses thin coaxial cable?

a.
10Base-5

b.
10Base-2

c.
10Base-T

d.
All of the above

e.
None of the above

33. Your company has two LANs.  The first is a peer-to-peer network with 4 users.  The second is another peer-to-peer network with 7 users.  Your company is expecting to grow by another 10 computer uses in the next 6 months.  Consider the following:  

Required result:  Implement a single network which will accommodate your company’s growth.

Optional result #1:  Provide reasonable security on the network. 

Optional result #2:  Implement a network which does not require a network administrator.

Solution:  You decide to install a server-based network.  Which of the following is true?

a.
You will satisfy the required result and both optional results.

b.
You will satisfy the required result and only one optional result.

c.
You will satisfy the required result only.

d.
You will satisfy only the two optional results.

e.
You will satisfy neither the required result nor the optional result.

34. You have just installed a new network adapter card in your computer, but the operating system on your PC is unable to communicate with the network adapter card.  Which of the following is the most likely cause of the problem?

a.
an incorrect version of Windows

b.
an incorrect device driver

c.
a bad network cable

d.
the server is down

e.
an incorrect IRQ setting

35. You are about to install a network in your home.  You currently have three computers.  One of the computers will be located in your family room, one in your home office, and one in your kitchen.  Consider the following:

Required result:  The network should be easy and inexpensive to install.

Optional result #1:  The network should not require any other computers.

Optional result #2:  The network should allow you to prohibit access to certain files on one or more of the computers.

Which of the following will satisfy the required result and both optional results?

a.
Install a server-based network using UTP Category 5 cable.

b.
Install a peer-to-peer network using UTP Category 5 cable without a hub.

c.
Install a peer-to-peer network using thin Ethernet cable with a hub.

d.
Install a peer-to-peer network using UTP Category 5 cable with a hub.

e.
Install a server-based network using thin Ethernet cable without a hub.

36. When a user logs on to your network at the office, he is required to enter a user name (or user-id) and password.  Different levels of access privileges are assigned, depending upon the user.  Which type of network security is being used?

a.
share-level

b.
user-level

c.
client/server

d.
account-level

e.
None of the above

37. Which of the following is true about a 10Base-T network?

a.
It uses UTP cabling and BNC connectors.

b.
It uses UTP cabling and RJ-45 connectors.

c.
It uses coaxial cabling and BNC connectors.

d.
It uses coaxial cabling and RJ-45 connectors.

e.
It uses only shielded cables.

38. When installing network cable, which of the following factors must be taken into account?

a. Nearness to motors and fluorescent lighting.

b. Length of the cable run.

c. Line of sight.

d. All of the above.

e. Only a. and b.

39. Which of the following refers to an element of a 10Base-2 network?

a.
BNC connectors

b.
thin Ethernet coax cable

c.
BNC terminators

d.
All of the above

e.
Only a. and c.

40. You are about to install a 10Base-T network.  Which of the following elements will you NOT need?

a.
a hub

b.
UTP cabling

c.
terminators

d.
at least one network interface card for each node on the network

e.
you will need all of these elements

41. In your company, you currently have two buildings across a busy street from each other.  Each building has a LAN installed.  You want to connect the two LANs.  Which of the following is a good type of  media to consider using for this installation?

a.
microwave

b.
fiber optic cable


c.
Category 5 UTP

d.
only a. and b. are correct

e.
only b. and c. are correct

42. You are about to install a small, temporary LAN in a machine shop where there are several motors running all the time.  In addition, this shop is lit with a large number of fluorescent lighting fixtures.  Which cable type is a good choice to use?

a.
fiber optic cable

b.
UTP cable

c.
Thin Ethernet coax cable

d.
only a. and b. are correct

e.
only a. and c. are correct

43. Which of the following shows network media ranked by capacity, from fastest to slowest?

a.
fiber optic, coax, UTP Category 5

b.
UTP Category 5, fiber optic, coax

c.
fiber optic, UTP Category 5, coax

d.
fiber optic, then coax and UTP Category 5 (tie for second place)

e.
coax, UTP Category 5, fiber optic

44. A simple 3-computer network installed in your home using 10Base-T technology is a ___________ network.

a. 
physical star, logical bus

b.
physical star, logical ring

c.
physical star, logical star

d.
It could be any of these.

e.
None of the above.

45. A simple 3-computer network installed in your home using 10Base-2 technology is a ____________ network.

a.
physical bus, logical bus

b.
physical bus, logical ring

c.
physical star, logical bus

d.
physical star, logical star

e.
It could be any of these.

46. Which of the following is NOT true regarding a Token Ring network?

a. It uses token passing to control access to the network media.

b. It can use UTP, STP, or fiber-optic cable.

c. It consists of a logical ring topology.

d. There is a single token passed from computer to computer in one direction.

e. It consists of a physical ring topology.

47. The high-speed (100Mbps) network implementation which uses a ring topology, fiber-optic cable, and token-passing media access is called:

a. Token Ring

b. FDDI

c. Ethernet

d. ARCNET

e. Both a. and b. are correct answers.

48. Protocols can be categorized as connection-oriented and connectionless.  Which of the following is NOT true? 

a. Connectionless protocols are generally faster than connection-oriented protocols.

b. Connectionless protocols have lower overhead requirements than connection-oriented protocols.

c. Connectionless protocols are typically used for broadcast messages.

d. Connectionless protocols are designed for wireless networks, whereas connection-oriented protocols require cabling.

e. TCP/IP and SPX/IPX can contain both connection-oriented and connectionless protocols.

49. Some protocols are routable, and others are non-routable.  A routable protocol is different from a non-routable protocol because it can:

a. establish a logical connection between sender and receiver.

b. communicate across a router.

c. filter messages between network segments.

d. operate at the data link layer of the OSI model.

e. Find all possible routes between the sending device and the receiving device. 

50.  Which of the following is a potential problem with peer-to-peer networks?

a. Users must be trained to administer the resources on their computers.

b. Security is only as good as each user’s ability to “keep a secret”

c. As the number of users grows beyond about 10, the amount of network traffic can quickly exceed the capacity of the network.

d. All of the above.

e. Only a. and b.

