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COSC-5000 Exam #2

Please select the BEST answer for each question and draw a circle around the letter for that answer on the answer sheet.  Make sure to answer all questions.  Each question is worth 2 points for a total of 100 points.

1. In distributed systems, what method is used for interprocess communications (IPC)?

a.
shared memory


b. 
shared files

c. 
direct process-to-process communications

d. 
message passing

e.
all of the above

2. Which of the following statements is NOT TRUE regarding interprocess communications in a distributed system?

a.
There are multiple levels of IPC, each of which is built upon the lower level.

b. 
RPC is a type of request/reply communications

c. 
Transaction, message passing, and request/reply are different levels of IPC

d. 
The transaction level is built directly upon message passing and does not use request/reply

e.
The higher the level of IPC, the more complex it is

3. Which of the following is NOT one of the options used in addressing “source” and “destination” entities in message passing?

a.
process name

b. 
process number

c. 
link

d. 
mailbox

e.
port

4. Which of the following uses files for its implementation?

a.
pipe

b. 
message queue

c. 
named pipe

d. 
all of the above

e.
only b. and c.

5. To communicate between related processes, you would use which of the following?

a.
pipe

b. 
message queue

c. 
named pipe

d. 
all of the above

e.
only a. and b.

6. Which of the following can be used to implement interdomain process communication?

a.
pipe

b. 
message queue

c. 
named pipe

d. 
all of the above

e.
none of the above

7. Which of the following is actually responsible for message encryption?

a.
socket

b. 
named pipe

c. 
SSL handshake protocol

d. 
SSL record layer protocol

e.
binder

8. Which of the following statements is true regarding RPC’s?

a.
User applications need to be aware of the differences between local and remote procedure calls and the implications of these differences.

b. 
RPC’s make “remoteness” transparent to user applications.

c. 
RPC’s are similar to local procedure calls except there are delays and failures associated with the network.

d. 
All of the above are true.

e.
Only b. and c. are true.

9. Which of the following is true regarding “parameter marshaling”?

a.
Parameter marshaling defines the rules for RPC parameter passing.

b. 
Parameter marshaling defines the rules for data and message conversion.

c. 
Parameter marshaling is the primary responsibility of stub procedures.

d. 
All of the above are true.

e.
Only a. and b. are true.

10. Which of the following operations is involved with binding?

a.
A server registers itself with the port mapper.

b. 
A client obtains a handle for the server from the port mapper.

c. 
A client builds a client handle to use in future RPCs.

d. 
A port mapper returns a server port number to a client.

e.
All of the above.

11. Which of the following is NOT a component of an RPC package?

a.
Port mapper

b. 
RPC generator

c. 
Run-time library

d. 
Data conversion support

e.
Interface specification file

12. The function of the RPC generator is to:

a.
Read the interface specification file

b. 
Produce client stub procedure source code

c. 
Produce server stub procedure source code

d. 
All of the above

e.
Only a. and b.

13. Which of the following would NOT be a cause of an RPC failure?

a.
Crash of a client machine

b. 
Crash of a server machine

c. 
Network outage

d. 
Abnormal condition raised by a server procedure

e.
Hardware failure of the client network interface card

14. Assume that the results of a transaction have been committed, and immediately following the commitment, the transaction’s server crashes.  Which transaction property states that the results of this transaction will remain intact?

a.
Atomicity

b. 
Consistency

c. 
Isolation

d. 
Durability

e.
This is not a transaction property.

15. If the results of a partially-completed transaction are rolled back when the transaction fails, which transaction property is involved?

a.
Atomicity

b. 
Consistency

c. 
Isolation

d. 
Durability

e.
This is not a transaction property.

16. Which transaction property is closely related to the concept of serializability?

a.
Atomicity

b. 
Consistency

c. 
Isolation

d. 
Durability

e.
This is not a transaction property.

17. Which transaction property makes the partial results of a non-committed transaction visible to others?

a.
Atomicity

b. 
Consistency

c. 
Isolation

d. 
Durability

e.
This is not a transaction property.

18. The two-phase commit protocol is most closely related to which property of transactions?

a.
Atomicity

b. 
Consistency

c. 
Isolation

d. 
Durability

e.
It is related to all four properties equally.

19. Which of the following best describes “name service” and “directory service”?

a.
They are the same thing.

b. 
A name service deals with files, and a directory service deals with directories.

c. 
A directory service is a special type of name service.

d. 
A name service is a special type of directory service.

e.
None of the above.

20. Which of the following is a component of a name space?

a.
a collection of names

b. 
attributes of the objects being named

c. 
addresses of the objects being named

d. 
all of the above

e.
only a. and b.

21. Persistance of a file refers to which of the following?

a.
Being recorded on non-volatile storage

b. 
Having a universally recognizable name

c. 
Having a physical address

d. 
Being a part of a file system

e.
All of the above

22. Which of the following is NOT a responsibility of a file system?

a.
name resolution

b. 
file naming

c. 
file protection

d. 
file creation

e.
All of these are responsibilities of a file system

23. A client can access a file if the client knows the name of the file.  What makes this possible?

a.
login transparency

b. 
access transparency

c. 
location transparency

d. 
concurrency transparency

e.
replication transparency

24. When clients on different machines in different locations can access the same file without interfering with each other, this is called:

a.
login transparency

b. 
access transparency

c. 
location transparency

d. 
concurrency transparency

e.
replication transparency.

25. Providing concurrent access to multiple of copies of a file in different locations to users logged in from different locations is called:

a.
login transparency

b. 
access transparency

c. 
location transparency

d. 
concurrency transparency

e.
replication transparency.

26. Which of the following is NOT a component of a file?

a.
file name

b. 
file address

c. 
file attributes

d. 
the data itself

e.
All of the above are components of a file

27. Which of the following is NOT a major component of a file system?

a.
Directory service

b. 
Authorization service


c. 
Replication service

d. 
File service

e.
All of the above are components of a file system

28. A client’s file privileges are called its:

a.
file privileges

b. 
access rights

c. 
security profile

d. 
handle

e.
none of the above

29. In a distributed file system, 

a.
a server can make its file structure available to clients by “mounting” it on the client file structures

b. 
a client can access a server’s file structure “exporting” it

c. 
a mounted file structure can be cascaded

d. 
All of the above are true

e.
Only b. and c. are true

30. Which of the following methods can be used to make it possible for clients and servers to communicate?

a.
A server can register its services with a registration service which makes the server’s address known to a client

b. 
A client can broadcast a request and a server can respond to the request.

c. 
A client can register itself with a registration service which makes the client’s address known to a server

d. 
All of the above

e.
Only a. and b.

31. Which of the following is NOT true regarding file session state information?

a.
It is always kept by the client

b. 
It is always kept by the server

c. 
It can be kept by both the client and the server

d. 
It contains lock status information

e.
It contains session key information.

32. Which of the following is concerned with concurrency control?

a.
Overlapping access

b. 
Interleaving access

c. 
Atomicity

d. 
Durability

e.
None of the above

33. In the “space” domain of file access, which of the following would call for NO data to be stored on a client?

a.
Remote access

b. 
Cache access

c. 
Download/Upload access

d. 
Both a. and b. 

e.
Both a. and c.

34. Which of the following statements is true regarding version control of files?

a.
Version control enforces file sharing semantics.

b. 
Version control assigns a “version number” to a file.

c. 
The higher the version number, the later the version.

d. 
All of the above are true.

e.
Only b. and c. are true.

35. In a transaction processing system, which component is responsible for actually committing the results of the transaction? 

a.
transaction manager

b. 
scheduler

c. 
object manager

d. 
all of the above

e.
Only a. and b.

36. In a transaction processing system, which component actually starts a transaction with a “begin transaction” operation?

a.
transaction manager

b. 
scheduler

c. 
object manager

d. 
client process

e.
server process

37. A “legal” schedule is:

a.
a schedule where the internal ordering of operations for each transaction is observed

b. 
a schedule where there no transactions hold simultaneous conflicting locks

c. 
the same thing as a serializable schedule

d. 
all of the above

e.
only a. and b.

38. In which type of concurrency control is no validation of consistency performed until the “end transaction” is reached?

a.
two-phase locking

b. 
timestamp ordering

c. 
optimistic concurrency control

d. 
serializability 

e.
none of the above

39. In which type of concurrency control is there a danger of deadlocks?

a.
two-phase locking

b. 
timestamp ordering

c. 
optimistic concurrency control

d. 
all of the above have deadlock problems

e.
none of the above have deadlock problems

40. Which of the following statements is NOT true regarding replication of files?

a.
Replication does not require that updates to ALL replicas be atomic.

b. 
Replication requires that clients are not aware of multiple replicas.

c. 
Interference between clients sharing replicas should be avoided.

d. 
Replication can increase system performance.

e.
Replication can increase file availability.

41. Which of the following replication write protocols implements the lowest form of consistency, assuming all replica managers are operational?

a.
Write-one-primary

b. 
Write-all

c. 
Write-all-available

d. 
Write-quorum

e.
Write-all-possible

42. Which property of a SECURE computer system asserts that system objects should only be modified by authorized users?

a.
secrecy

b. 
integrity

c. 
availability

d. 
reliability

e.
safety

43. Authentication refers to:

a.
Knowing WHO a user is.

b. 
Making sure the user is WHO he says he is.

c. 
Confirming a user-code and a password.

d. 
All of the above.

e.
Only a. and b.

44. Comparing a user’s “security profile” with the security requirements attached to an object (for example, determining if a user has the appropriate level of security to write a file) is called:

a.
authentication

b. 
authorization

c. 
auditing

d. 
Both a. and b.

e.
Both b. and c.

45. Which of the following statements is FALSE regarding encryption?

a.
It is an active approach to data security.

b. 
It is not needed on an internal local area network.

c. 
It is needed for Internet data traffic.

d. 
It requires that both the sender and receiver have the appropriate encryption algorithm.

e.
It can keep sensitive files from being read.

46. Which of the following statements is FALSE regarding security policies?

a.
A security policy states a general requirement.

b. 
A security model presents one or more methods for satisfying the requirement stated in a security policy.

c. 
A protection mechanism is used to enforce a security model based on a security policy.

d. 
Protection mechanisms are typically implemented in servers.

e.
“Passwords should be changed every 60 days” is an example of a security model.

47. How does a client device access the services in a security server?

a.
by making direct calls to the server using the client/server model

b. 
by making calls to the system kernel which then requests services from the server

c. 
by making calls to the binder which then connects the client to the server

d. 
Both a. and b. are correct

e.
None of the above are correct

48. When security servers are implemented in a distributed system,

a.
the kernel is not involved

b. 
the kernel must be secure (“trusted”)

c. 
the servers must be secure (“trusted”)

d. 
all of the above are true

e.
none of the above are true

49. Which of the following is most closely associated with the “integrity” quality of secure computer systems?

a.
authentication

b. 
authorization

c. 
fault-tolerance

d. 
encryption

e.
auditing

50. Which of the following is most closely associated with the “reliability” quality of secure computer systems?

a.
authentication

b. 
authorization

c. 
fault-tolerance

d. 
encryption

e. auditing

