COMP-5980 Exam Questions

Please answer any twenty (20) of the following questions.  Your answers should be of sufficient depth to demonstrate your understanding of the subject matter.  

1. After you have answered 18 questions, you may formulate two questions of your own which were not asked on this exam, and then answer these two questions.  This counts for two (2) of the 20 questions required for the exam.
2. Describe the differences between a local area network (LAN) and a wide area network (WAN).

3. Describe “peer to peer” and “server based” local area networks.  Discuss their relative advantages and disadvantages.

4. Describe the differences between “share level” security and “user level” security in relation to local area networks.  Which provides better security?  Why?
5. You are getting ready to install a new 6-node network in your home.  Describe whether your network will be “peer to peer” or “server based”, and why.  What type of security measures will you be using?

6. Describe how the OSI 7-layer protocol model operates, using a message sent from one computer to another computer on the same LAN as an example.

7. Select and describe in detail one layer of the OSI 7-layer protocol model.

8. Describe what is meant by “name”, “logical (network) address”, and “physical address”.  How are these assigned?  How are these resolved with each other?  

9. Describe the four layers of the TCP/IP protocol suite and how they relate to the OSI 7-layer model.  
10. Describe how network (logical) addresses are managed in TCP/IP, using the three address classes we discussed in class.

11. Compare and contrast “thin coaxial” vs. “category 5 unshielded twisted pair” cable.

12. Describe the differences between star, ring, and bus topologies.

13. Compare and contrast “10Base2” and “10BaseT” Ethernet implementations.

14. In your own words, describe the measures discussed in class relating to securing a home wireless network.  

15. Briefly define each of the following terms in your own words, identifying the highest layer in the OSI model at which the device would function:

· Repeater

· Bridge

· Router

16. Describe the responsibilities of a company’s internal “network administration” and “network engineering” teams.

17. Identify and define the six metrics discussed in class which are used by routers to make routing decisions.

18. Assume you are responsible for network management at your company.  One network has experienced increasing poor response times over the past month.  You have found that this network is having a very large number of collisions.  You also note that most of the network traffic is taking place between three specific computers.  What can you do to help solve this problem?
19. What is meant by the “router of last resort”?  What is the function of this device?  

20. What is a “broadcast storm”?  How are they caused?  How can they be prevented?
21. Define “point to point”, “circuit switching”, and “packet switching” in terms of a wide area network.  Describe the differences between them.

22. PC #1 on LAN #1 sends a message to PC #2 on LAN #2.  These two LAN’s are connected across a wide area network.  Four (4) different routers will be used to make the connection.  Describe the contents of the IP address and MAC address fields for the message at each router.

23. Define and describe the function(s) of the following devices:

· CSU/DSU

· WAN switch

24. Describe in your own words how a router makes a routing decision to select a path for sending a message.

25. Describe the following:

· Packet sniffer

· Denial of service attack

· IP spoofing

25. Discuss traditional and newer (biometric) methods of handling identification and authentication.

26. Describe what a firewall is, what it does, and how it functions.

27. Write a brief security policy for the use of passwords.

28. Write a brief virus protection plan for a small company network.

29. Describe the differences between “trusted networks”, “untrusted networks”, and “unknown networks”.

30. Design a simple network for your home.  This network should accommodate up to three “wired” PCs and up to two wireless PCs.  Your design should include the following:
· A list of the components needed

· A list of the resources to be shared

· A simple diagram of the logical network topology

