Internet Architecture:

· Networks – lots of connected networks

· protocols (TCP/IP is the principal Internet protocol)

· routers and similar equipment – connect the networks

· nodes – PC’s

· addresses:  name ( logical (IP) address ( physical (MAC) address

Internet applications (examples):

· email (client/server)

· WWW (browser, search engines) – HTML, web sites

· E-commerce (EDI, etc)

· Peer-to-peer applications (such as kazaa)

Electronic commerce:

· B2B – business to business

· B2C – business to consumer

· C2C – consumer to consumer

· C2B – consumer to business

Misc introductory topics:

Selling vs. marketing

Payment processing:

· credit cards

· purchase orders

· electronic funds transfer

· 3rd party clearinghouse

· electronic cash (cybercash)

· electronic banking

Electronic catalogs

Shopping carts

Order processing

Internet / Intranets / Extranets

Planning for E-C:

· Issues:

· Why go online?

· Goals

· What form?

· How to market, sell, process transactions/payments

Market Analysis ( Marketing Plan ( Sales Plan ( Web site

Marketing and sales plans include:

· registering with search engines

· negotiating links with other sites

· advertising on other sites

· advertising in traditional sources

· mailing lists and news groups

Who does this work?

· content

· technology

· internal

· outsource / contract

Security – what should be secure?

Reliability

Protection from hacking, attacks

E-C defined – “use of communications and information processing to do business”

E-C technologies:

· EDI

· Internet

· WWW

· Electronic forms

· Email

· Extranets

· Intranets

In May, 2002:  Gov’t reported that US retail E-C sales (B2C) for first quarter of 2002 were almost $10 billion, up almost 20% from the same quarter in 2001.  This constituted about 1.3% of the total retail sales in the quarter, up from 1.1% in same quarter last year.  This does not include airline tickets, concert tickets, or online brokerage transactions.

Brief history – EC started in early 1970s with electronic funds transfer (EFT).  

Categories of E-C:

· B2B:  electronic commerce between two organizations.  

· Purchasing, procurement, supplier management, inventory management, sales, payments, service/support, etc.  

· B2C:  between businesses and consumers.  

· Ex:  amazon.com, yahoo.com, any online seller.

· C2C:  between consumers.

· Ex:  online auctions (ebay), classified ads, games, job postings (monster.com), personal ads, web-based communications (ICQ).

· C2B:  when consumers band together to form and present themselves as a buyer group to businesses.  

· Non-business E-C:  not-for-profit organizations, religious organizations, social organizations, government agencies.

· Intrabusiness (organizational) E-C:  internal organizational activities, usually performed on intranets, which involve the exchange of goods, services, information, such as company stores, online training, etc.

Differences between E-C and traditional commerce:

· core strategic decisions are technology-based

· real-time competition and need for real-time responsiveness

· the store is always open

· customer interface is technology-based vs. face-to-face

· customer controls the interaction

· much more knowledge re: customer behavior (browsing, buying habits, etc.)

· network economics – as more people “go online”, more people will “go online”

· non-traditional performance metrics and valuation models – vs. traditional cash flow models

Growth in U.S. Internet users:

· 1999 – 75M

· 2000 – 90M

· 2001 – 120M

· 2002 – 150M

· 2003 – 180M

B2B U.S. e-c projections ($ Billion):

· 1999 – 60B

· 2003 – 610B

Estimated savings from e-commerce (US, $Billion):

· 1999 – 100B

· 2002 – 600B

Adoption curves for technology in U.S. (to attain 50M users/households):

· Radio – 38 years

· TV – 13 years

· Cable TV – 10 years

· Commercial Internet – 5 years

-------------------------

E-Commerce decision making process:

1. Which customer groups should I serve?

2. How do I provide a “value” proposition to my targeted customers – what is my edge?

3. How do I communicate with customers?

4. What is the content and format of the web site?

5. How should I structure my organization?

6. How are my potential partners, suppliers, etc?

7. How will this business provide value to the shareholders?

8. What metrics should I use to assess the business progress?  How should I value the business?

E-Commerce Strategy:

· Frame the market opportunity:  Where will I play?

· Business model:  How will I win?

· Customer interface:  How will customers perceive my business?

· Market communications and branding:  How do I attract and retain customers?

· Implementation:  How do we go to market?

· Metrics:  How are we doing?

· Valuation:  How do we create value for stakeholders / shareholders?

E-C applications:

1. Electronic Markets – buying and selling goods & services.

2. Interorganizational Systems – facilitating inter- and intra-organizational flow of information, communication, and collaboration.

a. Ex:  EDI, Value-added networks

b. Ex:  Electronic funds transfer, electronic forms

c. Ex:  Extranets

d. Ex:  Integrated messaging (email, documents, fax, etc)

e. Ex:  Shared databases

f. Ex:  Supply chain management (cooperation between company and suppliers)

3. Customer Service.

Benefits of EC:

1. To organizations:

a. Expands marketplace

b. Decreases cost of creating, processing, distributing, storing, retrieving paper-based information

c. Ability to create a very specialized business (ex:  dogtoys.com)

d. Reduced inventories and overhead using “pull-type” supply chain management, which starts with the customer order and used JIT manufacturing (ex:  Dell)

e. Customized products and services (pull-type supply chain management, again like Dell)

f. Reduces time between outlay of capital and receipt of products and services.

g. Lowers telecommunications costs – Internet vs. costly VAN’s

h. Improved image

i. Improved customer service & support

j. New & creative partnerships

k. Etc……….others?

2. To consumers:

a. Can shop 7 by 24 by 365

b. More choices – easy to compare products and services from many vendors

c. Less expensive products and services

d. Much faster receipt of meaningful information

e. Can participate in virtual auctions

f. Can interact with other customers to exchange ideas and experiences

g. Facilitates competition, which can lead to lower prices.

3. To Society:

a. More people can work and shop at home (reduced crowding, pollution, etc)

b. Some products can be sold cheaper, making them more available to a wider audience of consumers

c. Enables people in remote areas to have access to more products and services

d. Facilitates the delivery of public services (health, education, government social services) at reduced costs and to a wider audience

Limitations of EC:

1. Technical limitations:

a. Security, reliability, standards

b. Insufficient bandwidth

c. Immature software

d. Can be hard to integrate Internet and EC software with existing legacy systems and databases

e. Special hardware and network interfaces may be needed

f. Etc.

2. Non-technical limitations:

a. Cost and justification – costs can be high – mistakes are common due to lack of experience.

b. Security and privacy – a major issue – and an even larger perceived issue.

c. Lack of trust and user resistance – hard to trust an unknown faceless seller.

d. Lack of comfort in using the Internet by many users.

e. Lack of access to the Internet

Impacts of E-C:

1. Improved direct marketing

a. Product promotion

b. New sales channels

c. Direct savings – lower cost of delivering products and services

d. Reduced cycle time 

e. Customer service

f. Brand / corporate image – Amazon.com built an image in 3 years, usually takes a decade or more.

2. Other market-related impacts:

a. Customized products – Dell, etc.

b. Advertisement – one-on-one with EC

c. Ordering systems – simple, fewer mistakes

d. Markets – “marketspace” vs. a physical market

3. Transforming organizations:

a. Technology

b. Organizational learning

c. Changing nature of work

d. New product capabilities

e. New business models

4. Manufacturing:

a. Changing from mass-production to demand-driven and even customized, just-in-time manufacturing.

5. Finance & Accounting:

a. EC requires new and specialized approaches to finance and accounting.  

b. ( Payment systems – all electronic.

6. HR Management, Training, Education:

a. E-learning

b. Can cut training and travel costs by 50% or more

c. Makes college degrees more available and accessible

Managerial Issues with EC:

1. Is it real?  YES.

2. How to evaluate the magnitude of the business pressures.  If you wait too long, it may be too late.

3. What should be your company’s EC strategy:

a. Lead

b. Wait

c. Experiment

4. What is the best way to learn EC?

a. COMP5220

b. Several books available

c. Hire a short-term consultant ( “teach us about EC”

5. What are the ethical issues?

a. Lots…….and still many are unresolved.

Electronic shopping malls:

· electronic distributors – also responsible for order fulfillment

· electronic brokers – just help the search process and forward the order to the actual distributor or manufacturer.

Online sales by category (top 10) in terms of $:

1. travel

2. PC hardware

3. Books

4. Software

5. Music

6. Videos

7. Flowers

8. Apparel

9. Health & Beauty products

10. Concerts & Entertainment tickets

Dell’s critical success factors:

· advanced web applications – from the customer throughout the supply chain

· price competitiveness through mass customization (make-to-order)

· database marketing and customer intimacy – they know their customers

· global reach and value-added services at a single contact point

· high reliability and reputation

· delivery support

The customer’s perspective:

1. preliminary requirement determination

2. search for available items

3. compare candidate items with multiple perspectives

4. place an order

5. pay the bill

6. receive the delivered items and inspect their quality

7. contact the vendor to get after-service and support, or return goods if disappointed

Impact of electronic commerce on traditional retailing systems:

· disintermediation – the removal of organizations, individuals, or process layers responsible for certain intermediary steps in a given value chain.  Ex:  Dell selling PC’s directly to consumers eliminates the retail store, the sales person, and the associated processes they use.

· Reintermediation – shifting responsibility to an intermediary – such as using an electronic broker 

Creating an effective web presence:

· Web presence goals:

· Attracting visitors to the web site

· Making the site interesting enough so the visitors stay and explore

· Convincing visitors to follow the site’s links to obtain information

· Creating an impression consistent with the organization’s desired image

· Reinforcing positive images that the visitor might already have about the organization

Meeting the needs of web site visitors:

· Why would someone visit a site?

· Learn about products or services

· Buy products or services

· Obtain warranty or repair information

· Obtain information about the company

· Obtain investment-related information about a company

· Identify the key players at the company

· Obtain contact information re: the company or a person at the company

· Goals to meet the needs of visitors:

· Convey an integrated image of the organization

· Offer easily accessible facts about the organization

· Allow visitors to experience the site in different ways and at different levels

· Provide visitors with a meaningful and two-way interactive communication link with the organization

· Sustain visitor attention and encourage return visits

· Offer easily accessible information about products/services and how to use them

Usability testing

Identifying and reaching customers

· mass media – one-to-many – sends out a few carefully crafted messages to all – lowest level of trust by consumers

· the web – information is available to information-seeking visitors – medium level of trust

· personal 1-on-1 contact – highest level of trust

Business models for selling on the web:

· selling goods and services

· selling information or other digital content

· advertising-supported model (like broadcast TV)

· Advertising-subscription mixed model (ex: Wall Street Journal, NY times)

· Fee-for-transaction models (travel sites, auto purchase sites)

Purchasing models:

· electronic cash

· electronic banking

· standard credit cards

· third-party clearinghouses

· EDI

· …others …

Supply Chain Management

· supply chain – all the activities undertaken by every participant in the chain to get a product or service to the consumer, including all intermediate steps.

· Supply chain management – taking an active role in managing the supply chain, working with suppliers to improve the processes and products all along the way.

Using the Web for supply chain management allows suppliers to:

· share information about customer demand fluctuations

· receive rapid notification of product design changes and adjustments

· provide specifications and drawings more efficiently

· increase the speed of processing transactions

· reduce the costs of handing transactions

· reduce errors in entering and re-entering transaction data

· share information about defect rates and types

Dell has reduced its inventories from three weeks’ sales to six days’ sales, with a goal to reduce to less than one hour’s sales.

Electronic auctions:

· English auctions – bid the price up

· Dutch auctions – bid the price down

· Sealed-bid auctions – high bid wins

· Double auctions – ex: stock exchange

Auction strategies on the Web – EBAY

B2B Auctions – dispose of excess goods, materials.  Use liquidation brokers.  CompUSA auctions.

Virtual communities – gathering place for people and businesses without a physical existence.  Ex:  Geocities, Yahoo groups, Motley Fool.

Web Portals – AOL, Yahoo, MSN, Lycos, Excite, etc.

Security & Privacy:

Ethical issues in Electronic Commerce:

· Privacy

· Ownership of intellectual property

· Security

· Legislation

Risk Analysis:

1. Identify the potential risks

2. Identify the likelihood of each risk

3. Identify the consequences of each risk

4. Identify the costs of addressing each risk

5. Decide which risks to address (preventative measures)

6. Identify methods for monitoring each risk

7. Identify actions to be taken if a risk occurs

Threats:

· Interception & misuse of confidential data

· Stealing of confidential data

· Hacking 

· Identity theft

· Denial of service attacks

· IP Spoofing & “man in the middle” attacks

· Libel

· Viruses

· …

Protections:

· Security policies

· Virus scan & protection software

· Firewalls & security perimeters

· Security measures (identification, authentication, authorization)

· Secure connections (SSL)

· “Smart” and “safe” computing practices

· Trusted relationships

· …

Notes for weeks 5 & 6:

Topics:

Electronic Commerce Tools

Website development

Internet Architecture

Intranets, Extranets

Media 

Networking

Routers, bridges

Web servers

Browsers (clients)

Client/Server architecture

C/S architecture on the Web

Circuit switching

Packets and packet switching

Routers:

· routing tables

· routing algorithms

· how set up, configured, connected, programmed

Names and addresses:

· name resolution

· address resolution

· physical address (MAC)

· network (logical, IP) address

· name (domain name)

Top-level domain names:

· .com – commercial, for-profit company

· .org – non-profit or not-for-profit organization

· .edu – educational instutution

· .gov – governmental agency or organization

· .mil – U.S. military

· .net – network service

· .us – United States

· .uk – United Kingdom

· .au – Australia

· .jp – Japan

Protocols 

· OSI 7-layer model

· TCP/IP

Important Protocols:

· TCP:  Transmission Control Protocol – responsible for packetizing messages as well as providing reliable connections between computers on a network.

· IP:  Internet Protocol – responsible for routing data packets from the source computer to the destination computer.

· HTTP:  Hypertext Transfer Protocol – responsible for transferring and displaying Web pages.

· SMTP: Simple Mail Transfer Protocol – responsible for providing the ability to send mail to a mail server.

· POP:  Post Office Protocol – responsible for retrieving e-mail from a mail server.

· FTP: File Transfer Protocol – responsible for transferring files between TCP/IP-connected computers.  

Internet applications:

· WWW 

· Electronic Mail

· Telnet

· FTP

· Chat

· UseNet newsgroups

· Peer-to-peer applications (Kazaa, Morpheus)

HTML (Hypertext Markup Language):  a language which can be interpreted by web browsers in order to construct web pages on a client computer.

XML (Extensible Markup Language):  Allows web developers to easily describe and deliver structured data from any application in a standard and consistent way.  XML is focused on defining which data is displayed on a web page, while HTML is focused on how a page is displayed.

Web client – a client running a web browser program, such as Microsoft Internet Explorer.

Web server – a server running a web server program, such as Microsoft Internet Information Server or Apache server.

Intranet – a “limited use Internet” – typically implemented on a company’s internal WAN architecture and used for internal company communications.  Allows client computers to use web browsers to access company data vs. older traditional client/server architectures.

Extranet – used to connect companies with suppliers and business partners.  An extranet can be:

· a public network

· a private secure network

· a virtual private network (VPN)

Internet Architecture and Structure:

The Internet is a network of thousands of interconnected networks, including:

· The interconnected backbones that may have international reach

· Many access/delivery subnetworks

· Thousands of private and institutional networks which connect a variety of organizational servers and which contain much of the information of interest on the Internet.

The backbones are run by the network service providers (NSPs), such as MCI, Sprint, PSINet, etc.  The delivery subnetworks are provided by local and regional Internet service providers (ISPs).  The ISPs exchange data with the NSPs at the network access points (NAPs), such as the Pacific Bell NAP in San Francisco or the Ameritech NAP in Chicago.

Web Site Development

Host it yourself vs. contracting with a web hosting service

Issues:

· cost

· security

· availability

· reliability

· scalability

· bandwidth 

· performance

· …

Web site design and development issues:

· Look and feel – should be appropriate and consistent with the “core message”

· Performance

· Security

· Registration with search engines

· Advertising – include or not include

· Tools & development environment

· …

Media:

· Text

· Graphics

· Video

· Audio

· …

Tools for website development:  (discussion)

