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Milestone One: Recommendation Document
Prompt:
Small book retailer Books-R-Us is planning to expand the number of its retail stores from 2 to 10 throughout New England in the next 5 years.  The current problem Books-R-Us faces is that each store only has access to inventory and sales information pertaining to that specific location.  As a result, fulfilling customer requests for out of stock items from other retail locations inventory is extremely inefficient.  Books-R-Us would like a single integrated system that would facilitate the addition of an e-commerce element to their website and bring all stores online so that inventory across the chain is known instantly.  The new singular system must also be scalable to accommodate the companies planned expansion.
Type of Distributed System:
	Books-R-Us’ desire to integrate e-commerce services to their system significantly increases the already important requirement for a secure system; as such, the implementation of a client-server distributed system is recommended over that of a peer-to-peer.  In a client-server configuration, client computers/processes request services from a server; which is a special networked computer (or running program/process) that accepts the requests from programs running on other computers to perform a service and then responds appropriately (Courlouris, Dollimore, Kinderber, & Blair, 2012, p15).  With a client-server model, Books-R-Us will be able centralize their data and other resources to designated servers that can provide sophisticated system-wide services and are configurable for maximum security (n.a, n.d).  Client-server systems are also very scalable-- able to become as big as needed, with some systems supporting millions of users (Posey, 2000).  The initial capital investment will be significantly higher with a client-server model; however, the client-server architecture offers many benefits that contribute to its overall value and make it the ideal solution for Books-R-Us.
Recommendations and Challenges in Implementing the Distributed System:
	It is recommended that Books-R-Us implement a distributed system of the client-server model, because it will be much more stable than P2P.  Clients can be removed from or added to the system without affecting other clients operations, or the availability of shared resources.  With the centralization of shared resources; efforts associated with contingency/catastrophe planning are significantly decreased, thus allowing complete back-ups of critical resources to be performed more frequently.  The increase in redundancy management/control contributes to the overall reliability of the client-server system.  In the event of a critical component failure (hardware or software malfunction; the corruption/loss of shared data or resources) the system can be restored with greater ease as a result of the increased frequency and completeness of system back-ups (Posey, 2000). 
	Increasing control over network resources is effective for improving the reliability of the system, as well as, the security.  Client-server systems have centralized security databases that control access to shared resources on the servers and users cannot log onto the network unless they supply valid usernames and passwords.  Once logged on, users are only able to access resources that the network administrator allows them to (Posey, 2000).  Additionally, servers are able to be accessed remotely, thereby, increasing the usability of the system (Sparrow, 2015).
	The primary challenge when implementing a client-server network is the high cost associated with the acquisition, configuration, and maintenance of the system.  The specialized hardware, software, and high bandwidth network connections required to implement a client-server system can be a significant upfront investment.  The increased complexity associated with the configuration and management of a client-server system requires an experienced network administrator; which in turn, further increases the cost (n.a, n.d).  Another challenge associated with client-server architectures is the effect that high client requests have on the servers.  Spikes in client requests can congest the network and overload the servers.  Overloading can significantly impact system performance and lead to break-down of servers.  If a server fails, then the entire system will go down (Sparrow, 2015).  Redundancy can alleviate the problems associated with high loads and component failures; however, incorporating redundancy in client-server architectures significantly increases the cost and complexity of managing the system.
Architectural Model:
	Tiering is a technique to organize functionality of a given layer and place this functionality into appropriate servers and, as a secondary consideration, on to physical nodes (Courlouris, Dollimore, Kinderber, & Blair, 2012, p53).  Essentially, tiers allow the spread of software services across multiple computers which increase the security and scalability.  The two-tier architecture is divided into two parts; client tier, and data tier.  Two-tier architectures are easy to maintain and communications are faster; however, in two-tier architectures application performance will degrade when the number of clients increases (n.a, 2013). 
	The three-tier architecture is comprised of three parts; client tier, business tier, and the data tier.  Drawbacks with three-tier architecture include: increased complexity of managing three servers; and added network traffic and latency associated with each operation (Courlouris, Dollimore, Kinderber, & Blair, 2012, p53).  Advantages of a three-tier architecture are many, and include:  high performance, scalability, high degree of flexibility in deployment and configuration, increased re-usability, better data integrity, improved security, and simplified maintenance obtained from the one-to-one mapping of logical elements to physical servers (n.a, 2013) (Courlouris, Dollimore, Kinderber, & Blair, 2012, p53). 
	Utilization of the internet for Books-R-Us’ new system with integrated e-commerce functionality, and the planned expansion have a significant impact on the importance of the security and scalability requirements.  As such, the security and scalability requirements are the two most important factors influencing the recommendation for Books-R-Us to utilize a three-tier architecture.  Because clients do not have direct access to the database like they do in two-tier models, the security of the system is significantly increased (n.a, 2013).   Likewise, the increased scalability of the three-tier architecture will ensure that Books-R-Us is able to follow through with the planned expansion, as well as, accommodate any subsequent growth.

Milestone Two: Networking and Security
Network Setup
Nodes at each Books-R-Us location will be connected to an Ethernet LAN subnet with layer 2 switches that utilize a physical and logical star topology.  The concentration of network connections to a single location will simplify troubleshooting and reconfiguration efforts while the dedication of switch ports to a single node will allow connected devices to operate in Full-duplex mode, thereby doubling the rated bandwidth of the LAN.  Books-R-Us subnets will be interconnected to each other via dedicated computers called routers.  “The routers will manage the communication network and route messages or packets to their destinations (Courlouris, Dollimore, Kinderber, & Blair, 2012, p. 87).”  Packet switching will be the method used for communication over the internetwork.  Even though packets may be routed through many nodes, the packets can be stored and processed fast enough to give the illusion of instantaneous transmission (Courlouris, Dollimore, Kinderber, & Blair, 2012, p. 91).  
Type of Network
	Books-R-Us planned expansion from 2 to 10 stores throughout New England in the next 5 years will require the ability to communicate over very large distances.  As such, a wide area network (WAN) will be used to facilitate this communication.  Routers connected to a WAN will allow Books-R-Us to exchange inventory and sales information over the large distances needed.


Figure 1 Client-Server Model- Client/User placing order over WAN
Wireless Connectivity
	“Technological advances in device miniaturization and wireless networking have led increasingly to the integration of small and portable computing devices into distributed systems (Courlouris, Dollimore, Kinderber, & Blair, 2012, p. 10).”  The widespread growth and usage of mobile devices with wireless connectivity facilitates the need for a Mobile IP routing mechanism/solution to handle variable connectivity, or disconnection and to provide mobility transparency for Books-R-Us’ mobile users.  Having wireless connectivity incorporated into the system will provide a competitive advantage to Books-R-Us as more users continue to transition to mobile/ wireless communication.  
Why WAN as Network Choice
	Utilizing a wide area network (WAN) is the best choice for Books-R-Us because the worldwide range will allow them to connect the geographically distributed stores to share information and resources.  Additionally, the incorporation of an E-commerce element to their website will allow Books-R-Us to conduct business with consumers around the world.  Instead of making and breaking connections to create circuits, Books-R-Us will utilize packet switching for WAN communication.  Packet switching makes more efficient use of overall network bandwidth due to the flexibility in routing the smaller packets over shared links with no dedicated connection needed (Mitchell, 2015).  Additionally, packet switching over a WAN network increases the reliability because if a network link fails, the routers used to forward packets are designed to detect it and redirect traffic on an alternate route (Benata, 2014).  Some disadvantages are that packets can be lost, delayed, or corrupted during transmission and the use of shared physical links presents additional security concerns (Mitchell, 2015).
Security
	In order to share information between stores and provide services to their customers, Books-R-Us will need to connect their system to the internet.  To protect system resources and safeguard customer information Books-R-Us will need to use firewalls to monitor and control all communication into and out of Books-R-Us’ intranet (Courlouris, Dollimore, Kinderber, & Blair, 2012, p. 125.  A centralized security database should be incorporated into the network to authenticate users and authorize access to system resources.  Authentication and authorization will need to be utilized for internal clients, as well as, external clients/customers who utilize the e-commerce services for purchasing products online.  Cryptography/encryption should be used to ensure the secrecy and integrity of usernames and passwords, or consumers credit card information whenever it is transmitted.  


Figure 2 Employee Login Use Case



Figure 3 Web User Authentication
The inclusion of Wi-Fi access in Books-R-Us coffee shops should also be handled with caution.  It is advisable that Books-R-Us segregate their public/guest network from their private internal network.   The network segmentation can be done physically, or logically- with a physical isolation of the two networks being the preferred method (Ciarlone, 2014).  


Figure 4 Isolation of Guest Wi-Fi from Private Network Use Case


Milestone Three: Object-Oriented Environment
Recommended Development Environment for Books-R-Us
Development of Applications
	The decision to use a .Net or J2EE environment is similar to the decision to use proprietary closed-source software, or open-source software.  Each has their advantages and disadvantages and there is no clear cut definition of which one is best.  J2EE is provided by many vendors and the competition among vendors helps drive innovation, while strict compatibility standards help maintain quality (Davu, 2013).  However, differences in implementation resulting from additional features created by J2EE vendors to supplement the standard can impact code portability, reuse, and interoperability between components from different vendors (Vawter & Roman, 2001)(Ranck, 2002).  Both frameworks offer features that enable rapid application development.  .Net is available with a standard development tool Visual Studio.Net which is a comprehensive IDE (integrated development environment)  that contains an impressive toolset with everything a developer needs to quickly develop, debug, build, and deploy any kind of application targeted for the .Net framework (Davu, 2013).  J2EE has a variety of IDEs- four main IDEs are: Eclipse, InelliJ Idea, Oracle NetBeans, and Oracle JDeveloper, however, there is no standard tool available.  Microsoft .Net also offers E-Commerce and business process management capabilities, which are available in some (but not all) J2EE implementations (Vawter & Roman, 2001).  
Running of Applications
Both .Net and J2EE frameworks were designed to simplify the development and execution of tiered web applications through the standardization of modular components and services (Davu, 2013).  Microsoft .Net is a product suite that enables organizations to build and run enterprise-class web services on the Windows platform and is integrated into the Windows operating system.  Alternatively, J2EE is a multi-platform and vendor independent industry standard describing agreements between applications and the containers in which they run, and is not a product that you download (Vawter & Roman, 2001).   The J2EE architecture is available through competing 3rd party commercial product providers who provide classes that implement the interfaces defined in the J2EE specifications and are typically application server, web server, or database-system vendors (SNHU, n.d.).   Both platforms are object-oriented and provide enhanced ability for developing and running web services.  The J2EE architecture is platform independent and can run on any platform however, J2EE can only run applications developed in the Java language.  In contrast, Microsoft .Net is designed specifically for the Windows operating system; however, it offers language independence and interoperability which allows a single .Net component to be written partially in VB.Net, C#, or any of the other major languages supported by the .Net framework.  Another advantage to the .Net framework is ASP.NET is independent of client devices, which allows user interfaces to be rendered to alternative user interfaces without rewriting code (Vawter & Roman, 2001).   
Type of Object-Oriented Environment and Supporting Reasons
	It is recommended that Books-R-Us utilize the .Net framework with Windows based servers for the development, deployment and running of applications.  Although both J2EE and .Net solutions are relatively comparable in initial cost, ability, and perception; the decision to adopt a .Net solution was mostly influenced by the existing Windows infrastructure and existing familiarity with the Windows environment.  The single-vendor solution provided by Microsoft offers a comprehensive toolset in Visual Studio that is similar to other Microsoft applications making it easier to use and carries a relatively short learning curve for existing staff.  The learning curve is further reduced with support of language-independence and cross-language inheritance through its CLR (Common Language Runtime) intermediation; which, allows developers to build applications in languages that they are already familiar with.   Additionally, Microsoft offers paid support and free documentation on MSDN and is supported by a huge online developer community.  

Final Submission: Web Service and the Cloud
The Cloud
	At first glance cloud computing seems to offer many benefits that make it an attractive solution for many organizations, such as: quick deployment; minimized IT staff; automation of processes (software updates, back-up / recovery, etc.); scalability; decreased infrastructure costs; and accessibility from almost anywhere with any device connected to the internet.  However, there are also many disadvantages that must be carefully considered, such as: downtime or decreased performance resulting from network outages or congestion; additional security vulnerabilities; lack of support; limited control / flexibility; and platform dependencies with cloud computing vendors (Seshachala, 2015).   
	 The lack of support from cloud vendors, decreased control over cloud infrastructure, vendor platform lock-in, and decreased quality in performance and downtime are what influence the decision to forgo the use of the cloud for the application of document sharing and to keep this functionality in-house.

References



Courlouris, G. & Dollimore, J. & Kindber, T. & Blair, G.  (2012) Distributed Systems: Concepts and Design.  Fifth Edition.  Published by Pearson.

Posey, B. (2000, May 26). Understanding the differences between client/server and peer-to-peer networks - TechRepublic. Retrieved December 19, 2015, from http://www.techrepublic.com/article/understanding-the-differences-between-client-server-and-peer-to-peer-networks/#

N. A. (n.d.). Networking: Peer-to-Peer vs. Client-Server Architectures. Retrieved December 13, 2015, from http://www.enterprise-technology.net/network2.htm

Sparrow, P. (2015). Client Server Network : Advantages and Disadvantages. Retrieved December 20, 2015, from http://www.ianswer4u.com/2011/05/client-server-network-advantages-and.html#ixzz2w4AGgncb

N, A. (2013, January 7). What is Difference Between Two-Tier and Three-Tier Architecture. Retrieved December 20, 2015, from http://www.softwaretestingclass.com/what-is-difference-between-two-tier-and-three-tier-architecture/


Ciarlone, J. (2014, April 3). How To Separate Guest Wifi Access From Internal Corporate LAN. Retrieved January 3, 2016, from http://info.hummingbirdnetworks.com/blog/how-to-separate-guest-wifi-access-from-internal-corporate-lan

 
Mitchell, B. (2015, June 30). How 'Packet Switching' Works (Computer Networks). Retrieved January 3, 2016, from http://compnetworking.about.com/od/networkprotocols/f/packet-switch.htm

 
Benata, F. (2014, October 14). Circuit and Packet switching. Retrieved January 3, 2016, from https://prezi.com/nwvzmyfwxefs/circuit-and-packet-switching/

 
Exforsys Inc. (2007). Client-server security. Retrieved January 3, 2016, from http://www.exforsys.com/tutorials/client-server/client-server-security.html


Vawter, C., & Roman, E. (2001, June 1). J2EE vs. Microsoft.NET: A comparison of building XML-based web services. Retrieved January 17, 2016, from http://www.theserverside.com/news/1365389/J2EE-vs-MicrosoftNET-A-comparison-of-building-XML-based-web-services

Estes, B., & Maxime, O. (2003, August 19). J2EE vs .Net: The choice depends on your needs. Retrieved January 17, 2016, from http://www.computerworld.com/article/2571630/app-development/j2ee-vs--net--the-choice-depends-on-your-needs.html

SNHU. (n.d.). Java 2 Enterprise Edition and .Net Platforms. Retrieved January 17, 2016, from https://bb.snhu.edu/bbcswebdav/pid-9238658-dt-content-rid-21200155_1/xid-21200155_1

Davu, S. (2013, June 3). .NET vs Java: How to Make Your Pick. Retrieved January 17, 2016, from http://www.seguetech.com/blog/2013/06/03/dotnet-vs-java-how-to-pick

.NET Core and Open-Source. (n.d.). Retrieved January 17, 2016, from https://msdn.microsoft.com/en-us/library/dn878908(v=vs.110).aspx

Ranck, D. (2002, April 23). Comparing and contrasting the pros/cons of J2EE vs. .NET. Retrieved January 17, 2016, from http://searchsoa.techtarget.com/news/819020/Comparing-and-contrasting-the-pros-cons-of-J2EE-vs-NET

n.a. (n.d.). Understanding the Pros and Cons of .Net and Java. Retrieved January 17, 2016, from http://www.dotnet-guide.com/java.html

Kozyk, S. (n.d.). What is ASP.NET? -Top 12 Advantages of ASP.NET . Retrieved January 18, 2016, from http://www.itegritygroup.com/asp-net-advantages/

Camden, C. (2009, November 16). Pros and cons of recommending Microsoft-based solutions to IT consulting clients - TechRepublic. Retrieved January 18, 2016, from http://www.techrepublic.com/blog/it-consultant/pros-and-cons-of-recommending-microsoft-based-solutions-to-it-consulting-clients/

Singh, U. (2015, April 27). 11 Pros and Cons of Cloud Computing Everyone Should Know. Retrieved January 24, 2016, from https://www.linkedin.com/pulse/11-pros-cons-cloud-computing-everyone-should-know-umesh-singh

Seshachala, S. (2015, March 17). Disadvantages of Cloud Computing - Cloud Academy Blog. Retrieved January 24, 2016, from http://cloudacademy.com/blog/disadvantages-of-cloud-computing/




Page | 1 

image2.emf
Employee

Login Screen

Enter Username and Password

Encrypted

Customer information entered 

or updated and order placed

<<include>>

Search for existing customer 

using search criteria

Personal information entered 

or updated and order placed

<<include>>

<<extend>>

Customer

New Customer

Existing Customer


Microsoft_Visio_Drawing2.vsdx

Books-R-US Employee Login/Customer Order

Employee
Login Screen
Enter Username and Password
Encrypted
Customer information entered 
or updated and order placed
<<include>>
Search for existing customer 
using search criteria
Personal information entered 
or updated and order placed
<<include>>
<<extend>>
Customer
New Customer
Existing Customer



image3.emf
Web User

Login

Remember Me

Single Sign On

<<extend>>


Microsoft_Visio_Drawing3.vsdx

Books-R-Us Web User Authentication

Web User
Login
Remember Me
Single Sign On
<<extend>>



image4.emf
E-switch

Desktop Computer Desktop Computer

Guest Wifi

Modem Firewall / Router

WAN / Internet

ISP

Router 

WAN

Web Server

Application Server

Database Server


Microsoft_Visio_Drawing4.vsdx

LAN

E-switch
Desktop Computer
Desktop Computer
Guest Wifi
Modem
Firewall / Router
WAN / Internet
ISP
Router
WAN
Web Server


Application Server




Database Server






image1.emf
Place order on client computer or mobile phone Books-R-Us server checks database for availability

Send order complete message if in stock Send out of stock message if not in stock

<<extend>> <<extend>>

Customer


Microsoft_Visio_Drawing1.vsdx

Books-R-Us

Place order on client computer or mobile phone
Books-R-Us server checks database for availability
Send order complete message if in stock
Send out of stock message if not in stock
<<extend>>
<<extend>>
Customer



