Virus Questions

1. The four major category of viruses are boot viruses, file viruses, SPAM viruses, and Macro viruses. Boot viruses infect the boot sector of a floppy disk or the boot sector of a hard drive. It substitutes their code over a program’s code and forces the program to read its code into memory and pass control to the virus. File viruses use a computer’s file system to propagate. They are divided into several categories: overwriting, parasitic, companion viruses, link viruses, and worm viruses. File viruses work by infecting files when they were opened, renamed, or saved. They can cause a message to appear on the screen or overwriting the contents on a disk, wiping out all the information on a disk or computer. SPAM viruses use encryption to shield themselves from anti virus software. They mutate and attack both the boot and file sectors of a computer at the same time. Macro viruses are programs written in macro language and built to operate in specific software applications. Macros are sets of instructions attached to a document file that tell the software application to perform certain commands automatically. TO propagate or reproduce, macro viruses transfer themselves from one infected file to another.

