CS303: Information Technology & Electronic Communications

Summarized Notes for Appendix 1

Bandwidth vs Compression

Bandwidth refers to the width of an entire frequency range or the width of a “range of interest”. Many signals have an infinite bandwidth i.e. an infinite frequency spectrum. However, if such a signal is transmitted through any medium, the constraints of the transmitter and the nature of the medium will limit the bandwidth that can be transmitted. Thus, the effective bandwidth of the transmitted signal is that relatively narrow range of frequencies that contains most of the energy in the signal. The bandwidth of a medium is the difference between the upper and lower limiting frequencies of its frequency response curve, where it contains most of the energy of the transmitted signal. Thus the effective bandwidth of the transmitted signal and the bandwidth of the medium can refer to the same thing for most practical cases.

Data transmitted between nodes of a network can be quite repetitive. Because the amount of data actually transmitted between nodes in a network ultimately governs the cost of operating the network and the network capacity to do useful work, it may be useful to “compress” data before transmitting. Data compression reduces the number of bytes that must be transmitted by translating the data in some way to a form that is more efficient and requires less storage. If data is compressed by the sender, it must be expanded by the recipient thus a protocol is needed. 

Twisted pair vs Coaxial pair vs Fiber Optic Cable

A twisted pair cable, as the name implies, consists of a pair of shielded wires twisted together. Because the wires are twisted together, electrical interference is minimized. This makes twisted pair cable less susceptible to signal loss than if it were not twisted. Twisted pair cables consist of two or more pairs of thin, stranded, insulated copper wires twisted around each other to cancel EMI/RFI. In Ethernet network installations, twisted pair distances are a maximum of 100 metres. Twisted pair cable that does not have a protective shield is referred to as unshielded twisted pair (UTP). UTP is extensively used in telephone and data networks. UTP is the most popular LAN cabling. It is inexpensive, light, flexible, and easy to install. Shielded twisted pair (STP) cable can transfer data faster and over greater distances than UTP cable because the shielding provides additional protection from interference. 

Coaxial cable was one of the first types of cable used in data networks and LANs. Coaxial cable used in LAN installations was designed to support Ethernet-type networks, permit high data rates, and provide extra protection from electrical interference. Coaxial cable is more expensive and generally harder to install than other types of cables. Coaxial cable typically consists of a central copper or copper-coated conductor surrounded by flexible insulation, a shield of copper wire mesh, and an outer plastic jacket. The shield is the second conductor, and acts to dissipate electromagmetic interference (EMI) and radio frequency interference (RFI). Coaxial cables are gradually being taken over by twisted pair and fiber optic installation. Although coaxial cable has good EMI/RFI resistance, it is bulky and relatively difficult to install through wire ducts and other spaces within a building.

Fiber optic cable consists of a light-transmitting glass core surrounded by a reflective cladding layer. A light absorbing outer jacket surrounds and protects the glass core and cladding. Information is transmitted by focusing a light source into the core, and then switching the source on and off. Light is reflected off the clading layer, so that nearly all of the light radiated into one end of the cable reaches the other end. Because light is not appreciably affected by electromagnetic fields, a signal in a fiber optic cable is not affected by interference. Fiber optic cable can be either multimode or single-mode fiber. Fiber optic cable has a number of benefits as a LAN medium. It is capable of supporting high data rates, theoretically as high as 50 gigabits per second. It allows long distance transmission. Because it uses light wave instead of voltage changes along a conductor, it is immune to EMI/RFI. It is a highly secure medium, because it is difficult to splice into a fiber optic cable without detection. The primary disadvantage of fiber optic cable is cost. Both the material and the installation cost for this cable is high.

Digital signal vs Analog signal

A signal is a variation of electricity that represents coded information. If the information is stored in binary format, the signal represents two values, 1s and 0s. To transmit binary information across a physical medium, two signal states or levels are used, one to represent 0 and another to represent 1. Signals travel down wires or through the air between two communicating devices.

Two methods are used to transmit signals between nodes: baseband and broadband. Baseband is also known as digital signal. Voltage levels are modulated onto a constant carrier signal. Transitions from one level to the other indicate a 0 or 1. Broadband is analogous to TV cable transmission. Just as many different TV channels can broadcast different programs simultaneously, a broadband link can support many independent communications channels. These channels can be used as independent links between nodes, or in parallel to increase the effective throughout the link. Digital signal is relatively simple, less costly than broadband, and yet still very fast. It is far more widely used than analog signal. Digital signal is widely used in computer networks whereas analog signal is used in cable TV industry.

Parallel circuit vs Serial circuit

Parallel transmission – Several bits are transmitted in parallel simultaneously using a number of separate data lines. 

Serial transmission -  Several bits are transmitted one after another using one data line. 

Most data communications use serial transmission

Remote terminals

Data transfer in a network

Serial printer, mouse

When data are transmitted serially, they need synchronisation for the receiving device to interpret the bit pattern (streams of 1s and 0s) correctly. 

Asynchronous vs Synchronous transmission

Asynchronous transmission is characterised by transmitting one character at a time. It is primarily useful when data are transmitted at random interval. Each character of the data is framed when the sender specifies where it should start and stop. Sometimes, this type of transmission is referred to as start/stop protocol and it transmit one character at a time. Each asynchronous frame consists of 4 elements (a start bit, data bits, a party bit and stop bit). 

Synchronous transmission is characterised by high-speed transmission of data in the form of blocks. A block of data is a contiguous series of data bytes. Block transmission transmits multiple characters within one frame instead of transmitting one character with one frame. There is no start/stop bit for each character. There is no idle time between character and hence there is no delay between consecutive 8-bit characters. Synchronous frame formats vary accordingly to protocol. For each type of protocol, again there are in general two types of frame format: control and message. 

Packet Switching vs Circuit Switching

Packet switching is what occurs as a packet is travelling from the source node to the destination node when there are intermediate nodes between source and destination. When the packet travels through the intermediate node (a packet switch), it must “switch” the packet to the next node in sequence. 

Circuit switching networks establish a physical connection between two nodes. A packet is passed between nodes by “switching” it through intermediate points, either through other nodes or a host computer.
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