CHAPTER I: INTRODUCTION
Standard Definition of Bug:

· Insect with piercing and sucking mouthparts: an insect with thickened forewings and mouthparts adapted for piercing and sucking

· Insect regarded as pest: an insect or similar organism, especially one considered to be a pest

· Ailment caused by germ: a mild illness caused by an unspecified germ or microorganism 

· Defect: a defect or flaw in a design, machine, or system ( informal )

· Telecommunications hidden listening device: a concealed electronic device, usually a small microphone, that is used for listening to or recording private conversations ( informal )

· Craze or obsession: a strong and often widespread enthusiasm for or obsession with something ( informal )

Computer Definition of Bug:

A problem that causes a program to, produce invalid output or crash. The problem is either insufficient logic or erroneous logic. For example, a program can crash if there are not enough validity checks performed on the input or on the calculations themselves, and the computer attempts to divide by zero. Bad instruction logic misdirects the computer to a place in the program where an instruction does not exist, and it crashes.

A program with bad logic may produce bad output without crashing, which is the reason extensive testing is required. For example, if the program is supposed to add an amount, but subtracts it instead, bad output results, although the program keeps running.

Most bugs arise from mistakes and errors made by people in either a program's source code or its design, and a few are caused by compilers producing incorrect code. A program that contains a large number of bugs, and/or bugs that seriously interfere with its functionality, is said to be buggy. Reports detailing bugs in a program are commonly known as bug reports, fault reports, problem reports, trouble reports, change requests, and so forth.

Bugs can have a wide variety of effects, with varying levels of inconvenience to the user of the program. Some bugs have only a subtle effect on the program's functionality, and may thus lie undetected for a long time. More serious bugs may cause the program to crash or freeze leading to a denial of service. Others qualify as security bugs and might for example enable a malicious user to bypass access controls in order to obtain unauthorized privileges.
The results of bugs may be extremely serious. A bug in the code controlling the Therac-25 radiation therapy machine was directly responsible for some patient deaths and in 1996, the European Space Agency's US$1 billion prototype Ariane 5 rocket was destroyed less than a minute after launch, due to a bug in the on-board guidance computer program. In June 1994, a Royal Air Force Chinook crashed into the Mull of Kintyre, killing 29. This was initially dismissed as pilot error, but an investigation by Computer Weekly uncovered sufficient evidence to convince a House of Lords enquiry that it may have been caused by a software bug in the aircraft's FADEC.
CHAPTER II: TYPES OF BUGS
1)   Alderson Loop

An Alderson loop is a type of infinite loop, specifically one that includes a hidden exit which is inaccessible in the code except to the creator of the loop. Typically, this sort of loop is discovered by accident, often while messing around with interfacing or menu code.
2)   Buffer Overflow

Buffer overflow is an anomalous condition where a process attempts to store data beyond the boundaries of a fixed length buffer

3)   Caching Failure

Caching failure is a type of software bug, in which a program caches (remembers) the result indicating a failure even after the failure has been corrected.
4)   Dangling Pointer

Dangling pointers are pointers that do not point to a valid object of the appropriate type, or to a distinguished null pointer value in programming languages which support this.
5)   Deadlock

Deadlock refers to a specific condition when two or more processes are each waiting for another to release a resource, or more than two processes are waiting for resources in a circular chain. Deadlock is a common problem in multiprocessing where many processes share a specific type of mutually exclusive resource known as a software, or soft, lock. Deadlocks are particularly troubling because there is no general solution to avoid (soft) deadlocks.
6)   Fandango On Core

Fandango on core is a computer programming term for the effects of a pointer running out of bounds, often leading to a core dump, or failures in other seemingly-unrelated processes. In extreme situations, fandango on core may lead to the overwriting of operating system code, possibly causing data loss or system crashes.
7)   Glitch


A computer glitch is the failure of a system, usually containing a computing device, to complete its functions or to perform them properly. It frequently refers to an error which is not detected at the time it occurs but shows up later in data errors or incorrect human decisions.

8)   Handle Leak

A handle leak is a type of software bug that occurs when a computer program asks for a handle to a resource but does not free the handle when it is no longer used.
9)   Infinite Loop

An infinite loop is a sequence of instructions in a computer program which loops endlessly.

10)   Input Kludge

Input kludge is software that fails in handling simple user input. For example, if the program accepts free text input from the user, an ad hoc algorithm will mishandle many combinations of legal and illegal input strings. Input kludge is usually difficult for a programmer to detect in unit test, but very easy for the end user to find.
11)   Integer Overflow
Integer overflow occurs when an arithmetic operation attempts to create a numeric value that is larger than can be represented within the available storage space.
12)   Memory Corruption

Memory corruption happens when content of a memory location are unintentionally modified due to programming errors. When the corrupted memory contents are used later in the computer program, it leads either to program crash or to strange and bizarre program behavior.

13)   Memory Leak

Memory leak is a particular kind of unintentional memory consumption by a computer program where the program fails to release memory when no longer needed.

14)   Off-by-One Error

An off-by-one error is a logical error involving the discrete equivalent of a boundary condition. It often occurs in computer programming when an iterative loop iterates one time too many or too few. Usually this problem arises when a programmer fails to take into account that a sequence starts at zero rather than one, or makes mistakes such as using "is less than or equal to" where "is less than" should have been used.
15)   Race Condition

A race condition or race hazard is a flaw in a system or process whereby the output of the process is unexpectedly and critically dependent on the sequence or timing of other events.

16)   Stack Overflow

A stack overflow occurs when too much memory is used on the call stack.
CHAPTER III: BUG PREVENTION
Bugs are a consequence of the nature of the programming task. Some bugs arise from simple oversights made when computer programmers write source code carelessly or transcribe data incorrectly. Many off-by-one errors fall into this category. Other bugs arise from unintended interactions between different parts of a computer program. This happens because computer programs are often complex, often having been programmed by several different people over a great length of time, so that programmers are unable to mentally keep track of every possible way in which different parts can interact. Many race condition bugs fall into this category.

The computer software industries have put a great deal of effort into finding methods for preventing programmers from inadvertently introducing bugs while writing software. 

These are the steps that they have taken to prevent bugs:

1)   Good Programming Style 

Bugs are often created by typos that are not caught by the compiler. Some innovations to programming style such as indentation, clearly-distinguished variable names, vertically aligning similar blocks, and so forth, are designed to make these bugs less likely, or easier to spot. In curly bracket programming languages, it has become common for style documents to require that even where optional, curly brackets be placed after all control flow constructs. This prevents program-flow bugs which can be very time-consuming to track down, such as where a terminating semicolon is introduced at the end of the construct (a common typo); where another line is added before the first; or where the following line may be removed by the preprocessor. Other examples of using style to prevent bugs include placing constants on the left hand side in comparisons, (which causes a syntax error in the case of the common typo of replacing the comparison operator "==" with the assignment operator "="); placing a comma after even the last element of a list, and the last line in a block, where these are normally optional; etc.

2)   Good Programming Techniques 

Bugs often create inconsistencies in the internal data of a running program. Programs can be written to check the consistency of their own internal data while running. If an inconsistency is encountered, the program can immediately halt, so that the bug can be located and fixed. Alternatively, the program can simply inform the user, attempt to correct the inconsistency, and continue running.

3)   Development Methodologies 

There are several schemes for managing programmer activity, so that fewer bugs are produced. Many of these fall under the discipline of software engineering (which addresses software design issues as well.) For example, formal program specifications are used to state the exact behavior of programs, so that design bugs can be eliminated.

4)   Programming Language Support 

Programming languages often include features which help programmers deal with bugs, such as exception handling. In addition, many recently-invented languages have deliberately excluded features which can easily lead to bugs. For example, the Java programming language does not support pointer arithmetic.
CHAPTER IV: DEBUGGING
What Is Debugging?

Debugging is a methodical process of finding and reducing the number of bugs, or defects, in a computer program or a piece of electronic hardware thus making it behave as expected. Debugging tends to be harder when various subsystems are tightly coupled, as changes in one may cause bugs to emerge in another.
Debugging is, in general, a cumbersome and tiring task. The debugging skill of the programmer is probably the biggest factor in the ability to debug a problem, but the difficulty of software debugging varies greatly with the programming language used and the available tools, such as debuggers. Debuggers are software tools which enable the programmer to monitor the execution of a program, stop it, re-start it, run it in slow motion, change values in memory and even, in some cases, go back in time. The term debugger can also refer to the person who is doing the debugging.
Basic Steps in Debugging:

· Recognize that a bug exists

· Isolate the source of the bug

· Identify the cause of the bug

· Determine a fix for the bug

· Apply the fix and test it
Typically, the first step in locating a bug is finding a way to reproduce it easily. Once the bug is reproduced, the programmer can use a debugger or some other tool to monitor the execution of the program in the faulty region, and find the point at which the program went astray.

CONCLUSION
As a programmer progress with various projects, he will encounter many kinds of bugs too within his software projects. Most likely a programmer will spend most of his time on fixing his program bugs, rather than developing a new program.
Software Engineering itself encourages good programming styles and techniques so bugs within source code can be found easily. It’s even better if the software design is planned carefully, after all if the logic fails then the software will fail too.
While people would like bugs to be fixed before a new release, it is common practice for software to be released with known, but considered non-critical, bugs. Although software products contain an unknown number of unknown bugs when shipped, measurements during the testing may provide a statistically reliable estimate of the number of likely bugs remaining. Since some bugs only can be found out after end users used the software. Later, user can report bugs to the developers, using this way also may cut the cost of finding bugs by developers themselves.
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