CHAPTER I

Data Warehouses and Data Mining Techniques
A data warehouse is the main repository of the organization's historical data, its corporate memory. Data warehouses contain a wide variety of data that present a coherent picture of business conditions at a single point in time. Development of a data warehouse includes development of systems to extract data from operating systems plus installation of a warehouse database system that provides managers flexible access to the data.

Generally, data mining (sometimes called data or knowledge discovery) is the process of analyzing data from different perspectives and summarizing it into useful information - information that can be used to increase revenue, cuts costs, or both. Data mining software is one of a number of analytical tools for analyzing data. It allows users to analyze data from many different dimensions or angles, categorize it, and summarize the relationships identified. Technically, data mining is the process of finding correlations or patterns among dozens of fields in large relational databases.
Why both data warehouses and data mining techniques are becoming indispensable parts of business intelligence programs?
In this rapidly changing world consumers are now demanding quicker more efficient service from businesses. To stay competitive, companies must meet or exceed the expectations of consumers. Companies will have to rely more heavily on their business intelligence systems to stay ahead of trends and future events. Business intelligence users are beginning to demand real time or near real time analysis relating to their business, particularly in front line operations. They will come to expect up to date and fresh information in the same fashion as they monitor stock quotes online. Monthly and even weekly analysis will not suffice. Data mining answers that real time demands by analyzing and gathering real time information in the data warehouses, to predict consumer needs precisely.
How exactly is data mining able to tell you important things that you didn't know or what is going to happen next?

The technique that is used to perform these feats in data mining is called modeling. Modeling is simply the act of building a model in one situation where you know the answer and then applying it to another situation that you don't. For instance, a simple model for a telecommunications company might be: 98% of my customers who make more than $60,000/year spend more than $80/month on long distance. This model could then be applied to the prospect data to try to tell something about the proprietary information that this telecommunications company does not currently have access to. With this model in hand new customers can be selectively targeted.
To best apply these advanced techniques, data mining tools must be fully integrated with a data warehouse as well as flexible interactive business analysis tools. Many data mining tools currently operate outside of the warehouse, requiring extra steps for extracting, importing, and analyzing the data. Furthermore, when new insights require operational implementation, integration with the warehouse simplifies the application of results from data mining. The resulting analytic data warehouse can be applied to improve business processes throughout the organization, in areas such as promotional campaign management, fraud detection, new product rollout, and so on.
There have been many views against data mining. The most famous view is about privacy issues, especially for federal data mining agencies. It’s been studied if data mining is more than able to extract confidential information about a person’s private affairs. The protesters feel if data mining is a threat to their privacy.
The supporters of data mining also expressed their opinions; if data mining can be used as a means for detecting fraud, assessing risk, and product retailing. In the context of homeland security, data mining could be a potential means to identify terrorist activities, such as money transfers and communications, and to identify and track individual terrorists themselves, such as through travel and immigration records.  

Advantages of using data warehouses and data mining techniques:

· Identify your best prospects and then retain them as customers.

· Predict cross-sell opportunities and make recommendations.

· Learn parameters influencing trends in sales and margins.

· Segment markets and personalize communications.

Disadvantages of using data warehouses and data mining techniques:

· Advanced algorithms may be more difficult to implement on databases
· May be considered as privacy intrusion against customers  
CHAPTER II

E-Commerce
Electronic Commerce or E-Commerce consists primarily of the distributing, buying, selling, marketing, and servicing of products or services over electronic system such as the Internet and other computer networks.
E-Commerce database servers often become hacking subjects. Hackers may just want to know how tough the server is, some may have malicious intent to disrupt the business practices, and other various reasons. The main negative impact of a successful hacking is destroying the company’s reputation, thus making a loss of customers. That is why many e-commerce are trying to secure their servers from the prying eyes.
How to minimize the risk of attack:
· Installing appropriate technological solutions

· Implementing relevant policies and procedures

· Paying attention to contractual details

· Keeping abreast of eCommerce regulations and following best practice

· Investing in appropriate “digital risk” insurance

Some risks can be reduced by technological solutions. For example, every business using computers should make backups of their data whether they are a sole trader running a home business “from their kitchen table” or a sophisticated user of eCommerce; if your business accesses the Net via an always-on service such as ADSL, it is essential to install a firewall (although a firewall is desirable for all businesses with an Internet connection) and any business with Internet access should have anti-virus software in place.  
However, simply using more technology is not enough; businesses also need the appropriate mix of processes, policies and training for staff. For example, backups should be carried out on a regular basis and kept in a separate location. Likewise, according to their circumstances, all businesses should implement appropriate security measures. For a small home business this might be something as simple as ensuring that the kids are not allowed to play games on the PC used for business purposes; for larger businesses it might require detailed Information Security and Information Access policies. A business with several employees all using e-mail for external communications should have an Acceptable Use policy. All such policies and procedures should be readily available to and understood by all staff and also properly implemented and enforced.

An example is a Welsh SME who hadn’t taken all the necessary precautions against ICT-related risk and became the victim of a hacker.  Their Web site had been sabotaged whereby the company’s content had been replaced by anti-Iraq war slogans. This was possible because the site was being hosted on an insecure server, leaving it exposed to such risks.  However, as the attack was noticed almost immediately after the hacking took place, and as the SME had access to a complete back-up of their site, an Opportunity Wales eCommerce adviser was able to assist in the cleansing and re-hosting of the domain name and the Web site was reinstated with secure hosting including protection, all within the same day.  On this occasion, this particular company had a lucky escape as the site had only recently gone live on the Internet, and the situation was corrected without causing too much damage and with minimal costs incurred.
Another vital means of minimizing risk is to keep abreast of eCommerce regulations, and follow best practice at all times. For instance, a company using e-mail as a marketing tool must take appropriate steps to ensure that they comply with the eCommerce Regulations 2003 (and the Data Protection Act 1998). A business with a Web site which enables customers to order and pay for products/services on-line must also comply with the Distance Selling regulations 2000.

Nevertheless, no technological solution, contract, process or policy is going to be 100% foolproof and this is where an appropriate “digital risk” insurance policy comes in. Many businesses assume that their current standard business insurance covers them in all eventualities, including the use of ICTs (Information and Communications Technology) and eCommerce. However, as stated earlier, the majority of insurers now explicitly exclude ICT-related risks from their general policies.

The problem is that digital risks are very difficult to assess and to put a value on. For example, your standard business insurance might well cover your business against the loss of computer hardware due to fire or theft, but what about the data held on that computer equipment? Would you even be able to put a value on that data? How would you assess the value of an on-line brand?  It’s not just businesses which are experiencing problems; the insurance industry itself is struggling with digital risk.
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