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Principles of Information System Security 

Overview

This course examines information systems security principles in an organizational context. Included are preventative, detective, administrative and technical, security controls. Also included are organizational methodologies utilized to create security policies, procedures, and standards. Emphasis placed upon management issues and solutions within a specific legal and regulatory context. Specific topics include access control, telecommunications, cryptography, and physical security. 

Class activities are augmented with laboratory activities that provide students the opportunity to apply the principles. Laboratory activities focus on four areas: Operating Systems, Telecommunications, Cryptography, and Security Management.

Learning Objectives

At the end of this course, students will be able to:

· Draw and explain two major enterprise security models

· Define vulnerabilities, threats, and risk. 

· Articulate 3 possible responses to Risk

· Explain how security relates to the mission of an organization

· Define three access control models.

· Describe security policy and related issues including guidelines, procedures, and standards.

· Explain how risk analysis and risk management relate to Information Assurance.
· Define telecommunication and LAN vulnerabilities, threats, risks, and countermeasures.
· Compare and contrast Disaster Recovery and Business Continuity Planning.
· Identify security issues related to personnel decisions, and qualifications of security personnel.
· List the ten domains of security as defined by ISC2.
· In an information systems security context, explain ethics.
Textbooks 

Required

Krutz and Vines; The CISSP Prep Guide, Wiley, 2002. 

ISBN: 047126802X
Recommended

Bishop, Computer Security: Art and Science, Addison-Wesley, 2002.

ISBN: 0201440997

Schneier, Secrets & Lies: Digital Security in a Networked World, Wiley, 2000. ISBN: 0-471-24311-1

Garfinkel and Spafford; Practical Unix and Internet Security, 2nd Edition; O’Reilly and Associates; 1996.

Resources

Unix CBT from:

http://www.uh.edu/infotech/php/template.php?training_id=29

Grading

Final grades are determined through a weighted average that is projected to include examinations, projects, and activities. 

Exams
40%


Paper
25%

Online Journal 
20%

Quizzes/Activities 
15%
Projects/Activities/Journals
Class participation is the active engagement in questions and answers, taking part in analyses, and contribution of comments in class sessions. This term, there will be one major project. There may also be the frequent class discussions. It is important to be present for the class discussions.
Class Meetings

Attendance is expected at all class meetings. 

Exams

During examinations, late arrivals are considered an interruption. Consequently, no exams will be given to anyone arriving more than 15 minutes after the beginning of the exam period. Arrangements for missing an exam must be made prior to the day of the exam. 

Note Makeup exams are not an option.

Class Interruptions

During class time, mobile phones and pagers must have their audible alarms turned off. Failure to observe this rule can have a negative impact.

	Instructor
	Office 

	Ed Crowley
	T2, Room 337

	Phone: 713-743-4096 

E-mail: Crowleye@yahoo.com
	Hours: By appointment and as posted.

www.angelfire.com/tx/netessentials


