* Chapter 2

Data Communications Concepts

= Data = Switching
= Encoding = Circuit
= Digitization = Packet
= Transmission = Datagram Delivery
= Modulation = Error
= Compression « Detection
= Packetization = Correction

Encapsulation
Multiplexing

Flow Control




Data Digitization

Character encoding

= Process of transforming humanly readable
characters into machine readable code.
= Characters are transformed into a series of ones
and zeroes.
= Commonly used standards are
= ASCII

« EBCDIC
= UNICODE
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*Ascii encoding is used on most computers today




EBCDIC Code Table
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e EBCDIC is used on IBM Mainframes

Serial vs. Parallel Data Transmission

Serial Parallel

1 byte consisting of 1 byte consisting of
8 serial bits 8 parallel bits

Sender [[o[*[ofo[[o]

Circuit consists of
ONE copper wire

Receiver

Sender

Circuit consists of
EIGHT copper
wires




§ Serial vs.

Transmission
Characteristic

Transmission Description

Comparative Speed
Distance Limitation

Application

Cable Description

Serial

One bit after another, one at a
time

Slower

Farther

Between two computers, from
computers to external devices,
local and wide area networks

All bits travel down a single wire,

parallel Data Transmission

Parallel

All bits in a single character
transmitted simultaneously

Faster

Shorter

Within a computer along the
computer's busses, between a
drive controller and a hard drive

Each bit travels down its own

one bit at a time wire simultaneously with other

bits.

Synchronous vs. Asynchronous
transmission

Asynchronous transmission
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modem Stop bit Start bit modem
Characteristics: (1,000 byte transmission)

Data is sent one byte at a time

Each byte has a start and 1, 1.5, or 2 stop bits

Synchronization is reestablished for each byte

Time between bytes is unsynchronized and of
random length

Control / overhead bits: 1 start and stop bits per byte
2 control bits per byte x 1,000 bytes = 2,000 control bits
7,000 data bits / 9,000 total bits = 77.7% efficient

Synchronous transmission

I OTo0[OT A Aol o[ [0 [1[o[1[o[o[T o[ o[1[o[ 1[0l

Synchronization byte

modem modem

Characteristics: Efficiency (1,000 byte transmission)

Data is sent as a block of uninterrupted bytes

Synchronization bytes precede and follow the
data block

Synchronization is maintained whether data is
actually being sent and detected or not

Modems remain synchronized during idle time

Control / overhead bits: 48 total control bits per block
using HDLC

48 control bits per block x 1 block = 48 control bits

7,000 data bits / 7,048 total bits = 99.3% efficient




% Modulation vs. demodulation
T AUAVAVE

digital analog

V

Modulation

S/

AU /A2

analog digital

v

Demodulation

= This process is done by a mo(dulator)dem(odulator)

Modem based communication channels

Digital Analog Digital
Local PC Remote PC

—
1000001

modem modem
Input Processing Output-Input Processing Output
Digital data Transform digital data input Analog Transform analog data input  Digital data
to analog data output to digital data output
(modulation) (demodulation)

= The dial-up modem allows connections through
the phone network




Half vs. full duplex

= Almost all data communications sessions are
bi-directional.

= Bi-directional traffic may be full or half duplex.

= In a full duplex communications environment
both devices can transmit at the same time.

= In a half duplex environment at any given
point in time, you can only listen or talk.

§ Carrier Wave

Carrier wave

amplitude

frequency phase

= There are three properties of a wave that can

be modulated or altered:
= Amplitude
= Frequency
= Phase




Amplitude Modulation

Amplitude modulation
(Frequency, phase constant)

ASCII - 7: letter A

Each vertical lines separates opportunities to identify
a 1 or 0 from another.

These timed opportunities are known as signaling
events.

The proper name for one signaling event is a baud

% Frequency Modulation

Frequency Modulation
(Amplitude, phase constant)

Shorter wavelength,
higher frequency

Longer wavelength,
i lower frequency

ASCII-7: letter A

= frequency shift keying or FSK




Phase Modulation

/— Phase shift “

:
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ASCII-7: letter A

= phase shift keying or PSK
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= Quadrature Phase Shift Keying




Increasing transmission efficiency

*

= Two ways in which a given modem
can transmit data faster:

1. Increase the signaling events per second,
or baud rate.

> Find a way for the modem to interpret
more than one bit per baud.

Differential Quadrature Phase Shift keying

|
| |
I } I I |
| 180°phase | 0°phase | 0°phase | 270" phase |
shift shift shift shift
[1 0] [o o] [o o] [1 1]
1000001 Parity bit

ASCIl “A”

= This technique improves transmission rate by
increasing the number of events per baud




& Data Compression

N2
modems with data compression IM'
[ ]
.7 @
00 -
Compressed data
ransmission rate ~—Ur d data —=

comp!
28.8 Kbps 115.2 Kbps

T 115.2 Kbps

= Data compression techniques improve
throughput.

% Data compression

= The sending device replaces strings of
repeating character patterns with a

special code that represents the pattern.

= The code is significantly smaller than
the pattern it represents.

= This results in the amount of data sent
between the sending device and the
receiving device to increase.
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% Packetization

= The process of dividing the data steam
flowing between devices into structured
blocks known as packets.

= A packet is a group of bits organized in
a pre-determined, structured manner
consisting of a piece of the data stream
to which management information is
added.

% Packe’uza’uon

LALAAN

HHH\

Chk

Nurnb Ch k

Source
Address

Dll
Addre:

Nmb

Nmb

Source
Address

Dtl
Addre:

HHH\

Chk

= This data stream is divided into 3 packets

= Note the addition of header information to the data
portion
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& Packetization

= The predetermined structure of a
packet is critical.

= Through the use of standards, devices
know the number of bits in each
section; the header, data portion and
trailer.

\i Encapsulation / De-encapsulation

= In a layered protocol, each layer adds a
header according to the layer’s syntax.

= The sending device adds this
information in a process of
encapsulation

= The receiving device reverses the this
process (de-encapsulation)
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Encapsulation / De-encapsulation in the OSI model
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% Multiplexi

Main Street

To:
The Rawles Family

Anytown, USA 47907

Multiplexing: Data
packets from multiple
different sources are

DATA COMM

loaded onto a single

wide area link for
transmission

Transmission of

multiplexed data over
asingle wide area

connection—may be

switched or <\ ¥

[DATA COMM
|PARCEL SERVICE

packet
circuit-switched .__

5

SERVICE d

Demultiplexing: Data /
packets from multiple “———]

o:

The Rawles Family.
Main Street
Anytown, USA 47907

sources are received | To:
off of the single shared | Williams
wide area connection
and forwarded to their

proper addresses

To:
Hassan

Packing: Individual
presents are placed into
package for shipping to

one address

Loading: Packages from
multiple sources and
bound for multiple
destinations are loaded on
the same truck for
transport

Transport of addressed
packages within a single
truck

Unloading and delivery:
Addressed packages from
multiple sources are
unloaded from the single,
shared truck and
forwarded to their proper
destination address
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Frequency Division Multiplexing

Overall Configuration

Local Loop

ED
(D

Frequency division Frequency division

multiplexor

Inside the Local Loop

Channel 1—voice signal

Channel 2—data signal

multiplexor

4 kHz

25 kHz = 1,100 kHz

Guardband (25 kHz - 4 kHz) = 21 kHz Input

channel 1

FDM
[ APASRASRANL sreauency

Input
channel 2

% Time Division Multiplexing

Flow control when buffers

Router 1

Input channel 1

fill

Buffer memory for each input channel

Composite message frame assembled

Rowerz  'mput channel 2

Composite channel

HzH

(] ——

Router 3 Input channel 3

Router4  Input channel 4

Timing device gives each input channel
equal time to empty buffers

Time Division Multiplexor
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Statistical Time Division
Multiplexing

o

Router 1

ACTIVE

Router

.

2

Router 3

VERY
ACTIVE @

.

Router 4

Control Info contains the address of the source
terminal of the data that follow, as well as a
count of the number of characters of data
belonging to that terminal

= Switching allows temporary connections to be
established, maintained and terminated

between sources and destinations
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& Circuit Switching

= The work to create a signal path is done up
front; a switch fabric creates a direct path
between the source and the destination.

= Communication takes place just as if the
temporary circuit were a permanent direct
connection:

= The switched dedicated circuit makes it
appear to the user of the circuit as if a wire
has been run directly between the
communicating devices.

ﬁ Packet switching

= In a packet switched network, packets of
data travel one at a time from the message
source to the message destination.

= The physical path taken by one packet may be
different than that taken by other packets in the
data stream.

= The path is unknown to the end user.
= A series of packet switches pass packets

among themselves as they travel from source
to destination
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Datagram Delivery

Packet
assembler/

disassembler

Packet
assembler/
disassembler

4

data

3 2

1

fun [DAJSA[N][ is_[DA[SA[N][comm[DA[SA[N][ data [DA[SA]N

1. Datagrams enter the packet switched network in proper
sequence order,

4 3

3. D

J(fun [ is_[oomm data )
.

2 1

PAD

2. Datagrams arrive at destination PAD in random sequence,
which give new meaning to intended message

Packet-switched network

datagrams in proper order

data comm|
is fun

N

DA destination address
SA  source address
datagram sequence number

Connectionless vs. Connection-Oriented
Networks

Also
Greatest Call Known Error Flow
Overhead | Strength Set-up Addressing as... Correction Control
Connectionless Less Ability to None Global Datagram Left to Left to
dynamically unreliable end-user end-user
reroute data devices devices
Connection- More Reliability Yes Local Reliable By virtual By virtual
oriented logical Virtual circuit circuit
channel circuit
number
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§ The error detection process

-

-ﬂ
[
—_—

N—

Error check Calculated Error check Recalculated
calculated error check recalculated error check
based on |:> and actual |:> based on compared to

actual data data received transmitted error

transmitted data check

% Error detection process

The transmitting and receiving devices agree on how
the error check is to be calculated

The transmitting device calculates and transmits the
error check along with the transmitted data

The receiving device re-calculates the error check
based on the received data and compares its newly
calculated error check to the error check received
with the data

If the two error checks match, everything is fine. If
they do not match, an error has occurred
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§ Parity Checking

Letter “A” with odd and even parity
Letter “A” in Parity bit

7-bit ASCII
Face value:

S N :
Odd [1]+[)+[@+[0]+[0+[@)+[[+[1] =3 (odd)
Even [1]+[0]+[0]+[0]+[0]+[0]+[1]+[0] =2 (even)

= Simple parity checking

% Parity Checking

Multiple bit errors/even parity

Transmitted Parity bit

data Letter “A”
Face value:

[ | —
Even  [1[o[o[o[o[o[1o]  [f]+[o]+[0]+[o]+[0]+[0]+[1]+[0] =2 (even)
altered
bits ; \
EBven  [1]o[o[o1]o[1[1] []+[0]+[0]+[0]+[A]+[0]+[1]+[1] =4 (even)
—

Received data
Letter “Q”

= Parity checks can miss multiple bit

errors
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& Alternatives to parity

5555555555
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3
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g

Block
nnnnn [Ololelorap]
character

= LRC improves parity checking at the cost of
extra data transmitted

% Error Control Techniques

= Error Prevention
= Error Detection
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& Error detection techniques

= *Parity (VRC)

= e ongitudinal Redundancy Checks (LRC)
= *Checksums

= *Cyclic Redundancy Checks (CRC)

& Parity

= Parity, also known as a (Vertical
Redundancy Check or VRC), is the
simplest error detection technique.

= Parity works by adding an error check
bit to each character.
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Longitudinal Redundancy
Checks

= Longitudinal Redundancy Checks
(LRC) seek to overcome the weakness
of simple, bit-oriented one directional
parity checking..

= LRC adds a second dimension to parity.

% Checksums

= Checksums are also block-oriented error detection
characters added to a block of data characters.

= a checksum is calculated by adding the decimal face
values of all of the characters sent in a given data
block and sending only the least significant byte of
that sum.

= The receiving modem generates its own checksum
and compares the locally calculated checksum with
the transmitted checksum
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& Error Correction

= The receiving device detects the error
and requests a re-transmission

= The sending device then retransmits the
the portion that contained the error.

% Flow Control

= To prevent buffer overflows the receiving
device sends a signal to the sending device

= The flow control software constantly monitors
the amount of free space available in buffer
memory and tells the sending device to stop
sending data when there is insufficient
storage space.

= When the buffer once again has room the
sending device is told to resume transmitting
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