CSC 475 --- Computer Security

Spring, 2004

Instructor:  Prof. Wei Jin

Office: Graphics 107

Office Phone:  546-8376

E-mail: wjin@shawu.edu
Webpage: http://www.geocities.com/wjin_2001
Class Time:  TuTh (8:00 - 9.15am)

Class Room: SCI 301
I. Course Description

                                 This course will introduce basic concepts of computer security: confidentiality, integrity, availability, policy and enforcement --- cryptography and system-based access control mechanisms, and security assurance.

II. Text

Computer Security --- Art and Science

   By  Matt Bishop       

III. Anticipated Course of Action

Intro:                  

                           Chapter 1: An Overview of Computer Security
Policy:                

                           Chapter 2: Access Control (2.1-2.2)

                           Chapter 4: Security Policies (4.1-4.4)
Cryptography:    

                           Chapter 9: Basic Cryptography
                           Chapter 10: Key Management (10.1-10.2)
                           Chapter 11:Cipher Techniques (11.3)

                           Chapter 12: Authentication

Noncryptographic Mechanisms (Systems):

                           Chapter 13: Design Principles

                           Chapter 14: Representing Identity (14.1-14.4)

                           Chapter 15: Access Control Mechanisms (15.1-15.2)

Assurance:

                           Chapter 18: Introduction to Assurance

IV. Evaluation

                  Class participation                  10%

                  Homeworks                             20%  (Late will be 20% penalized for each day) 

                  Two Quizzes                             20%

                  Midterm                                   20% 

                  Final Examination                   30%  (Comprehensive)
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