NIST Security Controls Analysis

There are three types of security controls described to us in the NIST documentation.  Those controls are Technical, Management, and Operational security controls.  We will describe each on of the controls briefly here.

First off, a technical security control is used to prevent various types of threats from becoming larger issues.  Technical controls are further broken up into three subcategories:  Support, Prevent, and Detect & Recover.  Support controls are the underlying guidelines which must be in place before other controls can be used.  Preventive controls are used to stop threats from violating your security policies.  Finally, Detection & Recovery controls warn the organization that something has occurred and recovery controls allow for everything to be restored to a functional order.

The next type of control is the Management security control.  These controls are the standards and guidelines by which risk is reduced and the organization’s assets are protected.  This is typically the implementation of security documentation and planning as well as the use of securing the roles in which individuals play in organizational security (keep roles separate to increase security).  
The last control is the Operational control.  These controls ensure that security measures are consistent with the organization’s policy.  Preventive and detection measures include physical security in the operational controls.  Without these policies, the organization is left without guidelines on how to secure the hardware their information is stored on.
