Lab ONE Narrative
In this lab, we explored some of the various security tools provided by the Knoppix distribution.  At first, we took some time to get familiar with Knoppix itself.  We looked at how to download and run Knoppix, as well as, understanding how to learn about the computer we were on using Knoppix.  After that, we moved to the console window and started looking out our network configuration.  

During network configuration we used the ifconfig function and the netstat tool to gain some basic information about the computer's network status.  Specifically, we were able to obtain the IP address, MAC address, and a list of current connections and listening ports on the machine.  After understanding ourselves, we started to investigate our neighbors using basic tools.  The tools we employed were ping and nslookup. 

After getting acquainted with the basics, we began using Ethereal to capture packets for analysis.  We used the initial  packet captures to get familiarized with some various aspects of the Ethereal tool.  This inlcudes filtering and understanding what each type of packet looked like.  From a packet capturing session, you can gain informatioin about packet size, destination, source, and ports used by it.  

After using Ethereal, we moved on to the Nmap tool which would allow us to locate live systems that could be potentially open to threats.  Nmap allowed us to also see which ports were being used by each of the computers we looked up.  We learned on how to do stealth scans using nmap in which the sending computer would not complete the three way handshake with a given computer.  After getting familiar with nmap, we concluded the lab with the thoughts of using Nmap to carry out a denial of service attack by implementing some timing of the scan.  Nmap scans can be sent to complete at various speeds depending on the needs of the user. 
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599337 Cisco_3e:beict Spanning-trae-(for-bi TP Conf. Root = 16384/00:07:85:e8:53: fb_Cost
623697 Cisco_1d:oF: £F Brosdcast AP Who has 129.7.235.137 Tell 12.7.236.252
18775 Hewlstt- 7cibeisa  Brosdeast AP Who has 129.7.235.0757 Tell 129.7.236.25
115894 Cisco_1d:9F  FF Brosdcsst AP Who has 172.20.52.07 Tell 172.21.58.252

128514 Hewlstt- 7cibeiss  Brosdeast AP Who has 129.7.235.2097 Tell 129.7.236.25
503161 Cisco_3erbeict Spanning-tree- (for-bi Conf. Root = 16384/00:07:55: ¢3:93:fb _Cost
588359 Hewlstt- 7cibeisa  Brosdeast AP Who has 129.7.235.023 Tell 129.7.236.25
173351 00000000, 0000aaBbFd3: 00000000, FFFFFFFFFFFI General query

173993 00000000, 0000aaBbFd3: 00000000, FFFFFFFFFEFI General Query

180114 00000000, 000saEbfd3: 00000000, FFFFFFFFFFFI General Query

180116 00000000, 0000aaBbFd3: 00000000, FFFFFFFFFFFI General query

524664 Cisco_3e:beicf Spanning-tree- (for-bi Conf. oot = 16384/00:07:85:3:93:fb Cost
575393 Cisco_se:beicf Spanning-trae- (for-bi Conf. oot = 16384/00:07.85: ¢3:93:fb _Cost
560094 Cisco_Ld:oF: FF Brosdcsst Who hss 129.7.236.13 Tell 129.7.236.252
780018 00000000, 00QCaEbf d3: 00000000, FFFFFFFFFFFI General query
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looLo 08 00 05 04 00 02 00 GL a6 7c be =8 81 07 ec 15
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looz0 06 70 75 62 e 69 63 30 3 02 02 20
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