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Objectives
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Upon completion of this module, the student will be able to perform tasks related to the
following:

2.1 Operating Cisco |10S Software
2.2 Starting a Router
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The Purpose of Cisco I0OS Software
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* Basic routing and switching functions

* Reliable and secure access to networked
resources

* Network scalability



Router User Interface
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Router

Router {config) 4

A user interface to a router or switch reguires an ASCII terminal or
a PC running a terminal-emulation program such as Windows
HyperTerminal.
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Router User Interface Modes
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GRD> < User EXEC
GAD=enable
Fasswora:

A4
GAD# - Privileged EXEC
GAD#disable

Y
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Cisco I0S Naming Conventions
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The name has three parts, separated by dashes: e.g. x000-yyyy-ww:
= 00 = Platform
= yyyy = Features

= ww = Format - where it executes from if compressed

Name Codes

Platform (Hardware) (Partial list)

c1005 | 1005

c1600 | 1600

1700 1700, 1720, 1750

2500 | 250 oo, 5100, AO (11.2 and later only)
c2600 | 2600

c2800 | Catalyst 2800

c2900 | 2910,2950

3620 | 3620

c3Bd0 | 3640 | |

R, A
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Operating Cisco I0S Software
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EHM#show flash
PCMCIA flash directory:
File Length Name/status
1 0007232 cl1700-bnsy-1.212-11.p
(6007298 bvtes used, 284120 available, £29145¢
total]

144K bytes of processor beoara PCMCIA flash (Bead
ONLY)
BHM#
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Steps in Router Initialization
e

ROM

Cisco.com

Flash

TFTP Server

ROM

NVRAM

TETP Server

Console
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»  Bootstrap Load bootstrap
> Cisco

Internetwork Locate and load
> Operating operating system
> _ Locate and load
> Configuration configuration file

or
enter "setup" mode

g




Setup Mode
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Router s

t=zeatup

-=System Configuraticon Dialog--

At any point you may enter a guestion mark 'Y for help.
Use ctrl-c to abeort configuraticn dialog at any prompt.
Default =settings are in sguare brackets '[]'.

Continue with configuratien dialeg? [yes].

First, would vyou like to see the current interface summary?

[ves]

Interface IP-Address OK? Method Status FProtocol
TokenRing0 unassigned MO not set down down
EthernstD unassigned NG not set dawn down
Serial0 unassigned NG noct set down down
Fddil unassigned WO not set down down
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Router LED Indicators
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Ethemet/ Serial 0 Serial 1 ERI OK
Token Ring

Cisco routers use LED indicators to provide
status information. LED indicators will vary for
different Cisco router models.
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The Initial Router Bootup
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System Bococtstrap, Version X.X (XEXX) [X¥XXX ¥¥], RELEASE
SOFTWAERE

Copyright {(c) 19Bg-199X by Cisco Systems

2500 processor with 40%& Ebytes of main memory

Notice: NVRAM inwvalid, possibly due to write erase.
Fi: 5797828+1e23%0+258800 at O0=x30000a0
Festricted Rights Legend

Use, duplicaticon, or disclesure by the Government is
subject tc restricticns as set forth in subparagraph

{c} of the Commercial Computer Software - Restricted
Eights clause at FAR sec. 52.227-19% and subparagraph

(e} (1) (ii}) of the Rights in Technical Data and Computer
Software clause at DFARE sec., 2532.227-7013.
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Examining the Initial Bootup Output
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Ciscoc Systems, Inc.

170 West Tasman Drive

San Jose, California 95134-170q

Cisco Internetwork Operating System Software

[ MMM
Copyright {(c) 1986-199¥ by Cisco Systems, Inc.
Compiled Fri 20-0Oct-9¥ 16:02 bv X¥XXX

bytes of memory.
NETZ, BFE and GOSIP compliant.
Basic Rate ISDN software, Version ¥.X¥.

¥ Ethernet/IEEE B02.3 interface.
Z Berial network interfaces.

IS (tm) ¥OD0 Software (MEN-¥-¥), Versicon 33.3X¥ (X¥MX)

Image text-base: 0x03030FC0, data-base: 0x00001000
Cisco Z5¥¥ (eB030) processor (revision A) with 4082ZE/Z048E

Frocessor board ID Q0000000 .25 scftware, Version ¥X.¥,

TN3270 Emulaticn scoftware {(copvright 1224 by TGV Inc).

]III—J-

a
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Examining the Initial Bootup Output
continued
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Notice: NVRAM invalid, peossibly due to write erase.
-—= System Configuration Dialecg ---

At any polnt you may enter a guestichn mark '?' for help.
Refer to the '"Getting Started' Guide for additional help.
Use ctrl-c to abort configuratieon dialeg at any prompt.
Default settings are in sguare brackets "[]'.

Would vou like to enter the initial configuration dialeog?
[ves]:
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Establish a Console Session
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 All Cisco routers
include an EIA/TIA-232
asynchronous serial
console port. The
console port is an RJ-
45.

* Use an RJ-45to RJ45
rollover cable with a
female RJ-45 to DB-9 RS 10089
adapter to connect a
PC to the console port
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Router Modes
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[Router RS

Router conl is now available.

Press RETIUEN to get started.

User Access Verification

Passwocrd:

Router> - User-Mode Prompt
Fouterrenable

Fassword:

Eoutery = Privileged-Mode Prompt
Foutersdisable

Router>

Routerrexit
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User Mode Commands
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Cisco>?
Exec commands:
access—enable

access-preofile
access-template

archive
bfe

cd

clear
clock
configure
connect
copy
--More--

Create a temporary Access-List
entry

Apply user-profile to interface
Create a temporary Access-List
entrv

manage archive files

For manual emergency modes
setting

Change current directory

Reset functicns

Manage the system clock

Enter configuration mode

Open a terminal connection
Copy from one file to another

[Router
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Privileged Mode Commands

Cisco#?

Exec commands:
accass—-anable
access-profile
access—template
archive
bfe
cd
clear
cleck
configure
connact
copy
debug

delete
dir

Create a temporary Access-List entry
Apply user-profile to interface
Create a temporary Access-List entry
Manage archive files

For manual emergency modes setting
Change current directory

Reset functions

Manage the system clock

Enter configuraticon mode

Open a terminal cennectien

Copy from one file to ancther
Debugging functicns (see alsc
'undebug')

Celete a file

List files on a filesvstem
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clock set Command
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Router

Ciscofel?
clear clock
Ciscofeclock
% Incomplete command.
Ciscof#clock ?

set Set the time and date
Ciscofclock set
% Incomplete command.
Cisco#clock set 7

hh:mm:ss Current Time
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Using IOS Command history
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Command Description

Cirl-P or up arrow key Recalls last (previous) command
Ctrl-N or down arrow key Recalls most recent command in the history buffer
Eouter>show history Shows command buffer

Router>terminal history size Sets the command history buffer size®
number-of-lines

Fouter>terminal no editing Disables advanced editing features
Eouter>terminal editing Re-enables advanced editing
<Tab> Completes the entry

*The number will vary depending on what is displayed on the user's screen

© 2004, Cisco Systems, Inc. All rights reserved. 19



The User Interface Error Indicator
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Fouterfcomfigure terminal

#y

% Invalid input detected at "' marker.
Fouterfconfigure terminal
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The show version Command
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GAD#show version

Ciscec Internetwork Operating System Software

S (tm) 17 Software (C1700-BNSY-L), Versicn
12.2({11)P, RELBEASE SCFTWARE (fcl)

- ltted>...

ECM: System Booctstrap, Version 11.1(10)AARA, EARLY
DEPLOYMENT RELERSE SOFTWARE (fol)

ROM: 1700 Software (C1l700-BOOT-R), Versicn
11.1{10}A2, EARLY DEFLCOYMENT RELEASE SOFTWARE
{fcl)

GAD uptime is 3 weeks & days 2 hours, 11 minutes
System restarted by power-on

System image file is "flash:c1700-bnsy-1.122-
11.p", bocted wia flash
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Summary
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+ Cisco 108 Software is the software that controls the routing and switching functions of
internetworking devices.

+ Cisco |0S Software uses a command-line interface (CLI) as its traditional console
environment.

+ Cisco |0S Software has two access levels: user EXEC mode and privileged EXEC mode.
« A router initializes by loading the bootstrap, the operating system, and a configuration file.
= Cisco routers use LED indicators to provide status information,
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