
Auditor Security Collection
Maryam Arouzi



Auditor Security Collection

The Auditor security collection is a GPL-
licensed live CD based on Knoppix, with
more than 300 security software tools.
Auditor gives you easy access to a broad
range of tools for security audits and
penetration testing in almost no time.
The Auditor Security Collection’s primary
focus is on computer security and
forensics, and incident response.



Auditor Security Collection – Cont’d

Auditor's menu is divided into several "tool
groups" for easy recognition:

Footprinting -- Applications to gain initial
knowledge about a server, such as Whois and Dig.
Analysis -- Tools to analyze a network, such as
Ethereal, Etherape.
Scanning -- Tools to scan the network, such as
Nmap.
Wireless -- Applications to test the wireless
network.
Brute-forcing -- The brute-force password cracking
word list holds more than 64 million word entries,
according to the Auditor Web site.
Cracking -- Cracking tools to be used with the
brute-force word lists.



Security Controls

According to the National Institute of
Standards and Technology, by enforcing
technical, managerial, and operational
security controls one can prevent,
detect, and recover IT systems from
security threats.



Technical Security Controls

Support - allow implementation of other
crontrols
Prevent - avoid security breaches from
occurring
Detect and Recover - allow for the
system to recover from a security breach
by utilizing audits, intrusion detection
and containment, proof of wholeness,
restoration to a secure state, and virus
detection.



Technical Security Controls - Cont’d

http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf



Technical Security Controls - Cont’d

Auditor Security Collection facilitates
audit and detection controls because it is
not only very useful for conducting
security audits, but it is also very useful
for retrieving files from a damaged hard
drive in a non-booting system.
Ethereal, Etherape, and Nmap can all be
used to demonstrate these technical
audit, monitoring, and detection controls



Etherape

Etherape is used to monitor network
traffic. Featuring link layer, IP and TCP
modes, it displays network activity
graphically. Hosts and links change in
size with traffic. Color coded protocols
display. It supports Ethernet, FDDI,
Token Ring, ISDN, PPP and SLIP devices.
It can filter traffic to be shown, and can
read traffic from a file as well as live
from the network.



Ethereal

Ethereal can be run to analyze the
traffic. Basically Ethereal is a network
protocol analyzer, or "sniffer" for Unix
and Windows, that lets you capture and
interactively browse the contents of
network frames.



Nmap

Nmap ("Network Mapper") is a free open source utility
for network exploration or security auditing.
It was designed to rapidly scan large networks,
although it works fine against single hosts.
Nmap uses raw IP packets in novel ways to determine
what hosts are available on the network, what
services (application name and version) those hosts
are offering, what operating systems (and OS
versions) they are running, what type of packet
filters/firewalls are in use, and dozens of other
characteristics.
Nmap runs on most types of computers and both
console and graphical versions are available.



Example of Nmap, Etherape, and Ethereal









Conclusion

Using Auditor, are able to quickly start up EtherApe to
start monitoring network traffic on our LAN, use Dsniff
to scan for passwords sent over the network, and run
Nessus to scan for vulnerabilities.
In addition to scanning and penetration testing,
Auditor would come in handy for forensics on
compromised computers with tools like Wipe,
Sleuthkit, recover and testdisk. Auditor also includes
productivity tools, which will come in handy for
admins and security consultants to produce full
reports on the same machine they use for scanning
and penetration testing.
It is the “Swiss army knife of security tools”

http://www.irongeek.com/i.php?page=security/auditornotes


