
RSA ACE/Server v 4.1 Authentication API Guide

Adding RSA SecurID Protection to Your Software Applications



RSA Security, Inc.  
20 Crosby Drive  
Bedford, MA 01730-1402  
Main number: 781.687.7000
Customer Services: 800.995.5095
International calls: Refer to Web site for specific countries.
Email: info@rsasecurity.com
Web Site: http://www.rsasecurity.com
See our Web Site for regional Customer Service telephone and fax numbers.

Trademarks
ACE/Server, BSAFE, Keon, RC2, RC4, RSA Data Security, Inc., The Keys to Privacy and Authentication, RSA SecurPC, SecurCare,
SecurID, Security Dynamics, SoftID, and WebID are registered trademarks, and ACE/Sentry, BCERT, Genuine RSA Encryption
Engine, JSAFE, RC5, RC6, RSA, RSA Secured, SecurSight, and The Most Trusted Name in e-Security are trademarks, of
RSA Security Inc.

Other product and company names mentioned herein may be the trademarks of their respective owners.

License agreement
This software and the associated documentation are proprietary and confidential to RSA Security Inc., are furnished under license, and
may be used and copied only in accordance with the terms of such license and with the inclusion of the copyright below. This software
and any copies thereof may not be provided or otherwise made available to any other person. No title to or ownership of the software
and associated documentation is hereby transferred. Any unauthorized use or reproduction of this software or documentation may be
subject to civil or criminal liability. The information in the software and documentation is subject to change and should not be
construed as a commitment by RSA Security Inc.

Restricted rights notice for license to the U.S. Government.

Use, reproduction, or disclosure is subject to restrictions as stated in the “Rights in Technical Data−General” clause (alternate III), in
FAR section 52.222-14. All title and ownership in this computer software remain with RSA Security Inc.

Note on DES and other encryption
This product contains the DES (data-encryption standard) algorithm and RSA Security’s own proprietary encryption method.
Exporting these encryption algorithms to certain countries may be prohibited or restricted by the laws of the United States. Current
U.S. export regulations should be followed when exporting this product outside the United States.

Distribution
Limit distribution of this document to trusted personnel.

RSA notice
The RSA™ Public Key Cryptosystem is protected by U.S. Patent #4,405,829.

The RC5™ Block Encryption Algorithm With Data-Dependent Rotations is protected by U.S. Patent #5,724,428 and #5,835,600.

© 2000 RSA Security Inc. All rights reserved. Printed in the U.S.A.
First printing: March 2000



3

Contents

Preface .............................................................................................................................................................. 5

Getting Support and Service .............................................................................................................................. 5

Before You Call for Technical Support......................................................................................................... 6

The Authentication Application Programming Interface ................................................... 7

Application Programming Interface: Overview................................................................................................. 7

Sample Source Code ..................................................................................................................................... 7

Isolating Platform Dependencies................................................................................................................... 8

Asynchronous Operations ............................................................................................................................. 8

Thread Safety ................................................................................................................................................ 8

Data Encapsulation........................................................................................................................................ 8

Extensibility and Flexibility .......................................................................................................................... 8

Security Considerations................................................................................................................................. 8

API Functions ............................................................................................................................................... 9

AceCancelPin .................................................................................................................................................. 10

AceCheck......................................................................................................................................................... 12

AceClientCheck............................................................................................................................................... 14

AceClose.......................................................................................................................................................... 16

AceCloseAuth.................................................................................................................................................. 18

AceContinueAuth ............................................................................................................................................ 19

AceGetAlphanumeric ...................................................................................................................................... 21

AceGetAuthenticationStatus............................................................................................................................ 22

AceGetMaxPinLen .......................................................................................................................................... 23

AceGetMinPinLen........................................................................................................................................... 24

AceGetShell..................................................................................................................................................... 25

AceGetSystemPin ............................................................................................................................................ 26

AceGetTime..................................................................................................................................................... 27

AceGetUserData .............................................................................................................................................. 28

AceGetUserSelectable ..................................................................................................................................... 29

AceInit ............................................................................................................................................................. 30

AceInitialize..................................................................................................................................................... 32

AceSendNextPasscode .................................................................................................................................... 33

AceSendPin ..................................................................................................................................................... 35

AceSetNextPasscode ....................................................................................................................................... 37

AceSetPasscode ............................................................................................................................................... 38

AceSetPin ........................................................................................................................................................ 39

AceSetUserClientAddress ............................................................................................................................... 40

AceSetUsername.............................................................................................................................................. 41

AceStartAuth ................................................................................................................................................... 42



The Application Programming Interface

4

Appendix A: Legacy Functions ........................................................................................................45

Which Function to Use.................................................................................................................................45

Legacy Function Descriptions ..........................................................................................................................46

AceInitialize .................................................................................................................................................46

sd_auth .........................................................................................................................................................47

sd_check.......................................................................................................................................................48

sd_close........................................................................................................................................................49

sd_init...........................................................................................................................................................50

sd_next .........................................................................................................................................................51

sd_pin...........................................................................................................................................................52

sdi_ath_create_certificate.............................................................................................................................53

sdi_ath_validate_certificate..........................................................................................................................54

Index..................................................................................................................................................................55



5

Preface

The RSA ACE/Server Application Programming Interface (API) enables developers to
integrate RSA SecurID user authentication functionality into custom applications. This
manual provides an overview of the API, and then explains each function of the
RSA ACE/Server client API in detail.

Appendix A provides descriptions of API functions that the ACE/Agent (and ACE/Client)
products used prior to ACE/Agent v 4.1.

Getting Support and Service

If you are a customer with a maintenance agreement and you have registered to use
SecurCare Online, visit our RSA Security SecurCare Online web site at
http://securcare.rsasecurity.com.

Note: Because it takes two weeks to process your registration request to use SecurCare
Online, we recommend that you register when you first install your software from
RSA Security.

SecurCare Online can answer many of your technical questions and help you solve problems
without making a service call.

If you need technical assistance, call your service provider. If this is RSA Security, the
Technical Support Center phone numbers are as follows:

Customer Support Telephone

U.S. office 800.995.5095
International calls to U.S. 781.687.7700
U.K. office 44.118.936.2699
Toll-free within the U.K. 0800.072.5095
Singapore office +65.7335400

For the telephone numbers of other field offices, please consult the RSA Security Web site:
http://www.rsasecurity.com
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For international requests or low-priority domestic requests, the Technical Support Center fax
numbers are

Help Desk 781.687.7016
Technical Support 781.687.7017

Before You Call for Technical Support

Note: There is no provision for technical support during the warranty period unless a valid
Software Service Contract is in force.

Make sure that you have direct access to the computer running the Master Server software.

Please have the following information available when you call:

q Your RSA Security Customer/License ID. You can find this number on the license
distribution medium or by running the Configuration Management application on the NT
platform, or by typing sdinfo on any UNIX platform.

❑ RSA ACE/Server software version number.

❑ The name and version of the operating system under which the problem occurs.

❑ Whether or not your RSA ACE/Server system includes a Slave Server.

❑ Whether or not you are running an information service (for example, DNS).
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The Authentication Application Programming Interface

Application Programming Interface: Overview

The RSA ACE/Server API enables you to integrate RSA SecurID user authentication into
custom applications.

To use the API functions on Windows NT, load the
%SYSTEMROOT%\system32\aceclnt.dll file and obtain the process address of the
functions described in this guide.

On UNIX, the Server authentication API functions are installed as the library archive
libaceclnt.a in the ace/examples/multithread directory.

The RSA ACE/Server v 4.1 API differs from the API in versions before RSA ACE/Agent v 4.1. If
you do not want to take advantage of the newer API functionality, or you do not want to
rewrite any of your existing code, the API calls from the previous API are still available and
valid.

Developer Profile

It is very helpful, but not necessary, to have previous experience in RSA ACE/Server
development.

It is also assumed that you have an understanding of both synchronous and asynchronous
function calls, callback mechanisms, and the implications of designing and developing
multithreaded code.

Sample Source Code

Sample source code that demonstrates the basic calling sequence and usage of both the
synchronous and the asynchronous APIs is included on the RSA ACE/Agent for
Windows NT CD-ROM (for the Windows platform) and the RSA ACE/Server CD-ROM (for
the UNIX platforms). The sample source code is

• on your RSA ACE/Agent for Windows NT distribution CD-ROM. Refer to the
RSA Ace/Agent for Windows NT documentation for the exact location.

• installed in your RSA ACE/Server for UNIX examples directory, ace/examples. An
asynchronous code example is installed in ace/examples/multithread.

Note: RSA Security recommends that you download the most recent updates to the sample
source code files from the RSA Security SecurCare Online web site. To download the latest
RSA ACE/Agent authentication API sample code, visit http://securcare.rsasecurity.com.
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Isolating Platform Dependencies

To make your code platform-independent (able to compile on both UNIX and Windows NT),
you must set the appropriate flags for compilation on each platform.

Two example header files, acdef.h and acexport.h, illustrate how RSA Security makes the
code platform-independent. These header files are included in the ace/examples/multithread
directory listed in the previous section, “Sample Source Code.” Include these header files in
any C files that call the authentication APIs.

Asynchronous Operations

Asynchronous API functions can return before completing their work. You can supply your
own callback functions to find out the status of the actions that the call initiated. Callback
functions are called when the asynchronous function finishes.

An asynchronous code example is installed in the ace/examples/multithread directory on
your RSA ACE/Server host machine.

Thread Safety

All API functions described in this document are thread safe, that is, they can safely be called
from multithreaded applications without program failure or data corruption.

Data Encapsulation

You cannot access data that is no longer needed, specifically the entire SD_CLIENT data
structure. You obtain a handle to this data area. You cannot directly access data through this
handle, but can use the handle in other API calls that provide the requested data.

Extensibility and Flexibility

The modular design of the code provides for changes to specific aspects of its operation. For
example, if RSA Security needs to implement a new communication protocol between the
client and Server, then only certain layers of the code will need to be changed. These changes
will have minimal impact on the interfaces and services provided to other layers.

Security Considerations

The encapsulation of the data declared by your application makes the library safe and secure to use.

To use the asynchronous API, you should know how to use the provided callback mechanism.

A developer can make a call to an asynchronous function, but should not proceed to the next
step in the authentication process until the function has completed successfully. Developers
can, of course, write code that performs other functions while waiting for an asynchronous
function to finish.

All asynchronous calls return quickly with a status. You should check this status, and be
aware that before a successful return from an asynchronous function, other threads have been
enabled and the developer-supplied callback function is called when these threads finish.

As part of the callback method, the developer can call AceGetAuthenticationStatus to find
out the status of the specific authentication request.
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API Functions

This section explains each function in the RSA ACE/Agent API in detail.

The descriptions in this section apply to code written for Windows NT. The calls will
compile on either Windows NT or UNIX, but if you are compiling on UNIX, you must build
your makefile to pass -DUNIX to the compiler (usually as part of your CFLAGS) to ensure
that WINAPI is defined as nothing, because the acedef.h file contains the following lines:

�KHFGH�70+:
�FGHKPG�9+0#2+
�GPFKH

For information about downloading example header files from the RSA Security web site, see
“Isolating Platform Dependencies” on page 8.

In addition, if you are developing for UNIX, you must call AceInitialize to initialize the
threads on UNIX and to enable your program to read data from the RSA ACE/Server
configuration file, sdconf.rec. Do not call AceInitialize if you are developing for
Windows NT.
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AceCancelPin

Description

KPV�9+0#2+�#EG%CPEGN2KP

����5&+A*#0&.'�5FK*CPFNG�
����XQKF�
AAUVFECNN��CRR%CNNDCEM�
5&+A*#0&.'�JFN���

The AceCancelPin function performs the New PIN operation but does not store the PIN in a
token record. The calling application must perform all I/O because AceCancelPin does not
display the new PIN prompts and messages. AceCancelPin should be called only in response
to an ACM_NEW_PIN_REQUIRED return from AceCheck.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, threads are enabled to process the data.

The following figure shows what happens when you make a call to AceCancelPin.

- Find authentication
data

- Check for
completeness

- Enable thread

- Return

AceCancelPin
AceCancelPin function

- Process data

- Call user callback

Thread execution

The AceCancelPin function attempts to find the data associated with this specific
authentication process through the unique handle value. If the data is found, AceCancelPin
calls another thread to process the data. When the threads invoked by AceCancelPin finish,
the developer-defined function is called (if one has been supplied). AceCancelPin calls
AcePin with the canceled flag set to one, thus allowing the code to defer changing the PIN in
the RSA ACE/Server token record.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

appCallback A pointer to a function written by the developer. This function
returns nothing. The handle to the data specific to the
authentication process is passed to this function. A NULL
value can be passed instead of a valid function pointer.
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Outputs and Post-Conditions

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CHECK_INVALID_HANDLE AceCancelPin could not locate the data associated with
the handle.

ACE_UNDEFINED_PIN The user’s PIN has not yet been set for the authentication
request.

Calling or Command Sequence

For examples of how to use the asynchronous API, download the latest asynchronous sample
code, header files, and make files from http://securcare.rsasecurity.com.

Error Handling

To handle errors appropriately, developers should use the value returned by this function at a
decision point in their code. A successful return should allow processing to continue.
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AceCheck

Description

KPV�9+0#2+�#EG%JGEM

����5&+A*#0&.'�5FK*CPFNG�
����XQKF�
AAUVFECNN��CRR%CNNDCEM�
5&+A*#0&.'���

The AceCheck function checks the validity of the passcode (previously set by a call to
AceSetPasscode) for the username (previously set by a call to AceSetUsername). The
calling application must perform all I/O because AceCheck does not display the
authentication prompts and messages. AceCheck should be called only after successful calls
to AceInit, AceSetPasscode, and AceSetUsername for the specific authentication request.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, other threads perform the rest of the work.

The following figure shows what happens when you makes a call to AceCheck.

- Find
authentication data

- Check for
completeness

- Enable thread

- Return

AceCheck
AceCheck function

- Process data

- Call user callback

Thread execution

The AceCheck function attempts to find the data associated with this specific authentication
process through the unique handle value. If the data is found, AceCheck enables other
threads to process the data. When the threads invoked by AceCheck finish, the developer-
defined function is called (if one has been supplied).

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

AppCallback A pointer to a function written by the developer. This function
returns nothing. The handle to the data area specific to the
authentication process is passed to this function. A NULL
value can be passed instead of a valid function pointer.
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Outputs and Post-Conditions

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CHECK_INVALID_HANDLE AceCheck could not locate the data associated with the
handle.

ACE_UNDEFINED_PASSCODE The PASSCODE has yet to be set for the authentication
request.

ACE_UNDEFINED_USERNAME The username has yet to be set for the authentication
request.

Calling or Command Sequence

For examples of how to use the asynchronous API, download the latest asynchronous sample
code, header files, and make files from http://securcare.rsasecurity.com.

Error Handling

You should use the value returned by this function at a decision point in your code with the
implication that an error will be handled appropriately and a successful return should allow
processing to continue.
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AceClientCheck

Description

KPV�9+0#2+�#EG%NKGPV%JGEM

����5&+A*#0&.'�5FK*CPFNG�
����XQKF�
AAUVFECNN��CRR%CNNDCEM�
5&+A*#0&.'���

The AceClientCheck function checks the validity of the PASSCODE (previously set by a
call to AceSetPasscode) for the username (previously set by a call to AceSetUsername) on
behalf of another client. The other client’s IP address must have been set with a call to
AceSetUserClientAddress. The calling application must perform all I/O because
AceClientCheck does not display the authentication prompts and messages.
AceClientCheck should be called only after successful calls to AceInit, AceSetPasscode,
AceSetUsername, and AceSetUserClientAddress for the same authentication request.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, other threads perform the rest of the work.

The following figure shows what happens when the developer makes a call to
AceClientCheck.

- Find authentication
data

- Check for
completeness

- Enable thread

- Return

AceClientCheck AceClientCheck function

- Process data

- Call user callback

Thread execution

The AceClientCheck function attempts to find the data associated with the specific
authentication process through the unique handle value. If the data is found, AceClientCheck
checks to make sure all the data it needs to attempt authentication is present, then enables
another thread to process the data. When the threads invoked by AceClientCheck finish, the
developer-defined function is called (if one has been supplied).

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

AppCallback A pointer to a function written by the developer. This function
returns nothing. The handle to the data area specific to the
authentication process is passed to this function.  A NULL
value can be passed instead of a valid function pointer.
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Outputs and Post-Conditions

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CHECK_INVALID_HANDLE AceCheck could not locate the data associated with the
handle.

ACE_UNDEFINED_PASSCODE The PASSCODE has yet to be set for the authentication
request.

ACE_UNDEFINED_USERNAME The username has yet to be set for the authentication
request.

ACE_UNDEFINED_CLIENTADDR The client address has yet to be set for the authentication
request.

Calling or Command Sequence

For examples of how to use the asynchronous API, download the latest asynchronous sample
code, header files, and make files from http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code,
with the implication that an error will be handled appropriately, and a successful return
should allow processing to continue.



The Application Programming Interface

16

AceClose

Description

KPV�9+0#2+�#EG%NQUG

����5&+A*#0&.'�5FK*CPFNG�
����XQKF�
AAUVFECNN��CRR%CNNDCEM�
5&+A*#0&.'�JFN���

The AceClose function closes the socket and frees the data associated with the authentication
process specified by SdiHandle. This function should be called after attempting to
authenticate the user regardless of whether or not the authentication was successful. Note that
if ACE_PROCESSING was never returned from a call to AceInit, the AceClose function
need not be called for that particular authentication request.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, threads are enabled to finish processing the data.

- Find authentication data

- Enable thread

- Return

AceClose function

Thread execution

- Process data

- Call user callback

AceClose

The AceClose function attempts to find the data associated with this specific authentication
process through the unique handle value. If the data is found, AceClose calls another thread
of execution to process the data. When the threads invoked by AceClose finish, the
developer-defined function is called (if one has been supplied).

Input Arguments

SdiHandle The value of a handle originally assigned by a call to
AceInit.

appCallback A pointer to a function written by the developer. This
function returns nothing. The handle to the data area specific
to the authentication process is passed to this function. A
NULL value can be passed instead of a valid function
pointer.
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Outputs and Post-Conditions

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CLOSE_INVALID_HANDLE AceClose could not locate the data associated with the
handle.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code to
handle errors appropriately. A successful return should allow processing to continue.
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AceCloseAuth

Description

5&A'4414
9+0#2+
#EG%NQUG#WVJ
5&+A*#0&.'�JFN�

The AceCloseAuth function closes down an authentication context. It can be called any time
after a successful return from AceStartAuth for the particular authentication context
specified by the SDI_HANDLE value. AceCloseAuth closes down the authentication
context and frees up any memory that was allocated on its behalf. This function is the final
step in the synchronous API model.

Architecture

The caller of this synchronous function must supply as the first argument an SDI_HANDLE
value that was previously set in the call to AceStartAuth.

Input argument

hdl An SDI_HANDLE associated with the authentication context.

Outputs and Post-Conditions

The return value is ACM_OK if successful; otherwise it is any of the error values returned
by the AceClose asynchronous API call.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code,
with the implication that an error will be handled appropriately, and a successful return
should allow processing to continue.
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AceContinueAuth

Description

5&A'4414
9+0#2+
#EG%QPVKPWG#WVJ
5&+A*#0&.'�JFN�
����EJCT��TGUR�
����5&A+���TGUR.GP�
����5&A$11.��OQTG&CVC�
����5&A$11.��GEJQ(NCI�
����5&A+����TGUR6KOGQWV�
����5&A+����PGZV4GUR.GP�
����EJCT��RTQORV5VT�
����5&A+����RTQORV5VT.GP�

The AceContinueAuth function supplies the next value needed by the authentication
context. It is the middle step in the synchronous API model.

Architecture

The developer continues to supply data to the authentication context through this function for
as long as this function returns with moreData set to True. The promptStr should be used to
display the next response message to the user who is attempting authentication. This string
will be used to prompt for the appropriate data at that time or may indicate the status of the
authentication request. Most of the arguments passed to this function are the same as those
passed to AceStartAuth and have the same basic usage.

Input Arguments

hdl The SDI_HANDLE whose value was filled in by the
AceStartAuth function.

userID A pointer to the string containing the response value.

userIDLen An integer containing the length of the response string.

moreData A flag that indicates whether or not more data is needed by the
authentication context.

noEcho A flag that gives a hint to the developer whether the next
expected response should be echoed to the screen or not.

respTimeout A hint to the developer about how long to display the next
prompt string.

nextRespLen Indicates the maximum number of bytes of data expected in
the next developer-supplied response.

promptStr Developer-supplied character array to be filled in with the
string to be used as the next response message.

promptStrLen Initially set to the size of the developer-supplied storage for the
promptStr, its value becomes the length of the filled-in
promptStr string.
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Outputs and Post-Conditions

The return value indicates whether or not the function was successful in copying the data
pointed to by response. An ACM_OK is returned on success and an error value is returned
upon failure. Some return values are:

ACM_OK The user successfully authenticated.

ACE_INVALID_ARG Could not set the data pointed to by response as the next
expected data value.

ACE_CHECK_INVALID_HANDLE Handle value is invalid.

ACE_NOT_ENOUGH_STORAGE The size of the developer-supplied promptStr is too small.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from http://securcare.rsasecurity.com.

Error Handling

The developer must close down the authentication context regardless of whether this function
succeeds.
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AceGetAlphanumeric

Description

KPV�9+0#2+�#EG)GV#NRJCPWOGTKE

����5&+A*#0&.'�JFN�
����EJCT��XCN�

The AceGetAlphanumeric function finds out whether the PIN of the authenticating user can
have alphanumeric characters. The retrieval of this value may be necessary when a value of
ACM_NEW_PIN_REQUIRED is returned by AceCheck.

Architecture

This synchronous function fills in the second argument passed to it with a value that indicates
whether or not a user’s new PIN can have alphanumeric characters.

Input arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character that will be assigned the alphanumeric
flag value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the alphanumeric value was filled in by the function. This value can be one of the following
values:

0 The user’s PIN can have only numeric values.

1 The user’s PIN can have alphabetic or numeric values.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetAuthenticationStatus

Description

KPV�9+0#2+�#EG)GV#WVJGPVKECVKQP5VCVWU

����5&+A*#0&.'�JFN�
����+06��$+6��XCN�

The AceGetAuthenticationStatus function finds out the status of the authentication request
at each step in the process. This function is very useful as part of a callback function because
the program cannot directly access the SD_CLIENT data.

Architecture

This synchronous function fills in the current value for the return status flag associated with
the authentication request data.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to data that will hold the return status flag value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the status flag was filled in by the function. A value of
ACE_CHECK_INVALID_HANDLE is returned if the handle to the authentication data
cannot be found.

Some of the more common values and meanings for the status flag are:

ACM_OK Normal return.

ACM_NEXT_CODE_REQUIRED Another PASSCODE must be supplied before authentication
can be granted.

ACM_ACCESS_DENIED The user’s authentication failed.

ACM_NEW_PIN_REQUIRED The token is in New PIN mode.

ACM_NEW_PIN_ACCEPTED A new PIN has been accepted by the RSA ACE/Server. The
user should now be required to authenticate with it.

ACM_NEW_PIN_REJECTED The new PIN was rejected by the RSA ACE/Server. The PIN
may not have matched the parameters set in the return from
AceCheck.

ACM_NEXT_CODE_BAD The PASSCODE supplied to the RSA ACE/Server is not
valid.

Error Handling

The developer must decide what to do in response to the return values generated by this
function.
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AceGetMaxPinLen

Description

KPV�9+0#2+�#EG)GV/CZ2KP.GP

����5&+A*#0&.'�JFN�
����EJCT��XCN�

The AceGetMaxPinLen function finds out the value of the maximum PIN length allowed by
the Server. The retrieval of this value may be necessary when a value of
ACM_NEW_PIN_REQUIRED is returned by AceCheck.

Architecture

This function is synchronous. It uses the second argument passed to it to fill in the current
value for the maximum PIN length associated with the authentication request data.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character that will be assigned the maximum
PIN length value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the maximum PIN length currently allowed by the RSA ACE/Server was filled in by the
function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetMinPinLen

Description

KPV�9+0#2+�#EG)GV/KP2KP.GP

����5&+A*#0&.'�JFN�
����EJCT��XCN�

The AceGetMinPinLen function finds out the value of the minimum PIN length allowed by
the Server. The retrieval of this value may be necessary when a value of
ACM_NEW_PIN_REQUIRED is returned by AceCheck.

Architecture

This synchronous function uses the second argument passed to it to fill in the current value
for the minimum PIN length associated with the authentication request data.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character that will be assigned the minimum PIN
length value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the minimum PIN length currently allowed by the RSA ACE/Server was filled in by the
function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.



API Functions

25

AceGetShell

Description
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The AceGetShell function gets a copy of the string value containing the user’s shell. This
value can be retrieved at any time after a successful call to AceCheck or AceClientCheck
because that is when the value is retrieved from the Server.

Architecture

This function is synchronous and the caller must supply, as the second argument, a pointer to
a character array into which to copy the value.

Input arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

shell A pointer to developer-supplied storage that will receive a
copy of the user data.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the data value was filled in by the function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetSystemPin

Description
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The AceGetSystemPin function gets a copy of the system-generated PIN. The retrieval of
this value may be necessary when a value of ACM_NEW_PIN_REQUIRED is returned by
AceCheck.

Architecture

The caller of this synchronous function must supply, as the second argument, a pointer to the
character string for this function into which to copy the PIN string. This function does not
allocate storage for this data on its own.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character string that will receive a copy of the
PIN.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the PIN value was filled in by the function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetTime

Description

KPV�9+0#2+�#EG)GV6KOG

����5&+A*#0&.'�JFN�
����7+06��$+6��XCN�

The AceGetTime function gets a copy of the current time plus the time delta between the
client and the Server. The retrieval of this value can be performed at any time after a
successful call to AceInit. The value is reported in seconds.

Architecture

This function is synchronous and the caller must supply, as the second argument, a pointer to
a 4-byte storage area into which to copy the time value.

Input arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to developer-supplied storage that will receive a
copy of the user data.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the data value was filled in by the function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetUserData

Description
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The AceGetUserData function gets a copy of the user data previously set as the value of the
second argument in the call to AceInit. This value can be retrieved at any time.

Architecture

This function is synchronous and the caller must supply, as the second argument, a pointer to
a 4-byte storage area (that is, unsigned int) into which to copy the user data value.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to an unsigned int that will receive a copy of the
user data.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the data value was filled in by the function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceGetUserSelectable

Description
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The AceGetUserSelectable function finds out whether or not the user associated with the
authentication request has the ability to select a new PIN value. The retrieval of this value
may be necessary when a value of ACM_NEW_PIN_REQUIRED is returned by
AceCheck.

Architecture

This synchronous function fills in the second argument passed to it with a value that indicates
whether or not the user can select a new PIN.

Input arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character that will be assigned the user-
selectable value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the user-selectable value was filled in by the function. This value can be one of the following
values:

0 The user cannot choose the PIN value and must accept the system generated PIN.

1 The user is allowed to choose a new PIN value or accept the system generated PIN.

2 The user must choose the new PIN value and not the system generated PIN.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.



The Application Programming Interface

30

AceInit

Description
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AceInit initializes a socket and makes a call to the Server to verify communication. AceInit
must be called first in the sequence of calls for each authentication request.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, other threads complete the initialization process.

The following figure shows what happens when a developer calls AceInit.

-malloc data

-set variables

-enable thread

AceInit called AceInit function

-process data

-call user callback

Thread execution

The AceInit function allocates storage for a data structure that is to be used for a particular
authentication process, sets variables within that structure, enables other threads, and returns
a value to the caller. When the threads invoked by AceInit finish, the developer-defined
function is called (if one has been supplied).

The developer passes a pointer to a handle and a function pointer to AceInit. AceInit assigns
a unique value to the handle. In subsequent API calls, this handle identifies the particular
authentication request. The developer can supply a callback function with the following
prototype:

XQKF�
(#4�9+0#2+��
5&+A*#0&.'��

The callback function is called when AceInit finishes.
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Input Arguments

pSdiHandle A pointer to a handle that will be assigned by the AceInit
function.

UserData A 4-byte value that will hold data to be associated with the
authentication request. It can be passed an NT handle or any
other pointer type.

AppCallback A pointer to a function written by the developer. This function
returns nothing. The handle to the data area specific to the
authentication process is passed to this function. A NULL
value can be passed to AceInit instead of a valid function
pointer.

Outputs and Post-Conditions

The value returned by the AceInit function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_INIT_NO_RESOURCE Attempt to allocate memory failed.

ACE_INIT_SOCKET_FAIL Attempt to create socket failed.

Calling or Command Sequence

For examples of how to use the asynchronous API, download the latest asynchronous sample
code, header files, and make files from to http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code. An
error should be handled appropriately, and a successful return should allow processing to
continue. Call AceClose when the return value is successful.



The Application Programming Interface

32

AceInitialize

Description
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Description

AceInitialize initializes the UNIX threads and loads into memory the configuration file
(sdconf.rec) that was created during installation of the RSA ACE/Server software. The API
expects to find the configuration file in the ACE data directory, so the developer must make
sure that it is there. AceInitialize must be called before any other API function is called. This
function should be called only once.

Note: Only UNIX programs need to call to AceInitialize. Do not call AceInitialize if you are
developing for Windows NT.

Input Arguments

None.

Architecture

This function accepts no arguments and returns no values.
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AceSendNextPasscode

Description
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AceSendNextPasscode takes a successive tokencode from and checks its validity. The
integrating application must perform all I/O because AceSendNextPasscode does not display
the Next Code prompt. This function should be called only in response to an
ACM_NEXT_CODE_REQUIRED return from AceCheck. Note that an
ACM_NEXT_CODE_REQUIRED response from AceCheck can only occur after
AceCheck has finished. Therefore, the developer-defined callback can check for this return
value from AceCheck. The immediate return value from AceCheck is never set to this value.
The next passcode value must have been previously set by a call to AceSetNextPasscode
before calling this function.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, other threads perform the rest of the work.

The following figure shows what happens when the developer makes a call to
AceSendNextPasscode.

- Find authentication
data
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completeness

- Enable thread

- Return

AceSendNextPasscode AceSendNextPasscode
function

- Process data

- Call user callback

Thread execution

The AceSendNextPasscode function attempts to find the data associated with the specific
authentication process through the unique handle value. If the data is found,
AceSendNextPasscode enables another thread to process the data. When the threads invoked
by AceSendNextPasscode finish, the developer-defined function is called (if one has been
supplied).

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

AppCallback This function returns nothing. The handle to the data area
specific to the authentication process is passed to this
function. A NULL value can be passed instead of a valid
function pointer.
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Outputs

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CHECK_INVALID_HANDLE AceSendNextPasscode could not locate the data
associated with the handle.

ACE_UNDEFINED_NEXT_PASSCODE The next PASSCODE has not yet been set for the
authentication request.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code to
handle errors appropriately. A successful return should allow processing to continue.
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AceSendPin

Description
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The AceSendPin function stores a new PIN in a token record. The calling application must
perform all I/O because AceSendPin does not display the new PIN prompts and messages.
AceSendPin should be called only when ACM_NEW_PIN_REQUIRED is returned from
AceCheck.

Architecture

This asynchronous function returns immediately with a status value. If the status is
ACM_OK, threads are enabled to process the data.

The following figure shows what happens when the developer makes a call to AceSendPin.
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Thread execution

The AceSendPin function attempts to find the data associated with the specific authentication
process through the unique handle value. If the data is found, AceSendPin calls another
thread to process the data. When the threads invoked by AceSendPin finish, the developer-
defined function is called (if one has been supplied). AceSendPin calls AceSetPin with the
canceled flag set to zero. AceSendPin allows the caller to attempt to change the PIN in the
RSA ACE/Server token record. The PIN value must have been previously set with a call to
AceSetPin before calling this function.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

AppCallback A pointer to a function written by the developer. This function
returns nothing. the handle to the data area specific to the
authentication process is passed to this function. A NULL
value can be passed instead of a valid function pointer.
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Outputs and Post-Conditions

The value returned by this function will be one of the following values:

ACE_PROCESSING Normal return.

ACE_CHECK_INVALID_HANDLE AceSendPin could not locate the data associated with the
handle.

ACE_UNDEFINED_PIN The user’s PIN has not yet been set for the authentication
request.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from to http://securcare.rsasecurity.com.

Error Handling

Developers should use the value returned by this function at a decision point in their code to
handle errors appropriately. A successful return should allow processing to continue.
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AceSetNextPasscode

Description
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The AceSetNextPasscode function sets the next passcode value for the specific
authentication request associated with the value of the handle passed to it. It should be called
after a successful return from AceCheck. It should be used when the work completed by
AceCheck revealed that the next tokencode mode is currently enabled. It must be called
before calling AceSendNextPasscode.

Architecture

This function is synchronous.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

nextPasscode A pointer to a character string containing the passcode value
to be copied.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the next PASSCODE value was successfully copied by the function. A value of
ACE_CHECK_INVALID_HANDLE is returned if the handle to the authentication data
cannot be found. A value of ACE_INVALID_ARG is returned if nextPasscode is NULL or
its length is too small or too large.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceSetPasscode

Description
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The AceSetPasscode function sets the PASSCODE for the specific authentication request
associated with the value of the handle passed to it. It should be called after a successful
return from AceInit and before a call to AceCheck. AceCheck returns with an error if the
PASSCODE value has not yet been set.

Architecture

The caller of this synchronous function must supply, as the second argument, a pointer to the
character string containing the PASSCODE value to be copied.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

passcode A pointer to a character string containing the PASSCODE
value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
passcode was successfully copied by the function. A value of
ACE_CHECK_INVALID_HANDLE is returned if the handle to the authentication data
cannot be found. A value of ACE_INVALID_ARG is returned if passcode is NULL or its
length is too small or too large.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceSetPin

Description
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The AceSetPin function sets the new PIN value for the specific authentication request
associated with the value of the handle passed to it. It should be called after a successful
return from AceInit and AceCheck. It should be used when the work completed by
AceCheck revealed that new PIN mode is currently enabled for the token. It must be called
prior to calling AceSendPin or AceCancelPin.

Architecture

This function is synchronous.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

PIN A pointer to a character string containing the new PIN value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the new PIN value was successfully copied by the function. A value of
ACE_CHECK_INVALID_HANDLE is returned if the handle to the authentication data
cannot be found. A value of ACE_INVALID_ARG is returned if new PIN value is NULL or
its length is too small or too large.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceSetUserClientAddress

Description
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The AceSetUserClientAddress function sets the IP address of a machine. A call to this
function should be made before calling AceClientCheck. AceClientCheck performs an
authentication check as AceCheck does, except that this request is done on behalf of the
client machine specified by the IP address set by this call. It should be called only after a
successful return from AceInit.

Architecture

This function is synchronous.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

val A pointer to a character array containing the IP address value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the IP address value was successfully copied by the function.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceSetUsername

Description
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The AceSetUsername function sets the username for the specific authentication request
associated with the value of the handle passed to it. It should be called after a successful
return from AceInit and before a call to AceCheck. AceCheck returns with an error if this
value has not yet been set.

Architecture

The caller of this synchronous function must supply, as the second argument, a pointer to the
character string containing the username value to be copied.

Input Arguments

SdiHandle The value of a handle originally assigned by a call to AceInit.

username A pointer to a character string containing the username
value.

Outputs and Post-Conditions

The function returns ACE_SUCCESS if the handle to the authentication data was found and
the username was successfully copied by the function. A value of
ACE_CHECK_INVALID_HANDLE is returned if the handle to the authentication data
cannot be found. A value of ACE_INVALID_ARG is returned if username is NULL or its
length is too large.

Error Handling

A value of ACE_CHECK_INVALID_HANDLE is returned if the handle to the
authentication data cannot be found.
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AceStartAuth

Description
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The AceStartAuth function is designed to be used along with AceContinueAuth and
AceCloseAuth. These three functions provide a high-level model of abstracting the protocol
and steps involved with authenticating users. The functions can be conceptually used with
any number of challenge/response type protocols.

Architecture

The AceStartAuth function provides the first step to take in trying to authenticate with our
existing protocol using the synchronous API. If the function returns successfully, then the
developer calls AceContinueAuth with the required PASSCODE. The developer continues
to call AceContinueAuth until no more data is required by the authentication context or an
error occurs. Whenever AceStartAuth returns successfully, a call to AceCloseAuth must be
made for the specific authentication context.

Input Arguments

hdl A pointer to an SDI_HANDLE whose value will be filled in
by the function.

userID A pointer to the string containing the username value.

userIDLen An integer containing the length of the userID string.

moreData A flag that indicates whether or not more data is needed by the
authentication context.

noEcho A flag that gives a hint to the developer whether the next
expected response should be echoed to the screen.

respTimeout A hint to the developer about how long to display the next
prompt string to the user.

nextRespLen Indicates the maximum number of bytes of data expected in
the next developer-supplied response.

promptStr Developer-supplied character array to be filled in with the
string that the caller will use as the next response message.

promptStrLen Initially set to the size of the developer-supplied storage for the
promptStr, its value becomes the length of the filled-in
promptStr string.
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Outputs and Post-Conditions

The function returns ACM_OK if successful; otherwise returns with an error. The developer
does not need to call AceCloseAuth if the function is not successful, but should call
AceCloseAuth if the function is successful. Common error values are:

ACE_INIT_NO_RESOURCE Memory allocation error.

ACE_EVENT_CREATE_FAIL Could not create event object and associated data.

ACE_INIT_SOCKET_FAIL Could not open and/or create a socket.

ACE_INVALID_ARG Could not set the userID value.

Calling or Command Sequence

For examples of how to use the asynchronous API calls, download the latest sample code,
header files, and make files from http://securcare.rsasecurity.com.

Error Handling

The developer should not have to close down the authentication context if this function does
not succeed.
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Appendix A: Legacy Functions

The RSA ACE/Server authentication API supports the legacy functions that were used in
older versions of the ACE/Agent, allowing you to reuse your existing Agent code with the
current API.

The following legacy function are supported:

• AceInitialize loads the configuration file into memory. This function replaces the old
creadcfg call. You must call this function first.

• sd_init initializes the socket and makes a call to the Server to verify communication. You
must call this function after a successful call to AceInitialize and before calling any other
API function.

• sd_auth, sd_check, sd_next, and sd_pin provide access to RSA SecurID PASSCODE
validation. sd_auth uses stdin/stdout to prompt the user for a PASSCODE and to
provide other authentication prompts and responses. The other three functions do not
perform I/O, and are used by clients that perform their own user interaction.

• sd_close releases the socket binding initialized in sd_init. Call this function when you are
finished authenticating the user.

• sdi_ath_create_certificate and sdi_ath_validate_certificate provide assurance that the
alleged creator of a message is its actual creator, that the message was signed at a certain
time, and that the message has not been modified since that time.

Which Function to Use

If your program is going to perform the user I/O, use the three functions sd_check, sd_pin,
and sd_next. Do not use sd_check without sd_pin and sd_next.

Use sd_auth only if sdtin and stdout are avialable for user interaction. If you use sd_auth,
do not use sd_check, sd_pin, or sd_next.
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Legacy Function Descriptions

AceInitialize

Description
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AceInitialize loads into memory the configuration file that was created during installation of
the RSA ACE/Server software. The API expects to find the configuration file in the ACE
data directory, so the developer must make sure that it is there. AceInitialize must be called
before any other API function is called.

Input Arguments

None.

Return Values

None.
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sd_auth

Description
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sd_auth performs all I/O, including RSA SecurID authentication prompts and responses (for
example, “Enter PASSCODE”; “PASSCODE accepted”; “Access denied”). sd_auth should
be called only after sd_init has been called successfully.

Input Arguments

sd Pointer to the SD_CLIENT structure. The login ID should be specified by setting the
username field in the data structure. If the login ID is not specified, the API will attempt to
obtain it from the environment.

Return Values

ACM_OK User successfully authenticated. The following field is set in the
SD_CLIENT structure:

shell - The shell specified for this user.

ACM_ACCESS_DENIED User failed authentication.
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sd_check

Description
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sd_check performs authentication by checking the validity of the PASSCODE entered by a
user. The integrating application must do all I/O because sd_check does not display the
authentication prompts and messages. sd_check should only be called after successfully
calling sd_init.

Input Arguments

passcode Pointer to the NULL terminated PASSCODE string. The PASSCODE must
contain 4 to 16 characters.

username Pointer to the NULL terminated username string. The username must contain
fewer than 32 characters.

sd Pointer to the SD_CLIENT structure.

Return Values

ACM_OK User successfully authenticated. The following field is
set in the SD_CLIENT structure:

shell - the shell specified for this user.

ACM_ACCESS_DENIED User failed authentication.

ACM_NEXT_CODE_REQUIRED Next tokencode required. The following field is set in
the SD_CLIENT structure:

timeout - The number of seconds the Server will wait
for a user response to the Next Code prompt.

Use sd_next() to complete the transaction.

ACM_NEW_PIN_REQUIRED New PIN required. The following fields are set in the
SD_CLIENT structure:

system_pin - random PIN generated by system
min_pin_len - minimum PIN length
max_pin_len - maximum PIN length
user_selectable - can have one of three values; see

below.
alphanumeric - PIN can contain letters as well as

numbers.

Use sd_pin() to complete the transaction.

Values for user_selectable Field of the SD_CLIENT Structure

CANNOT_CHOOSE_PIN The user must either accept a system-generated PIN or cancel the
operation and leave the token in New PIN mode.

MUST_CHOOSE_PIN The user must create his or her own PIN. Do not give the user the
option of receiving a system-generated PIN.

USER_SELECTABLE The user can create his or her own PIN or can request a system-
generated one.
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sd_close

Description
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sd_close closes the socket opened by sd_init. This function should be called after attempting
to authenticate the user, regardless of whether or not the authentication was successful.

Input Arguments

None.

Return Values

None.
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sd_init

Description
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sd_init initializes client/server communication. It initializes the socket and makes a call to the
Server to verify communication. sd_init must be called after a successful call to creadcfg and
before calling any other API function. sd_close should be called after the authentication
process to close the socket initialized by sd_init.

Input Arguments

sd Pointer to an SD_CLIENT structure. The structure must be set to 0 by the caller
before sd_init is called.

Return Values

0 No error.

1 Client is unable to communicate with the Server. There may be a general
communication or configuration problem, or the RSA ACE/Server
authentication process may not be running.
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sd_next

Description
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sd_next performs the Next Code operation, which takes a second successive tokencode from
a user and checks its validity. The integrating application must perform all I/O because
sd_next does not display the Next Code prompt. sd_next should be called only in response to
an ACM_NEXT_CODE_ REQUIRED return from sd_check.

Input Arguments

nextcode Pointer to the NULL terminated PASSCODE string. The PASSCODE must
contain 4 to 8 characters.

sd Pointer to the SD_CLIENT structure.

Return Values

ACM_OK User successfully authenticated. The following fields are set in the
SD_CLIENT structure:

shell - the shell specified for this user.

ACM_ACCESS_DENIED User failed authentication.
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sd_pin

Description

KPV�UFARKP�
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sd_pin performs the New PIN operation in which a new PIN is stored in a token record. The
integrating application must do all I/O because sd_pin does not display the New PIN prompts
and messages. sd_pin should be called only in response to an
ACM_NEW_PIN_REQUIRED return from sd_check.

Note: Do not treat users as authenticated as soon as they have completed the New PIN
operation. Require them to authenticate using the new PIN.

Input Arguments

pin Pointer to the NULL terminated PIN string. The PIN must contain 4 to 8 characters.

canceled This value should equal 0 if a PIN is to be selected. If a token is in New PIN mode
but you do not want to select the PIN at that time, sd_pin should be called with the
value set to 1.

sd Pointer to the SD_CLIENT structure.

Return Values

ACM_NEW_PIN_ACCEPTED The new PIN has been accepted by the RSA ACE/Server.
The user should now be required to authenticate with the
new PIN.

ACM_NEW_PIN_REJECTED The new PIN was rejected by the RSA ACE/Server. The PIN
may not have matched the parameters set in the return from
sd_check.
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sdi_ath_create_certificate

Description

The function creates a certificate for a piece of user data. This certificate is 35 bytes long. The
behavior of this function is completely dependent on certificate_type. Currently, the only
possible value for certificate_type is INITIAL_CERTIFICATE. Because this call is
completely independent of the Server, no IP network connection needs to exist between the
client and the Server to certify data. Regardless of the length of user_data, it is always
hashed into a 36-byte value.

When the user’s PIN changes, this certificate is no longer valid.

Before calling this function, sd_auth or sd_check can be used to ensure that passcode and
passcode_time (and consequently the certificate) are valid. Also, multiple certifications using
the same passcode, passcode_time, and certification_time are allowed.

In general, the calling program should get the login_id and reference time directly from the
environment. The time_delta should never be entered by a user.

Input Arguments

certificate The certificate returned to the user. The format of the certificate is

{tttt|tttt|T|hash(tttt|tttt|T|hash(user_data|passcod)}

      4   8 9 35

where tttt is passcode_time in network byte order, tttt is the certificate
creation time, adjusted by time_delta, in network byte order T is the
certificate type.

hash(user_data) is always 36 bytes long, regardless of the length of
user_data.

The certificate is always LENCERTIFICATE bytes long.

login_id The user’s login ID.

passcode Pointer to the NULL terminated PASSCODE string. The PASSCODE
must contain 4 to 16 characters.

passcode_time The time the PASSCODE was generated, in seconds from 1/1/86 00:00
GMT, rounded to the nearest minute.

time_delta The number of seconds the machine time differs from the Server time.
Possibly 0 when the Server is unreachable. Used to put the
certificationtime into the certificate.

certificate_type For future certificates. Should always be INITIAL_CERTIFICATE.

Return Codes

SDI_SUCCESS Certificate is returned to the user.

SDI_MISSING_ARG One of the login_id, passcode, passcode_time,
certificate_type, or certificate is NULL, or
user_data is NULL and user_data_size is non-
NULL.

SDI_UNKNOWN_CERTIFICATE_TYPE certificate_type is not valid.
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sdi_ath_validate_certificate

Description

The function sends a packet to the Server to validate a certificate.

The RSA ACE/Server validates a certificate by generating PASSCODEs around
passcode_time and by attempting to generate the same hash value supplied by the client.
When a match is found, the passcode_time, certificate_type, and certification_time are
returned to the user.

Input Arguments

login_id The user’s login id.

user_data An arbitrary amount of user_data to be certified.

user_data_size Size in bytes of user_data.

certificate A certificate that has been returned from
sdi_ath_create_certificate.

passcode_time The time the PASSCODE was generated, in seconds from
1/1/86 00:00 GMT, rounded to the nearest minute.

certification_time The time the certificate was created, in seconds from 1/1/86
00:00 GMT, rounded to the nearest minute.

certificate_type The certificate's type. For future use. For now, it is always
INITIAL_CERTIFICATE.

Return Codes

SDI_SUCCESS The certificate is verified. The data has not been
modified since it was certified, and it was
certified by the login_id account.

SDI_MISSING_ARG login_id or certificate is NULL, or user_data is
NULL and user_data_size is non-NULL.

SDI_UNKNOWN_CERTIFICATE_TYPE The type of the certificate is unknown.

SDI_ACCESS_DENIED This certificate cannot be confirmed.
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