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How to get PHREE CABLE!





Ok, so you just moved in and you want free cable tv.  After all, who wants to pay for it when theres already commercials? I feel like I'm already paying for it by watching. Getting the bill every month is just insulting.  Anyway, you want it.So here goes.





First off, dont go run and call the cable company right away.  Your cable line might be active already! Find that thick black co-axial (solid copper wire with a wire mesh shield wrapped around it) wire coming in near a window or corner. Attach it to your TV and tune around to see if you can receive any channels.Make sure to set your TV to "CABLE". If you have a cable ready TV and you get a whole bunch of channels, you're in luck! You don't even have to subscribe (Keep in mind that they may cut you off after a few months- they leave places wired ON PURPOSE to entice tennants into subscribing, but then they yank it out after a few months to get you to pay).





If this works for you, you will probably get the "basic package".  This is usually the local network affilliates (ABC,NBC,CBS,FOX channels from the nearest city) plus any local channels (The WB, superstations, etc..)  Plus whatever your cable company decides should be "basic".  Some of them think that MTV should be basic, (some of them have the nerve to charge extra!) The same for VH-1, Comedy Central, etc.  But you'll probably get CNN, C-SPAN,  History Channel, Animal Planet, Cooking Chanel, and all that boring stuff. 





If this doesn't work, just order basic cable.





You are using a TV or a VCR, so some of the channels may appear wavy, the audio portion may be missing, and/or the picture will be "inverted". (Picture inversion is when all of the colors are reversed. If you've ever seen the negative for a color picture, you will know what that looks like.) These are the scrambled channels.  This is where a descrambler will come into play. More on this later.





If you ALREADY have some sort of cable service AND have a cable box (converter) from the cable company, most likely you wont actually see the scrambled channels. Instead you will get an advertisement channel, a local Cable guide channel, the weather channel, or a message saying "You do not subscribe to this channel" or "this channel not authorized" or something similar.  that is because you have a box that is programmed to only get the channels that you have paid for.  If HBO is on channel 63, and you tune in 63 and get a 24-hour a day movie preview channel ("coming up this week on pay per view, Naked Gun 2 1/2..."), thats why.  Your box has been told (programmed) to go to this channel instead of showing you the scrambled signal.  Remember, your legitimate cable box can be remotely controlled by the cable company to show you one channel on the channel display and actually be receiving and displaying on the TV a completely different channel.  This will be discussed again later.





The good thing about having a converter from the cable company is that you already HAVE a descrambler built in to that box.. You just need to get it to work for you. This is where test chips and external activators come in handy. More on this later.  


Also, if you want to get your own descrambling equipment, you already know what kind of box is in use (just flip it over and check the manufacturer and model number) and therefore what kind of descrambler you need if you want to buy a seperate descrambler.





Anyway, if you want to get a descrambler, you will want to drop down to this package :"basic service" because it is the lowest priced package that still allows cable channels to enter your house.





Please note that some cable companies have something called "Broadcast basic".  (It is different from "basic cable" or "basic service".) Stay away from this!!! All it is is the local channels from your area. You could probably get these channels with an external antenna. But when you drop down to "broadcast basic" they switch your cable line and you can't even get the scrambled channels! So if you get a descrambler, there will be no signal there for it to descramble! DONT GET 'BASIC BROADCAST'!





I ordered broadcast basic because it was like $7.00 a month, but then I had to wait 2 weeks to go back to my basic cable. All I got on broadcast basic was chanel 2-13! 





Alright, at this point you have the lowest cost package that stil allows scrambled channels in on your cable line.





Now you need a descrambler.





Step one is to find out what kind of scrambling is used in your area.  Surprisingly enough, this is a tough task for many people.  A lot of cable companies do not issue cable boxes to those people who get ONLY basic cable, so there is no way to know what "brand" of scrambling is used.  This is essential to knowing what kind of device you need to descramble the pictures.  The cable company figures that if you have a cable ready TV or VCR, you don't need a box- the channels you are getting are not scrambled.  Seems to me that they are losing money on this though, because you can't order pay per view without a box. Oh well, THEIR loss. (You will be getting pay per view soon enough anyway :-) 





I don't see a problem with this method of finding out what equipment is in use in your area: Asking for a box when you first sign up for cable, so you can see what model it is.  Then, just send it back after a month or two and tell them you got a cable ready TV or VCR and don't need the converter any longer (you are using the premise of saving money; the cable company charges you a small fee every month to rent the converter). 





As for other ways of figuring out what box is used in your area, you could try checking with a neighboor, asking people at work, etc... Don't bother calling the cable company and asking because there's no reason that anyone would want to know unless they were buying a descrambler.  Well, in fact, it IS legal call the cable company and ask them what kind of scrambling is used because there ARE third party boxes that you could buy to avoid paying rental fees for the converter that the cable company rents to you, but I wouldn't mess with this option-it will just arouse suspicion. 


The point is: you NEED to know what box is used. Find out somehow. And make sure the person you find out from is on the same system as you are.  Also make sure that they got the box sometime within the past few years.  For example, a system I was on orignally started on Scientific Atlanta equipment. Then they went to a multimode baseband Jerrold/GI system with random video inversion and audio privacy.  If I had asked someone who lived in the area for a long time and got their box 7 years ago, they would tell me to get a Scientific Atlanta 8580 box.  But the new subscribers are getting General Instruments CFT2200 boxes!


There is a big difference between the two boxes!  The CFT 2200 are backwards compatible with old systems like the Scientific Atlanta 8580.  What they do is run the system with the old Scientific Atlanta scrambling while handing out the new GI 2200 boxes.  When they feel that enough people have swapped out their old boxes (due to box breakdowns, people who want to get the "new" channels, people who move out and give back their box,etc...) they permanently swap over to the new system.  All the people who got illegal descrambler systems that are strictly compatible with the SA 8580 are now screwed.





The reason I went through that whole story is to illustrate the need to get the best and most universally compatible box that you can afford.  





Something that should be mentioned here is that if you are interested in a seperate descrambler ("standalone descrambler"), you NEED A CABLE CONVERTER TO USE WITH THE DESCRAMBLER!


You can't get something that just "goes on the line" beween the cable line and your cable-ready TV or VCR.  You need SOMETHING to tune in the channel, and a VCR just doesnt cut it. You have to have a converter to pick the channel you want. Then, you can either have an external descrambler (this type of set up is called a "two-piece"), or an internal descrambler ("one-piece").


THIS IS A VERY COMMON QUESTION! "CAN I JUST GET SOMETHING THAT GOES ON THE LINE BEFORE MY TV?" THE ANSWER IS NO!





There is only one exception to the above rule-- universal descrambler plans.  These take an RCA input for video, and they are designed to accept the video output from a VCR.  There is another situation where you could put something on your line to 'get' channels without a converter-- FILTERS.  They are not really an exception to the above rule, as filters do not technically descramble.  Filters are a general pain in the ass.  I'll talk about them here for a bit:





There are two types of filter systems for cable television. They are called "positive" and "negative" filters. (I forget which is which).  One of the systems works this way: It is a regular cable system, but along with every premium channel, on the same frequency, is sent some noise, or garbage signal.  This way, when you try to receive a channel, your TV, VCR, or cable converter gets a bunch of "noisy" signal along with the TV signal, and you can't see the channel.  I have heard that this looks like a faint video signal with possibly a 'beeping' noise in the background.  Its not the easiest type of signal security to recognize, but if you KNOW that, say, in your area, HBO is on channel 63, and when you go to 63, theres not much of a picture (as opposed to a scrambled picture that is STRONG, just not viewable due to being wavy, inverted, etc...) as if you were trying to get a TV signal from far away, its a good chance that there is a noise signal on top of the channel.  In this case, you can add a FILTER in the line to remove JUST the noise from that channel.  Then, you could view the channel in the clear on your TV (note that the whole topic of filters is not really SCRAMBLING or DESCRAMBLING, but its more a question of wether the signal is there, or clean, or not...So you COULD have a channel that needs a filter, and then when the noise is removed, it is ALSO SCRAMBLED in some other way, although I'm not sure if this is generally done...)





So, in a legitmate case of this kind of filter use, the customer would call up and order a channel.  The cable guy would come by and install a filter somewhere on your cable line. (Possibly up on the pole). The obvious drawbacks are that when a customer wants to get a channel, the company has to pay a guy to go all the way out to the residence.  Then, when the customer cancels, the service call has to be made all over again.  Also, this type of security obviously does not work for Pay Per View. (It would be rediculous for them to come out and install a filter for a one night event or a 2-hour movie).  For this reason, if you have a filter system, either they use an additional type of scrambling for the pay per views, or do not support any pay per view channels.  


(With a NON-filtered addressable system, the customer's boxes can be remotely programmed by the cable company.  No service people have to come to your house.  This both saves the company a lot of money (no service call) and MAKES the company a lot of money (pay per view is possible), and this is probably why filter systems are not very common.)





By the way, when you see the "$10 radio shack plans" or any similar crappy text files for sale on the net, it is usually a home-made tuenable version of this filter that they are selling.  The disadvantage to this is that, almost NO systems use this type of signal security anymore, and, if more than one channel is filtered, you have to get up and re-tune the filter, or build one for each channel and chain them together.  If you live in a filter area, just go buy professional filters and chain them together, its a lot easier to do.





The OTHER type of filter system is a little more insidious.  In this case, if you are not paying for a channel, there is a filter installed on your cable line (in a locked box or up on the pole) that REMOVES the signal from your channel lineup.  There is NO signal left on the line, so there is NOTHING for you to attempt to descramble.  Even adding an amplifer would not bring the channel back, it is almost completely removed by the filter.  I guess that a channel protected with this type of filter would just have nothing on it, or a very very faint signal. 





(See the difference? One system adds noise to a channel and you put a filter on to REMOVE the NOISE and get the channel clearly.  The other system sends out channels normally and they put a filter on for every channel you DON'T pay for, and it REMOVES the CHANNEL from the line.)





This system has similar problems to the other type of filter system (the company has to come to your house to add a channel) but it is VERY effective (from the cable company's point of view).  Most people who want to steal cable don't mind having an illegal descrambler in the house, BUT will not feel too comfortable climbing a telephone pole or breaking into a locked cable distribution box to rip out their filters. Therefore, cable theft is low on this type of filter system. Another advantage is that, if you pay for a channel and the filter is removed,  the channel may come in IN THE CLEAR (but not always, they could have added video scrambling to it) and so your VCR can tape the channel directly, as if it were a regular channel (have you ever tried to tape a scrambled show and watch another scrambled show at the same time? You would need two descramblers and some complicated wiring. Imagine if the channels come in in the clear- taping would be a breeze!)


    Also, removing the filter leaves pretty obvious evidence that you tampered with your service.  You could yank the filter, drill out the inside, and replace the "guts" with a straight piece of coaxial cable I guess...





So now you see why I hate filters.  It is not uncommon to have a traditional addresable SCRAMBLED system with one or two of the most popular channels FILTERED (with one of the two methods described above).  I guess the thinking of the cable company is that they can still remotely program your box to get things such as Pay Per View and some of the premium channels, but with the most popular premium channel (usually HBO and maybe one other channel) filtered out, people won't buy descramblers when they hear "Yeah, this box gets all the channels except for HBO (the most popular channel that people want when they get a box)".





OK, now to the technical stuff.  You've gotten the model number of a box that is in use in your area, and you've made sure that it is a recent box.  If Pay Per View is available in your area, you have made sure that the person that you checked the model number of can get pay per view (including the adult (Playboy, Spice, ATV) channels if they are available on your system).  Now you want to know what to do to get "everything".  The porno channels are often the most heavily protected.  I don't think its because porno is the most sought after programming on cable, but rather its often the newest additions to the lineup and therefore enjoys the benfits of the most recent scrambling technology.





First, I'll go over some things you need to know about scrambling.





Cable tv signals come from a cental location and are amplified and distributed from that location.  Sometimes, a microwave link might be used to get the signal from one populated area to another.  Anyway, the video and audio signals are put into the coaxial cable,  but they also add a data signal.  It usually appears in or near the FM broadcast band.  In fact, you can sometimes hear the signal on an FM radio if you touch the center conductor of the cable to the antenna of a radio.  You will hear a strong buzzing sound on a certian frequency.  This is the data.  Think of it like a modem signal, but it comes from one computer and goes out to a lot of little computers.  This data contiains LOTS of info. For example, the Infamous BULLET signal is in this data. 


The data in this signal can turn legitimate subscriber's boxes on and off, tell them to descramble a certian channel and not another, kill the box, and many other functions.  Each box has a serial number.  The box listens to the data until it sees its serial number coing down the line. Then it does whatever the 'headend' says (this is the name for the equipment that the cable TV signals and data comes out of at the Central Office).





For example, let's say that you are a subscriber and your cable box has an internal serial number of 42 (ok, this has been simplified a bit :)   You call up to order Cinemax (ch 34 on your system), and the cable company operator looks up your account.  Then the headend is told to authorize your box. It sends a command that in effect says "Attention Box 42!! Use your internal descrambler and start descrambling Channel 34!".  Now you get Cinemax! Pretty simple, isn't it?





Now, I will explain how the infamous "bullet" works- there's nothing magical, and it ABSOLUTELY does not involve sending a voltage pulse or any other wierd electrical activity down the line.  The cable company would NEVER do anything like that, it wouldnt work for one thing, their boxes are just as succeptible to voltage spikes as the illegal boxes. Plus, they would get sued by the people who have no cable box and had a voltage spike blow out their cable-ready TV!  The cable company is more than happy to have you beleive that the bullet is a voltage spike or some other sort of wierd surge, because that makes you afraid to buy a cable box!  In reality, the bullet works something like this:  Let's say that there is a very small cable system in the city of Smalltown, USA.  There are 10 people on the system. 5 of these people have Basic cable. Their cable boxes have serial numbers 1,2,3,4 and 5.  Three other people in Smallville have basic cable plus HBO on channel 49. These two people have converters from the cable company wiyth serial numbers 6 and 7. The last two people have illegal cable converters.  They subscribed to basic cable and added a cable converter that has been modified with a test chip. One has serial number 88.  The other has serial number 0000 (This guy used a test chip that set the serial number back to 0, or maybe the factory default).





One day, some consulting company calls up Smallville Cable and offers to knock out their illegal viewers for a small fee of $10,000.  Smallville agrees and lets the company come to their offices to set up the "bullet".  What this company does is set up some special programming that goes out on the "data" signal in the cable line that we talked about earlier.  


The porgramming looks something like this: (remember, the data comes from the central headend computer and goes out to every box). Imagine the headend speaks in English commands to the converters. It might say something like this: "Attention all boxes! If your serial number is NOT 1,2,3,4,or 5, SHUT DOWN NOW!" Like magic, the two customers with illegal boxes no longer have a picture on the box.  What happened? Well, their boxes were listening to the cable data and heard the command,  Their serial number was not one of those listed, so they shut down.  If the owners were stupid enough to call for service right at that point, the cable company knew that they were using an illegal box and threatened to sue... yuck!





Here's another scenario.  The cable company ordered some test chips of their own and found out that the chips all put the same new serial number into the converters that they were installed in.  Now, all they have to do is issue a command using that serial number telling all of those boxes to shut down, or worse yet... maybe it issues the command "Every one with the (illegal test chip) serial number 5656 switch to channel 92 but keep the current channel number that the customer is watching on the display." Then on channel 92 (a channel inaccessible to regular, legal customers) theres an advertisement saying "call 1-800-234-5678 right now for a free t-shirt (or some similar come-on, something to make people call) Then when you call, the cable company knows that you have an illegal cable box (remember, none of the legal customers saw the message). They all get nailed!





There are several variations on this theme, sometimes cable companies find other weaknesses in test chips that they can exploit- they may not always choose to or be able to use it to trick people into turning themselves in, but somethines it can just be used to make the boxes not work any longer.  Now that you've read all of this you may be frightened about adding a test chip to a box.  Don't worry! It's not hopeless.  Yes, there are dangers to taking a converter that the cable company gave you and putting a chip in it.  But, the test chip makers have changed their methods of making chips, and they are mostly free of the "bullet" problem.  Instead of giving your box a new number, they often cut off the external data coming in to the box and replace it with their own (much like the external activators mentioned later). In that way, the cable company cannot manipulate your box without you knowing (probably :)  Now, they can still have every LEGAL box switch over to another channel (because their boxes follow the computer commands correctly) while your box stays on its current channel (because it's deaf to the incoming data) and you get the "advertisement". This is dangerous, though, because if anyone on the system is NOT using any box (cable ready TV or VCR) they will see that message, too.  This is not an issue, though, in places like New York City, where every customer gets a converter from the cable company- this is due to the fact that even most of the basic cable lineup is scrambled. This ensures that everyone on the system is using their converter.  So, if you called up for basic service and were told that you need a 'box', even for basic service, beware, you are probably on a large, somewhat advanced system.





Note also that test chips that cut off incoming data probably also prevents extra data coming into the box like time, channel mapping, etc.  The Scientific Atlanta 8590 reads the time for its built-in clock off the data line. A lot of SA boxes also read the "Channel map" from the cable data also (the channel map tells the box which channels go where.  If  you watch cable on a cable ready TV, HBO might come in on channel 66, but everyone with a converter gets HBO on channel 58. This is a pain in the ass because your TV Guide/Channel Guide shows HBO as channel 58. So you have to remember that its 8 channels above where it's listed.  That's not a big deal, but if all 70 channels were mixed up like that, it could get annoying.  


Some of the CFT series boxes from General Instruments and the newest SA boxes (SA8600) read the channel names (HBO, ABC, FOX, NBC, TNN, etc...) off the cable line. That way, when you flip to a channel, it says the name in to corner of the screen. Very handy.


If you put in a testchip that requires the data line to be cut, these functions will not work on your cable box.


  


For the above scenario, the cable company can send out a channel map to one particular box at a time, refreshing the data  OR they could just send the data out to everyone at certian intervals (once a night, once a month...?) or, whenever it changes (a new channel was added).  Sending the data only to specific boxes is probably more secure (illegal boxes can't just "grab" the data like everyone else does) BUT new test chips can sit and wait until some other (legitimate) customer gets his update and "grab" that one! Sneaky! 


Other testchips can be ordered with a particular channel map already installed.  These are popular for large cities where a test chip manufacturer can make a thousand test chips with a particular cities' channel map in them and be sure to sell a large quantity. 








Here's a problem with cutting off the data from a box (either by cutting the data line inside the box, adding a data filter outside, or simply removing the cable-in line).  Some boxes are set up to "die" if they don't hear headend data for a certian amount of time (7 days, 30 days are common "timeout" intervals) if you cut the data line inside a box, it will "die" when the timer expires. The definition of "die" varies- it could "barker" (this is what its called when it refuses to show any channel except what it believes is the "barker channel" This is usually a channel that advertises upcoming pay per view movies, or maybe its the cable guide for the system that that particular box is from.)  Or, it could completely die, showing an error code on the display and not showing any channels on the TV.  


Fortunatley, as mentioned above, most test chips nowadays "emulate" headend data and so the box is satisfied as the test chip "talks" to it all day long....





Here's another problem with test chips that cut off the data (and external activators that block the incoming data, mentioned below).  The Jerrold baseband system (boxes that are DPBB-7 and above.  Stuff like the DPBB-7 and DPBB-5 are baseband.   Any CFT or ICFT boxes are baseband.  There is a box called DPBB-212 but I beleive that it was a non-multimode system) has 256 "modes" of scrambling.  A few years ago, most systems were "Single Mode" where every customer's converter is 'set' on the same mode, lets say mode #100. The signal being sent out is scrambled with mode #100, and every converter descrambled mode #100 correctly, and everyone is happy.  Someone comes along and puts a testchip in a box from the cable company.  The installation procedure involves cutting off the data from the box (by cutting a jumper or a trace on the PC board) for reasons mentioned above.  I guess mode #100 is pretty standard, or the box just remembers what the mode it was in just before getting cut off. Anyway, the test chip repeatedly "says" this to the box: "Descramble channel 1, 2, 3, 4, 5, 6, (etc...)" This does two things- it forces the box to descramble every channel on the system, and it also ensures that the box hears a constant stream of data so that it doesnt die (even though it's fake data, from the testchip, not the headend, but the box doesn't know the diference.)   All this is fine unil the system goes "Multimode"!!  Now, the real headend starts changing the modes of scrambling.  Lets say it starts on mode #100.  Everything still works.  But then, the headend says "OK, all boxes go to mode #087!" Now, your testchip box has had the data line cut, so your box doesn't "hear" this command. It still stupidly tries to descramble in mode #100.  Now, you can't see a clear picture!


So, they started making testchips with an external button that you could put on the back of the converter.  If your system didn't use mode #100, you could press the button to make the test chip tell the box a new mode.. every press of the button equals a new mode.  You would have to press the button 255 times to go through all of the different modes.  That was OK for a while, but then they started Automatic Multimode! The mode could change as quickly as once every 5 minutes!! Even if you wanted to get up and press a button every 5 minutes, you wouldn't be able to press the button fast enough to go through the modes! By the time you got the box working, the system would have moved on to the next mode.  The regular (legal) customers don't notice anything wierd going on, the modes switch very quickly inbetween frames of video (or maybe during a black screen).


The latest weapon in this "war" are test chips that don't cut the data line, but transmit their signal over it every few seconds to inject the "Descramble channel 1,2,3,4,5,6 (etc)" signal.  This way, you will get the mode change signal from the headend.most of the time (maybe once in a while you will miss a mode change and it will look scrambled for a little bit.) 





 But, with the data line cut you also dont get some of the harmful signals on the data line.  For example, the bullet signals, or some type of signal that says "Ok, every box turn off EXCEPT number 1001, 1002, 1007, 1009, 1021, ... (where of course, those are the serial numbers of customers who are legal authorized subscribers who have paid their bills!).





Ok, thats a pretty thorough coverage of test chips.  We will now talk about external activators.





External activators are great because they work along with the converter that your cable company gave you.  The "original equipment" converters like they give you often have the best picture quality.  Also, to use an external activator, you don't have to open your converter  to modify anything.





We have already shown how the cable company has a "headend" computer that sends data out to the customer's boxes.  The data can disable a box completely, make it descramble a certian channel, make it show only one channel, make it switch scrambling modes, and much more.  





An external activator takes advantage of the fact that these boxes (called "addressable boxes, because each one can be sent a message indivdually, like "addressing" a letter to someone) obey the data that it hears coming in on the data line.  External activators generate a fake headend signal to fool your converter!  Remember above where we mentioned that one advantage of addressable boxes are that the cable company doesn't have to send a technician out to your house if you decide that you want a premium channel (like they would have to in a filtered system, for example)?  They would just send a signal out like this: "Box number 0192, you are now authorized to descramble channel 49. Begin descrambling ch 49 now"





An external activator for Scientific Atlanta boxes works just like this.  You flip your converter over and read the serial number off of the bottom (there's usually a barcode sticker on the bottom.  This allows the cable company to keep track of their cable converter inventory easily).  Let's say its 4153.  You then enter your converter's serial number into the external activator.  Then the activator "says" this to your converter: "Converter 4153, descramble channel 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, (etc.up to channel 100 or whatever the maximum capacity is)"   Now your converter descrambles every available channel.  This may be fine for some systems.


But, a possible problem is that the pesky headend often issues this command: "Box 0192, you are authorized to descramble channel 49, box 8765, you are authorized to descramble channel 36, box 9782, you are authorized to descramble channel 58 and 76. All other serial numbers: YOU ARE NOT AUTHORIZED TO DESCRAMBLE ANY CHANNELS, TURN OFF ALL DESCRAMBLING!. "  Or something similar.  Your box, being "any other box" then shuts down the descrambler and you are left with basic cable.  To combat this, the external activators are usually sold with a data filter.  This is NOT the same type of filter mentioned above.  These filters are for blocking out the data signal coming down the cable line.  They have nothing to do with filtering out the channel or filtering out noise on top of the channel.  These data filters remove a very narrow piece of the total cable bandwidth.  The cable data is often in or near the FM broadcast band (88-108 Mhz).  This is why FM filters are often used (Radio Shack sells FM filters for customers who live near large FM radio stations and experience interference from the FM signal leaking into the cable tv.) to block data.  So, you put the filter on and the data is blocked from entering your box.  


As mentioned above, some systems do not require the filter, or, they issue the "all other boxes shut off" command so infrequently that you can just reattach the external activator and re-"zap" the converter.  





On Jerrold systems, theres an added bonus.  The converters are succeptible to a "change serial number" command.  This feature was exploited by a certian kind of  external activator that "says" this to a converter: "Converter, change your serial number to this: 111222333" then it simply issues this command : "Converter 111222333 you are now authorized to receive channel 1, 2, 3, 4, 5, 6, 7, 8, (etc)" Very nice huh?  The buyers of this type of external activators don't even have to try to obtain their converter's serial number and enter it into the activator. 





There are some problems with this.  I'm not exactly sure, but it seems that if your external activator changes your serial number, it remains that way permanently until and unless it's re-programmed remotely by the cable company.  if you buy and use one of these activators, I suppose that, just before you have to return the box (because you are moving out or because the cable company is upgrading and asks you to swap it for a new one). call up the company and say that you were away for a month (If you have been using an external activator, you will have been getting all the channels for free, but nonetheless, make sure that nobody has called in a Pay Per View movie order or any other activity (service calls, bill disputes) in a month if you want your story to hold) and you unplugged the box (accidently?) while you were out, now it "doesn't work".  Just say that it doesn't  change channels or something, be vague.... they probably won't ask.  If they do press you on this, you could say that the channel numbers change but all you get is the movie preview channel or the cable guide.  They will probably send a "refresh packet" to your box that reprograms it with its proper serial number and channel map (how does the box know that that packet is intended for it when its serial number has been changed?  I believe that there is a second number in the box, which does not change, that the cable company can address it by (sort of like in a cellular phone.  The MIN (telephone number) can be changed but the ESN (the phone's unique serial number) cannot.)  Remember, this only needs to be dealt with one time, whereas you could be using an activator to get free cable for years and years....





At any rate, Jerrold (General Instrument) customers on non-automatic multimode systems can just use an external activator with a filter and flip the activator on.  The box will be activated until the timeout timer shuts the box down.  The owner simply walks over to the activator and turns it on again for a few seconds.  They are ready to go for another month (or however long the internal timeout timer is set for.  Some external activators are advanced enough to actually send your coverter commands that can CHANGE the timer length to the maximum (30 days) if it was set shorter by the cable company (7 days, for example))





BUT!


What about automatic multimode?  If you get a mode-switch signal coming down the system, the filter will block it out and your converter won't know what mode to descramble!  This is not a problem in non-multimode systems, but where the multimode runs automatically, they use newer external activators.  These have no filter, and only send their signal every few seconds, just like the previously mentioned test chip that sends its signal over the incoming data.  That way,  the mode switching signals come through, but the exteral activator still can send its own commands to the converter.





See below to find out what type of descrambler you need based on what kind of equipment is in use in your area.








WHAT YOU NEED:





Try to match the model number that you've got with something below, sorted by manufacturer.


=================================================================================





Jerrold/ General Instrument (they are mostly the same thing):





This is the most popular system in the world, and of course, the most complicated as far as model numbers and options.





If you have a Jerrold 400 or 450, I beleive that this is a very simple sync suppressed system.  Thi is the most simple scrambling.  There is a version that skips between 2 different levels of sync suppression, and this is called Bi-mode. There is another system that supports 3 levels of suppression, and this is called tri-mode. This was an improvement to help thwart cable theft.  





The 400-DIC, DRZ, 450-DRZ and DIC type boxes I think are one-level sync suppression. Also any SB- model number.





The tri-mode boxes are Jerrold SBD-#A, SBD-#DIC, Jerrold Starcom V(DP5/DPV models) like DPV7 , etc. 





Keep in mind that any system can be descrambled by getting the box used on that system and adding a test chip.


Also, you could get a converter from the cable company and add an external activator.  (In this case, the FTG, RFT, RFT-DAM, T2, etc... all would work I think.  I don't know at what point in the Jerrold/GI line of boxes they started being addressable, maybe the older boxes wouldn;t even respond to the data from an external activator.  If so, just get a stand-alone descrambler for Jerrold non-baseband like the See-More)





Aside from that, there are a lot of "pans" that descramble both types of sync-suppression Jerrold descrambling. 


A "pan" is an external descrambler that goes along with a plain converter.  


I don't beleive that you could get the one-level sync suppresion boxes if you want to. There's no need to manufacture them, as the tri-mode boxes handle 1-mode.





Some examples of Jerrold tri mode pans are: 


Original equipment Jerrold SB series descramblers.


The "See-more" box, which also handles Scientific Atlanta, see below.








===================================================================================





The newer Jerrold/General instrument boxes are all "baseband"... This is an out-band type of descrambling system.  If your box is a model DPBB,  or CFT, you are in a baseband system.  There are 256 different scrambling/descrambling modes in this system.  





As always, you could add a test chip to a box from the cable company to force it to descramble, but some chips only descramble one mode at a time.  There is a pushbutton switch to select which one of the modes you want the box to be in.  You install the chip and press the button until the channel comes in. Remember how many times you pressed it, just in case you have to do it again. Now here is the problem.  Because of people using chipped boxes, FTGs, etc...they came up with an improvement. (This was meentioned above) What the "headend" (the computer at the central office that talks to each of the converter boxes) does, is rapidly switch between the 256 different modes of scrambling.  So, if you have a chipped box, yours is stuck on the one mode that you set it on, while all of the legitimate customers' boxes are all switching modes along with the headend and descrambling everything correctly.  





Also, if you use an FTG, or any other non-multimode external activator, you usually use a data filter.  This is not the same type of filter (positive/negative) as mentioned above.  This data filter blocks the data coming down the line to address the legitimate boxes.





So, you can get a "multi-mode" external activator, which does NOT have a filter.  It just tries to send the descramble codes every few seconds and hope that the multi-mode signal can get through.  These type of external activators are the: RFT-DAM, T2, and others.





There is a 'Boss' descrambler box that is compatible with this baseband system.  Multi-mode is not an issue, the Boss will descramble it regardles of which mode it is in and it doesnt need to hear the 'mode switch' command.  There are some problems with the Boss or other stand-alone descramblers that work on the GI/Jerrold baseband system: Inversion and Audio privacy.





 Advanced GI/jerrold baseband systems use two elements called "audio privacy" and "random inversion"





Audio privacy: US specifications for television transmission (NTSC) specify the frequencies that each TV channel occupies, and where within that rage the video, color, and audio are in.  Every TV and 'plain' converter produced for US use is set up to receive these channels correctly.  What Jerrold did with Audio privacy was to MOVE the audio information.  Now, in addition to having the video scrambled, your tv or cable box can't even 'find' the audio signal.  Of course, the legitimate converter is pre-programmed to know where the audio signal is.  Right now, there are no standlone types of descramblers that can deal with this.  (I beleive that there was one called the Maestro but it is no longer available).  On the other hand, I beleive that a test chipped box from your cable system or your legitimate box equipped with an external activator will correctly find the audio privacy channels. I think they are pre-programmed by your cable company.  I am unsure if a 'legitimate' box from another system or a dealer would be able to 'find' the audio privacy.  Maybe someone will release a test chip that allows you to change the audio privacy settings.





Other ways around audio privacy:


There are usually just one or two channels with audio privacy (remember, if you are on a hybrid system or one switching over to the Jerrold CFT system, only the pure GI baseband channels will have the capability to have audio privacy.  Sometimes they actually set up double channels, say, HBO for the GI system with audio privacy and GI baseband scrambling, and HBO on another channel, with SA scrambling, for those people who haven't yet switched out their SA boxes ).  And often, the audio will still be audible just very low.  Otherwise, you could try to use a second TV with an analog tuner to try to pull in the audio.  If you are trying to watch a sports event, check and see if its is being simulcast on radio.  





Random inversion:


Some channels are scrambled and also inverted. this was briefly discussed earlier.  Inversion is a process where each color in the TV picure is switched with it's complementary color (remember Roy G. Biv?) take a look at the negatives that come from your next roll of color film. This is exactly what an inverted picture looks like.  The older Boss descramblers had no provision for this. The newer ones had a switch on the unit to turn the internal inverter on and off.  This would be fine if every channel on a system were either inverted or not inverted.  But if only one channel was inverted, you would have to get up and flip the switch if you wanted to watch that channel.  Also, the newer GI baseband multi-mode systems have 'auto inversion' where the screen is inverted every few minutes.. kind of like an extra mode in a multimode system.  This would make it really annoying to have to get up every few minutes and flip a switch to watch a clear picture.  So, the newest boss descramblers have a button on the remote to turn the inverter on and off.





=========================================================================





I am not as familiar with other systems as I am with Jerrold/GI boxes.  I do know a little about the Scientific Atlanta systems: they tend to be mostly simple 'sync suppression' type systems (like the GI tri-mode systems mentioned above, but Jerrold/GI boxes will not work on SA systems and vice versa except for the See-More, which has a switch to go between SA and GI)


All of the SA systems I have seen have either been plain sync-suppressed systems, or a sync-suppressed system with some GI baseband channels, where they were slowly phasing into a GI system using GI CFT2200 boxes.  


I think that there is an SA baseband system, but it is not all that popular.


So, for most Scientific Atlanta systems, you could probably get away with either:





A 2-piece system, using a regular converter and a See-More descrambler


An SA box with a test chip installed


The box that your cable company provided, and an SA external activator. (this will cover you even if your system is SA Baseband)





=============================================================================





Other systems, like Pioneer, Tocom (made by GI!), Oak, Zenith, and other stuff are pretty straight-forward.  Often they only need a simple 2-piece descrambler or an external activator.


The Zenith ST series boxes have a replacement descrambler avialble.  Really, the only large system for which there are no descrambler options is the Zenith PZ or PM series converters.





==============================================================================











There are new descramber boxes called the "Boss" series.  In reality, the Boss is the descrambler board that is installed into a regular cable converter, so you could see Boss descramblers showing up as Pioneer, Panasonic, or other converters.  They are often touted as "universal", but in reality, you do need to get a specific 'boss model' for your system.  





There is only one universal decoder, and I have not seen anyone selling it.  It is usually offered as plans.  I have built one and it does work, on every system I've tested! It's just called the "universal descrambler"





Also, there are a large number of legitimate boxes that can be fooled into descrambling just by modifying the cable box.  The older boxes are expecially susceptible to this.  The bad part is that these modifications are kept very secret, usually figured out by a local technician and offered as a 'service' for a fee.  As a result, there are no text files avaialble anywhere to show you how to do them.  If you have a TV or appliance repair shop nearby, check with them, often their tech will offer to 'do' your box for a fee, or they will sell you a new box or descrambler.








OTHER CONCERNS ABOUT DESCRAMBLING





Ok, the box that the cable company gives you belongs to them and they will want it back after you cancel service, move away, or get disconnected for non-payment.  





Of course, you do not want to return the box and have them find your modification, test chip, etc.





I don't know what the cable comapny does with returned boxes.  it's possible that they are just thrown on a pile and left there.  If they run out of 'new' boxes to give to customers, maybe they will go to that pile, I don't know.  





If they are doing an upgrade, where they collect all of the 'old' boxes and hand out new ones, they probably wont bother with looking at the old one that you hand in, but you never know...





On the other hand, maybe they hook them up and see if they are getting the channels that you were paying for.  Maybe they even open the box and look for signs of tampering.... who knows?





I would think that it's probably safe to assume that the boxes are tested when you hand them in or at some later date.  So, if you have a test chip installed, just remove it, and reconnect the data line if you cut it.  Then hope that they never look inside and see evidence of your handiwork.





test chips:





Some of them install without soldering and so can be removed very simply.  Just remove it and see if your box returns to normal service.  If not, call up the cable company and say that you unplugged the cable box by accident and now it's not working right.  They will send your box a "refresh packet" that re-programs it so that it 'knows' what channels it's supposed to be getting (the ones you are actualy paying for).  Then, just hand the box back in.  





External Activators:





As above, remove the activator and wait to see if your box returns to 'normal'.  You might have to wait over 30 days.  Some boxes on some systems may never return to normal.  If your box is still getting channels that you arent paying for,  call up the cable company and tell them that you unplugged the box by accident.  They will send a 'refresh' packet, and your box should return to normal.  When you hand it back in, everything will be normal.  


Cable companies may be getting wise to this, so try not to do it more times than you need (only one time in the many years that you are on the system should be fine).





Modifications:





If you have added jumper wiers or other modifications to get extra channels, simply remove them, and everything should return to normal. 





2-Piece units, standalone descrambler, Boss, universal, etc...





Obviously, if you got a 2-piece converter/descrambler, or a standalone, or a 'hot box' or you baught an aftermarket box and added a test chip, you will not be handing this in.  








DETECTION:





Everyone wants to know if the cable company can tell if you are using a descrambler or any other methods to get free cable.





1) Illegal hookups.  Ok, some people don't even pay for basic cable, they just hook up illegally and use a descrambler.  That way, cable is totally free! The downside is that illegal hookups are a LOT easier to find than a customer who is paying for basic but using a descrambler.  There are several types of illegal hookups.  The most dangerous is when you re-connect your own line after a cable company disconnection.  Depending on your situation, your cable line may be delivered in several ways.  It could just be tacked onto the side of your house, or it could go to a small metal box (usually locked) or, if you live in an apartment building, it could be in a large metal distribution box.  So, to reconnect, you may need to go up on the pole (wher you usually run into a security sleeve, or some other sort of locking terminator, which prevents you from reconnecting your cable to the outlet that it was removed from), or open the metal box (its usually locked or at least has a tamper-proof seal on it.) or even re-splice a cut wire.





All of these methods are detectable.  Climbing the telephone pole to reconnect your cable is the most dangerous method, not only because of the high voltages present up there and the danger of falling, but because it is very clear that you illegally hooked up the cable line.  On the other hand, why would they ever go up there to check?  If you are not a cable subscriber, they would have no reson to even think about your cable drop.  Well, I hear that some companies do an audit (on a yearly basis?)  to check if everyone that is hooked up is a paying customer.  Aside from these dangers, its very very difficult to reconnect your cable line up on the pole.  They sometimes put in a rotating sleeve that you need a special tool to remove.  Other times, theres a special locking terminator that covers the jack that you need to connect to.





If your cable line is just snipped where it enters your house, that is also easy to see.  If you re-connect it, and they notice, they will probably disconnect it on the pole.  I don't think that snipping the cable line near the house is a very common practice, though.





If your cable is disconnected inside a metal distribution box, (and you want to reconnect it) then you need to open the box.  If you live in an apartment building, sometimes the boxes are not even locked.  This is especially true if you are in one of those buildings that has controlled access to the basement or roof (wherever the box is)  you could try to make friends with the superintendant, tell him that you want to see your gas meter, water meter, electrical meter, or whatever.  If its on the roof, tell him that you want to take some pictures of your city from the roof, or go bird watching, or look at the starz (oops, I mean stars!).


If your building has open access to the area where the cable lines are, the box may be locked.  In a lot of situations though, the other cable-theiving people in the building have busted off the lock and the service man got tired of replacing it every month.  You may be able to just open it up and reconnect your line.  It might be impossible to know which one is yours if there are more than one disconnected lines.  You could try to reconnect all of them and hope that none of the people you reconnect are scrupulous and decide to call the cable company and tell them that their cable was accidentally turned back on.  Also, reconnecting all of them will make it more difficult for the cable company to pin it on you personally.  If you want to find only your line, buy a 'tone tracer' look in electronic catologs that specialize in telecomunications test equipment.  


If the box is locked and the lock is intact, then you will need to do a little work to get in.  You could attempt to pick the lock. you *could* try to bust the lock off, but this is bad for obvious reasons, you could try to contact a cable repairman or installer and try to buy a key.  If you are very industrious and you have a lot of time, you could try to remove the box from the wall and take it apart without unlocking it.  Sometimes the boxes are constructed from a solid piece of sheet metal so this will not work.  





If the box has a *SEAL* on it,  and that's the only thing keeping it closed, you can try to cut the seal flush and hope it isn't noticed.  If the box is also locked and you have found a way around that, you can probably just remove the seal and throw it away, the 'cable guy' will just assume that the last guy was too lazy to put on a seal.


 


2) Descramblers (2-piece, standalone, BOSS-type, etc)


When you hook up a descrambling box to your line, there is really no way that the cable company can determine that you are using it.  Some people claim that the cable company uses a TDR to detect your box  (a TDR is a Time Domain Reflectometer, look it up somewhere, it's description is beyond the scope of this file)... This is a pretty bogus argument, since they would have to have an exact electrical profile of the cable box that they think you might be using and match it to what they see from the TDR sweep at your house.  Aside from that, they would have to disconnect your cable outside your house to check.  You will probably notice 4 guys standing around your house as your cable goes out.  In addition, a TDR is an extremely expensive piece of equipment and doesnt produce really great results. Also, if you have an amplifier or splitter as the first thing on your cable line, it is difficult to get a reading of anything else beyond those devices. In short, don't worry about this.          


There are some things to be aware of, however.  


You will most likely want to leave your original cable box hooked up.  Aside from the fact that you don't want it to lose it's programming,(it needs to be hooked up to the system all the time to keep its programming) you will have to:


A) have it installed if the cable guy ever comes over to service your cable so he doesn't get suspicious.


B) use it to check if your cable system is really down.  If you are watching cable on your illegal box and one or more channels go out, you need to check it on your legitimate box to make sure that the channel is really 'out' before you call for service.  It is possible that your illegal box has a problem, or the cable company is doing something 'wierd' with their system to see who calls in.  Remember, the cable company controls the legitimate boxes, so that they can make them switch channels on command.  Then, whoever calls in to complain gets busted.  





Also, if you are on a two- way system (your cable box talks back to the headend) such as the GI system that uses CFT-2200 boxes (not ALL cft-2200 systems actually use the 2-way) you will want to leave it hooked up because it will routinely 'check in' with the headend.  If the headend doesn't hear from the box after a while, the company might call or visit to see whats wrong. 





3) External Activators


There is a possibility of these being detected.  The multi-mode capable activators for the GI/Jerrold system are most succeptible.  They are continuously transmitting a signal to your cable box.  Sometimes they transmit this signal towards the box AND ALSO back out the other way (towards the headend).  So, if the cable guy disconnected your incoming line and connected some sort of receiver, he could hear the data from your activator.  I doubt that this happens very often if at all, but it is possible.  I'm not sure what this would mean, though... the cable company can't then bust down your door and seize your activator.  They would probably threaten you with a lawsuit or something.  Even though I can't see this happening you may want to at least unplug your activator when you are not home.    


Remember, this is only a problem with the multi-mode activators that transmit almost constantly.  If you use one of the older non-multi-mode activators like the original FTG where you have to press a button to transmit the signal, then you are safe.  


I'm wondering if there is some way on the two-way system to interrogate the box to see what its up to (this is bad if it has been test chipped or externally activated) This can be avoided by using a standalone box or one that works on the GI multimode baseband system yet is not a CFT2200, such as a DPBB series box.





Conclusion





NOTE: none of this stuff applies to DSS.  Also, the boxes used for 'wireless' cable may be different from the stuff they use for regular cable.








Well, that's about all I have to say about cable descramblers.  Except that it IS LEGAL to own a descrambler, I guess you're supposed to alert the cable company that you are getting all the channels so that they can bill you.  Oh, and another thing, if you buy a descrambler, DON'T ask about 'getting all the channels' or anything illegal, they will hang up on you  or ignore your email.  I guess that they can get busted for 'aiding cable theft'  so the only way they can sell products is to claim that it's for avoiding box rental fees.








