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Intreduction

§ Wanted: ubiquitous internet/www access
§, Answer: something that scales better than
802.11 or Wi-Fi

& Enter: IEEE 802.16, Wireless MAN, being
Implemented as “WiMax”.
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1, Architecture

SSs (Subscriber Stations) are clients to their BS
(Base Stations).

The privacy sublayer consists of
& A protocol for encrypting the packetized

data
MAC contents only are encrypted

& A key management protocol, PKM

Uses atwo-tiered approach initialized using
RSA

2. Privacy Key Management
(PKM)

& SS Authorization and Key Exchange
the BS authenticates the SS

the BS provides the SS with an AK from which
Key Encryption Keys (KEK) and message
authentication keys are derived.

the BS provides the SS with the SAIDs of
primary and static Security Associations; each
SA supports two Authorization Keys.




Authoerization State Machine
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TEK' Exchange

§ When an SS is authorized, it starts a TEK
FSM for each of the SAIDs identified in the
Authorization Reply message.

&) These FSMs continually send key request
messages to the BS to keep their TEKs
refreshed

§ Remain active with their SA's AK

TEK State Machine




TEK State Machine
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3, Key'Usage

& Usage of AKs

The BS uses the AK for three purposes
— HMAC_KEY_U
— Verify HMACs from the SS
— HMAC_KEY_D
— Key Reply, Key Reject and TEK Invalid HMACs

— KEK
— Usedto encrypt TEKsfor the SS




Keys Derived from the AK

 HMAC_KEY_D=SHA(H_PAD_D|AK)
9 HMAC_KEY_U=SHA(H_PAD_U|AK).

& H_PAD_D=0x3A repeated 64 times
& H_PAD_U=0x5C repeated 64 times.

& KEK=Truncate(SHA-1(K_PAD_KEK | AK),128)

-where K_PAD_KEK=0x53 repeated 64 times, i.e., a 512 bit string.

Truncate(x,n) denotes the result of truncating x to its left-most n
bits.

SHA-1(x]y) denotes the result of applying the SHA-1 function to the

concatenated bit strings x and y.
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3. Key Usage (continued)

& Usage of TEKs

For each of its SAs, the BS just switches over to using
the new TEK when the previous one expires and it is
the job of the SS to make sure it has the new TEK.

The BS uses the older of the two TEKs for encrypting
downlink traffic but can use either for uplink traffic.

The SS uses the newer of its two TEKs to encrypt uplink
traffic can use either of its TEKs to decrypt downlink
traffic.

4, Cryptographic Methods

The Data Encryption Algorithm identifier in the Cryptographic Suite of an SA
normally will be set to 0x01 which will mean that data on connections
associated with that SA shall use the Cipher Block Chaining mode (CBC) of
DES (FIPS 46-3, 74, 81) to encrypt the MAC PDU payloads.

The CBC IV will be calculated from the XOR of the IV parameter included in the
TEK keying information and the content of the PHY Synchronization field of the
latest DL-MAP.

“Residual termination block processing” is used to encrypt the final block of
plaintext when the final block is less than 64 bits —the XOR of the re-encrypt
using ECB of the second last block with the plaintext of the last block;
therefore the decryption of the final block is done by a second XOR of the ECB
re-encrypt with the final block’s ciphertext.




4, Crypto. Methods (continued)

TEKSs are encrypted by the BS to the SS using
two-key triple-DES in EDE (Encrypt-Decrypt-

Encrypt] mode:

encryption: C = E,[Dy,[E.1[P1]]

decryption: P = D, 4[E,[D,1[C]]], where

P = Plaintext 64-bit TEK

C = Ciphertext 64-bit TEK

k1 = left-most 64 bits of the 128-bit KEK

k2 = right-most 64 bits of the 128-bit KEK
E[ ] = 56-bit DES ECB (electronic code book) mode
encryption

D[ ] = 56-bit DES ECB decryption

4, Crypto. Methods (concluded)

& TheBS generates AKs, TEKs and IVs using a pseudo-random- number
generator. Recommended practices for generating random numbers
for use in cryptography can be found in RFC 1750.

5.Conclusions

& Inconclusion, we can say that the cryptographic protocols specified
by 802.16 are fairly simple in concept, but can lead to considerable
complexity in real-world applications, given multiple service flows.
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[1] - The website of the IEEE “Get 802"
program. IEEE 802 standards are made available to the public, free of charge,
six months after release.

[2] —As an online free encyclopedia to which all are
invited to contribute, itis rich in information on contemporary computer
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knowledge of which is taken for granted in electronic trade publications.

References (2/3)

[3] —The website of the WiMax forum. “The WiMAX
Forum is an industry-led, non-profit corporation formed to promote and
certify compatibility and interoperability of broadband wireless products.
Our member companies support the industry-wide acceptance of the IEEE
802.16 and ETSI HiperMAN wireless MAN standards.”

[4] —This is the website of the IEEE 802.16 working group
on broadband wireless access standards.
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